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Table

Yun-Ping ZHENG" 3, Zi-Lun X|':

'School of Computer Science and Engineering, South China University of Technology, 510006, Guangzhou, China

Abstract. In this paper, we propose a scheme of watermark embedding and extracting based on DCT transform

and JPEG quantization table. Firstly, the image is divided into non-overlapping 8 x 8 blocks, and each block is
transformed by DCT. Then, a pair of points with the same quantization value is selected by the JPEG
quantization table in order to embed one watermark bit, and the adjustment coefficients are adaptively selected
by using the visual masking property of HVS. The experimental results presented in this paper showed that our
proposed algorithm is robust to JPEG compression under different quality factors.

1 Introduction

With the rapid development of science and technology,
information transmission has become more and more
convenient, but the protection of information in the
transmission process has also become the primary issue.
Digital watermarking technology is an effective way to
solve this problem, and it is able to protect information
security, achieve security traceability and copyright
protection [1-4]. Some identification information (digital
watermarking) is directly or indirectly embedded into the
digital carrier, and does not only affect the value of the
original carrier, but is also uneasy to be detected or
modified. And it can be easily recognized and identified
by the manufacturer. According to the hidden information
we extracted, we can achieve the purpose of confirming
the content creators and buyers, sending secret
information and judging whether the carrier has been
tampered with.

With the increasing of the image quality and size, the
burden of the transmission is increased when the
watermarked image needs to be transmitted to the
receiver. In order to reduce the load of the channel and
increase the speed of information transmission, image
compression becomes an essential part of image
transmission. In the existing compression technology,
JPEG compression is widely used in the field of image
and video processing because of its good compression
performance and good reconstruction quality. Therefore,
if the image is compressed by JPEG, whether the
embedded watermark information can be effectively
extracted becomes a problem that should be considered in
the watermarking algorithm [5-7].

In order to improve the quality of the extracted
watermark from the watermarked image after JPEG
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compression, this paper proposes a watermarking scheme
based on JPEG quantization table. Considering the
security of the watermark, the watermark image is firstly
scrambled with K times Arnold transform [8,9].
Moreover, in order to improve the robustness of the
algorithm, the image is divided into non-overlapping 8 x
8 blocks, and each block is transformed by DCT [10-12].
And then, we select the intermediate frequency
coefficients of each block to embed one watermark bit
using the adjustment coefficients which are calculated by
the visual masking property of HVS [13,14]. The
experimental results show that, comparing with the
watermarking algorithm which does not use the JPEG
quantization table [15], the algorithm we proposed in this
paper has better quality of the extracted watermark under
different quality factors of JPEG compression, and the
quality of the watermarked image is also not weaker than
the other algorithms’.

The rest of this paper is as follows: Section 2
introduces the related technologies used in this paper.
Section 3 introduces the watermark embedding and
extracting algorithm. Section 4 is the experimental result,
and the last Section 5 concludes the full paper.

2 Related technologies

In this paper, the watermark image is firstly scrambled by
K times Arnold transform, and the K is used as the key to
the receiver of the image, so that the watermark cannot be
restored to the original image even if the watermark is
extracted. Then, the image is divided into non-
overlapping 8 x 8 blocks, and each block is transformed
by DCT. After that we select the appropriate watermark
embedding position and using the JPEG quantization
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table. After the watermark bit is embedded, the
adjustment coefficients calculated by the HVS's visual
masking property are used to adjust the embedding points
to ensure the robustness and transparency of the image.

2.1 Arnold transform

Arnold transform which is also called Cat transform, is a
kind of transformation which is proposed by Arnold in
ergodic theory. Cat mapping can substitute each pixel
position in the image to achieved the encryption, and is
widely used in digital image scrambling. And Arnold
transform is periodic, when the iteration is integer times
of the cycle, the image can be restored to the original
image. Therefore, if we use an iterative time K as a key,
the image can only be restored with the key value. So that
it greatly improves the security of image.

For an N x N digital image, the two-dimensional
Arnold transform is defined by:

()=G 2)()moam M)

where, x,y € {0,1,2,--,N — 1} is the pixel position
before the transform, (x',y’)is the position after the
transform, and mod is for modular arithmetic.

2.2 Discrete cosine transform

Discrete Cosine Transform (DCT) is the best orthogonal
transformation obtained in the minimum mean square
error conditions. It utilizes the character of the Fourier
transform, use image edge fold to transform the image
into even function form. And then transform the image by
the two-dimensional Fourier. After transformation the
image contains only cosine terms, so called the process
discrete cosine transform.
The two-dimensional DCT transform is defined by:

F(u,v)
- \/%C(u)c(v) XZO ;f(X, y) cos (2x ;Ml)”” cos (2y ;Nl)vn
_ =0
c(w),c(v) = {ﬁ uv= o
1,  ohterwise

The corresponding inverse 2D DCT transform is
given by:
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2.3 JPEG quantization table

JPEG quantization table is used in the quantization
process of JPEG compression, which is divided into
luminance quantization table (Table 1) and color
quantization table (Table 2). Because the grey image is

processed in this paper, only the luminance quantization
table is considered.

The algorithm proposed in this paper considers the
JPEG luminance quantization table in the watermark
embedding process. For each 8 x 8 block after DCT
transform, we select a pair of coefficients which has the
same value in the quantization table as the watermark
embedded bits, so that the embedded watermark has good
robustness to JPEG compression.

Table 1. JPEG Luminance Quantization Table.

16 | 11 | 10 | 16 | 24 | 40 | 51 61
12 |12 [ 14 [ 19|26 | 58 |60 |55
14 |13 |16 |24 {40 |57 |69 |56
14 | 17 | 22 | 29 | 51 87 [ 80 | 62
18 | 22 | 37 | 56 | 68 109 | 103 | 77
24 | 35|55 ] 64| 81 104 | 113 | 92
49 1 64 | 78 | 87 | 103 | 121 | 120 | 101
72 192 195198 | 112 ] 100 | 103 | 99

Table 2. JPEG Color Quantization Table.

17 [ 18 [ 24 [ 47 {99 199 |99 | 99
18 [ 21 [ 26 | 66 | 99 | 99 | 99 | 99
24 126 |56 199 99 (99199 |99
47 166 199 199 199199199199
99 199 199 199199199199 |99
99 199 199 199199199199 |99
99 199 199 199199199199 |99
99 199 199 199199199199 |99

2.4 Visual masking property of HVS

In the process of watermark embedding, it is important to
select the watermark adjustment coefficient. The greater
the value is, the higher robustness of the watermark has,
but the transparency of the watermark image will be
relatively poor, and vice versa.

Usually in the digital watermarking technology, the
following characteristics of the human visual system are
used:

Firstly, the human visual sensitivity to the different
brightness regions is different, usually on the middle grey
was the most sensitive. In the wide range of medium
scale, Weber Ratio is a constant 0.02, and decreases to
the low and the high grey area. We suppose the
maximum contrast sensitivity is 8, the current block is
B(x,y), and the luminance average is Ave(x,y), so that
the masking factor of the different brightness to
noise w(x, y) is defined by:

w(x,y) ,
f[(ﬂ = 0'02)(A;e(x' NI G02,if dve(x,y) < 1y
2
= 0.02,if I, < Ave(x,y) <1, 4)
[(8 — 0.02)(Ave(x,y) — 15)°] .
L 255 -1, +0.02,if Ave(x,y) = I,

where, I, and I, are the pre-set thresholds, which are
80 and 160 in this paper.

Secondly, the human eye is more sensitive to the
smooth area than the texture region. Experimental results
show that the smooth region entropy is smaller, while the
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texture region has larger entropy. Therefore, the entropy
of each block is used to represent the texture masking
factor. We suppose Entropy(x,y) is the entropy of the
block B(x,y) , and normalized it into [a, b], so that the
texture masking factor e(x, y) can be calculated by:

(b—a)(Entropy(x,y)-min(E))]
[max(E)-min(E)]

e(x,y) =1 +a o)
where, a and b are the pre-set thresholds, which can
affect the robustness and transparency, usually a,b €
[1,8].
Integrated the analysis from (4) and (5), each block’s
noise masking factor (the adjustment coefficient used in
this paper) of the image can be expressed by:

K(x,y) =w(x,y)e(x,y) Q)
3 Embedding and extracting

3.1 Watermark embedding

The embedding process is depicted as follows:

Step 1. Watermark information pre-treatment: Use K
as the key, and the watermark image is scrambled by K
times Arnold transform.

Step 2. Image segmentation: Divide the carrier image
into non-overlapping 8 x 8 blocks.

Step 3. Adaptive adjustment coefficient acquisition:
Use (6) to calculate the adaptive adjustment coefficient
k(i) of each block, and then normalize k(i) to [c, d].

Step 4. DCT: Use DCT to transform each block.

Step 5. Watermark embedding: Select a pair of
coeffic-ients C1(xy,y;) and C2(x,,y,) which has the
same value in the quantization table, and use the
following algorithm to embed one watermark bit.

if watermark bit == 0

if Cl<(C2
Cl+eC2
end

else if watermark bit == 1

if C1=C2
ClecC2
end

end

And using the following algorithm to adjust the
embedded bit.

if C1>C2

if C1— C2 > k(i)
Cl=C1l+k(i)/2;
C2=C2-k(i)/2;

end

else

if C2—C1<k(i)
Cl1=C1-k(i)/2;
C2=C2+k(i)/2;

end

end

Step 6. IDCT: Use IDCT to transform each embedded
block to get the watermarked image.

3.2 Watermark extracting

The extracting process is depicted as follow:

Step 1. Image segmentation: Divide the watermarked
image into non-overlapping 8 x 8 blocks.

Step 2. DCT: Use DCT to transform each block.

Step 3. Watermark extracting: According to the
coeffi-cients we used in the  embedding
process C1(xq,y;) and C2(x,,y,), use the following
algorithm to extract one watermark bit.

if C1>C2

watermark bit ==
elseif C1 <C2

watermark bit == 1
end

4 Experimental results

In this Section, we use the 512 x 512 grey-scale images
of Lena as the carrier image I, and the 64 x 64 binary
image of “Watermark Information” in Chinese as the
watermark W. And ¢ and d are 10 and 20 respectively.
The peak signal to noise ratio (PSNR) and the
normalized correlation (NC) are computed in order to
evaluate the performance of watermarking scheme. The
PSNR is used to estimate the visual perception between
the watermarked image and the original image. And the
NC is used to estimate the quality of the watermark
extracted from the image under JPEG compression with
the original watermark. PSNR and NC are defined
equation (7) and (9).
PSNR = 10log,, 2% %)

MSE

where
MSE = oS S I@H) — TGN ®)

T o WELHWI))

NC =
RS W 2 (S T i)

€)

The original image and the watermarked image are
shown in Fig. 1 and Fig. 2 respectively, and Fig. 3 and
Fig. 4 show the original watermark and the watermark
extracted from the watermarked image respectively. Their
PSNR and NC are provided in Table 3.
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Figure 1. Original Lena image

Figure 2. Watermarked Lena image
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Figure 3. Original watermark

7K E[l
=8

Figure 4. Extracted watermark

Table 3. PSNR and NC without attacking.

PSNR(B) | NC

42.053 0.998

From the image and the data above, the proposed
algorithm can guarantee the transparency of the
watermarked image and extract the watermark with good
quality.

Experimental evaluation of the robustness of the
proposed algorithm compared with Xiong et al. [15], Gu
et al. [16], Zhao et al. [17], AR et al. [18] under different
quality factor of JPEG compression, are shown in Table 4.
In the table below, before the ‘/° is the value of PSNR,
and after /> is that of NC. The variable Ave stands for
average of PSNR and NC respectively.

Table 4. Values of PSNR and NC under different quality factor of JPEG compression.

oF

Algorithm 95 85 75 65 55 45 Ave
Proposed 39.8170/0.9983 | 37.5452/0.9983 | 36.2988/0.9967 | 35.6141/0.9403 | 35.2483/0.8137 | 34.8292/0.7482 | 37.3921/0.9159
Xiong etal. [15] | 39.3803/0.9983 | 37.1121/0.9983 | 36.2582/0.9602 | 35.7421/0.8552 | 35.5119/0.7492 | 35.1225/0.7211 | 36.5212/0.8804
Guetal. [16] | 37.0602/0.8879 | 35.7189/0.8879 | 34.9779/0.8879 | 34.3944/0.8792 | 33.7231/0.8307 | 35.1950/0.8149 | 35.1783 /0.8648
Zhaoetal. [17] | 43.0676/0.9223 | 39.1604/0.9107 | 37.5442/0.8618 | 36.7038/0.7907 | 35.9818/0.7264 | 35.3930/0.6345 | 37.9751/0.8077
ARetal [18] | 38.6172/0.9983 | 36.5456/0.9983 | 34.7289/0.8781 | 35.8504/0.6848 | 35.7025/0.6293 | 353176/0.5943 | 36.1270/0.7972

From the Table 4, with the decrease of the quality
factor of JPEG compression, there is a decreasing trend to
the five algorithms’ PSNR and NC in some extent.
Although Zhao et al. [17] has a little better the value of
PSNR, the algorithm we proposed shows a lot better in
extracted-watermark image’s NC. The algorithm we
proposed has a better PSNR and NC, so that we can say
the proposed algorithm has a good robustness to JPEG
compression than the others.

5 Conclusions

In this paper, a scheme of watermark embedding and
extracting based on DCT transform and JPEG
quantization table is proposed. The embedding process is
in the DCT domain of the image, and use K as a key to
encrypt the watermark before embedding. And the
adjustment coefficients are adaptively selected by using
the visual masking property of HVS. The experimental
results show that the proposed algorithm can generate a
high quality watermarked image, and can also extract a
high quality watermark from the watermarked image.

At the same time, the proposed algorithm has a good
robustness to JPEG compression, and can extract
relatively good watermark under the different quality
factors of JPEG compression.
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