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Abstract: Integrating the Healthcare Enterprise (IHE)’s Cross-Enterprise Document Sharing (XDS) profile is an open

standards-based architecture specification for EHR systems. In EHR systems, it is necessary to provide a mechanism

for access control to protect security and privacy of patient data. On the basis of related studies, this paper addresses
the issue of access control and privacy protection of privacy data in XDS-based EHR systems, aiming to identify a

suitable, privacy-aware role-based access control model based on specific access requirements for [IHE-XDS. Privacy-

aware role-based access control model is an extension model of RBAC model. It not just has the benefits of RBAC,

but additionally adds restrictions on the permission assignment for the roles by using the purpose enforcement and

privacy-aware access control enforcement. The proposed model could further protect privacy data, while decreasing

the complexity of the role assignment.

1. Introduction

The XDS (Cross-enterprise Document Sharing)
integration specification proposed by the IHE
(Integrating Healthcare Enterprise) is used to solve the
problem of cross-system information sharing. Medical
information on ITHE-XDS systems is sensitive and
should be protected from unauthorized access. So for
IHE-XDS systems it is important to guarantee the
confidentiality and integrity of information and the
privacy of patients. In order to meet these needs a
generally utilized approach such as Role-Based Access
Control (RBAC) model, which is a fundamental
security obstruction for securing information in
healthcare information system is used. The RBAC
model is an alternative to the traditional access control
models and it is an extensible and flexible access
control model. The basic idea of RBAC is to introduce
the concept of roles between users and access,
connecting the users and roles to control the user’s
access to system resources by authorizing the role.
Although the main consideration of the RBAC model
is the protecting security of the system, but it is not
intended to enhance the privacy policy because of the
lack of three important elements of the privacy policy
that described in the OECD (Organization for Economic
Co-operation and Development) Guidelines, such as
purpose binding, conditions and obligations. The types
and possibilities of inconsistencies between policies
also will increase, so the models applicable to describe
the privacy protection such as Privacy-Aware RBAC
(P-RBAC) by Q Ni et al. [9] and Purpose-Based Access

Control model by JW Byun et al. [11] have been
proposed. In these two models Purpose-Based Access
Control model [11] is a comprehensive approach for
privacy preserving access control based on the notion of
purpose, which describes the reason(s) for data
collection and processing and organized in a tree
structure. The motivations for adopting purpose based
approach are the fundamental policies for private
information concern with which data object is used for
what purposes. Purposes in this approach are divided
into two categories: intended purpose and access
purpose. Intended purposes tell how data should be used
and access purpose tells how data will be used. One of
the important improvements of the Privacy-Aware
RBAC model [9] that has mentioned above is that it
changes the description of permissions and introduces
elements such as purpose, condition, and obligation.
This model is extended model of the well-known
RBAC model in order to provide full support for
expressing highly complex privacy-related policies.
Consistent with the classic RBAC model and according
to the different model functions Privacy-Aware RBAC
model contains a series of conceptual models such as
Core P-RBAC, Hierarchical P-RBAC, Conditional P-
RBAC and Universal P-RBAC. Compare to the
traditional models, the two last mentioned models are
more able to meet the requirements of IHE-XDS. In
additional to meet the security and privacy requirement
that mentioned in IHE profiles [21, 22] Basel Katt et al.
[4] have already designed security architecture and
proposed a Prototypical Implementation model.
Although the model proposed by Basel Katt et al. can
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satisfy the requirements of IHE-XDS, but due to lack of
component of privacy-aware access control policies
enforcement, cannot ensure the purpose and condition
of access. Because this component is in charge of
enforcing security and privacy access control policies
on personal data, and these policies takes into account
of preferences such as purposes for accessing data,
entities the data may/may not be disclosed to, etc.
Therefore, the model designed in this paper is the
comprehensive model that based on the advantages of
the two last models that mentioned above and it not
only has the features of the role hierarchy of general
RBAC, but also can provide the conditions, purposes
and other fine-grained modules that required by privacy
protection. So compared to the model proposed by
Basel Katt et al. and the latest access control models,
the model proposed in this paper can further enhance
the security control and privacy protection of the
privacy information of patient’s. The model extends
access control with the help of the notion of purpose,
and takes the authorization management based on
“purpose management”. Through the purpose binding
for the role and developing a common policy; In
accordance with the different emphasis on patient’s
privacy, sets the purpose property for privacy data and
formulates a personal policy. Under the premise of the
unchanged general policy of the system, the patients can
be adjusted personal policies with personal
requirements of privacy. This paper elaborated on the
idea of designing a Privacy-Aware RBAC model in
IHE-XDS, presenting important elements of the model,
such as conditions and purposes, and XACML policy
execution.

2. Privacy-aware RBAC Model

The model designed in this paper is based on several
features that belong to the RBAC and PRBAC model
proposed by Yang et al.[13] and the P-RBAC model
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Figure 1. Privacy-Aware RBAC model in IHE-XDS
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that proposed by Zhang et al.[7] This model is the
model that comprehensively enforcing the security
control and privacy protection by using the advantages
of the components of Purposes, Conditions. The model
includes the privacy protection logic and the access
control policy of RBAC, in which the authorization
assignment is needed in the privacy protection. Mainly
combining the good aspects of the RBAC model and
Purpose-Based RBAC model and create the
comprehensive Privacy-Aware RBAC model that can
be applied to THE-XDS. Because the more complete
and newer models are: Purpose-Based RBAC model
and Privacy-Aware RBAC model. The model proposed
in this paper is shown in the Figurel below.

In the Figurel User represents the user, indicates the
subject. Role represents a kind of authority or title that
has certain power and responsibility. Object represents
the privacy information set that user requested. Action is
an executable operation. Purpose indicates the purpose
of the user accessing the privacy information that is
collection of all purposes. Condition indicates the
condition for the user to access the privacy information.
In this model, the principle of role-based authorization,
and assignment of permission, and the user obtains the
permission to access the privacy information by being
granted the appropriate role, and also the features of the
condition is the same to the core P-RBAC model
proposed by Q Ni et al. [9]. But the difference is that in
this model further analyze in detail the Intended Purpose.
The Intended Purpose consists of two parts, AIP
(Allowed Intended Purpose), PIP (Prohibited Intended
Purpose). Respectively indicates data can be accessed
and prohibited for a particular access purpose. In this
model, “Purpose” also possible to perform the
responsibilities of access purpose. Because the privacy
information can be only be accessed if the AC (Access
Purpose) matches the IP (Intended Purpose). Because of
this principle, Intended Purpose is associated to the
component of “Purpose” in this model.
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AP (Purpose) indicates Access Purpose, IP indicates
the Intended Purpose, the allowed purpose of the
Intended Purpose is AIP, prohibited purpose of the
Intended Purpose is PIP. Thus, an Intended Purpose IP
can be expressed as <AIP, PIP>. AIP and PIP are
purpose sets. Where IP=<AIP, PIP> is an intended
purpose, then IP"=AIP|-PIP{,

IPp=PIP]. The meaning of IP" is that, although the
information provider gives the allowed intended
purpose and prohibited intended purpose to indicate
their willingness to use the information, but AIP and
PIP will unavoidably occur conflict. Therefore, the
principle of “prohibition of priority” is adopted here,
that is, when occur conflicts between allowed purpose
and prohibited purpose, determined as prohibited
purpose. IPp indicated a collection of information that
cannot be accessed. If the PT is assumed to be the
purpose tree, there is an intended purpose IP=<AIP,
PIP> and an access purpose P on the PT, respectively. If
PEIP", then it is called P and IP matches, shows that
under P, the information visitor can fully access the
information.

Here:

e UA refers to (User Assignment): UA:C User x
Role

* PA refers to (Permission Assignment): PAC
Role x PP, refers to the many-to-many mapping between
the role set and the permission set of access purpose.

e assigned user: Role — 2User , represents that a
role is mapped to a collection of user, indicates a user
who granted a specific role. Its function is expressed as:
assigned user (r) = {u € User | <u, r> € UA}

* assigned role: User — 2Role , represents that a
user is mapped to a collection of role that represents the
role that granted a specific user. Its function is expressed
as: assigned_role (u) = {R ERole | <u,r>€ UA}

* assigned access permission: Role —
2PP ,indicates that a role is mapped to a set of access
that represents to grant access permission to the specific
role. Its function is expressed as:

* assigned access permission (r) = {pp € PP |
<r, pp> € PA}

*  RBAC permissions: RBAC Perm C O x A.

* P-RBAC permissions: PC O x A x C x Pu.

In the Privacy-Aware access control model, it is
necessary to use a streamlined language form to express
the conditional requirements in the privacy policy. That
language uses a context variable (CV) to characterize,
in the variables recorded privacy-related information
that needs to be considered while executing the
permissions. Although the conditional language LC, has
only limited ability of expression, but for the privacy
authority, LC, can characterize the conditional
expression requirements in most of the permissions.

Conditional description language LC,Define CV as
a set of context variables, for each variable x € CV,
there is a finite range of values defined as Dy, the range
is represented by the relational operator equal sign (=)
and the inequality (#). In the various types of conditions,
the definition of constant conditions for the use of
logical operators false (F) and true (T) that expressed

condition. The definition of the Meta conditions (ac,
atomic condition) is the information expressed using the
following expression: (x op;, v), where x€ CV, v € D,
op: € {=,#} . The condition LC, is defined as:

* Constant condition is a component of LC,
condition set.

*  Meta-condition ac is LC, condition.

e If ¢, ¢j are the two conditions in LC,, then c;, ¢;
and the relationship of ¢; A ¢; belongs to LC,.

In order to show the ability of the model to be truly
defined in the customization policy, according to the
privacy needs of patient, proposed a graphic algorithm
that uses in this access control model as shown in the
Figure2.

3. Implementation Scheme of Privacy-
Aware RBAC model for IHE-XDS

The research done by Basel Katt et al. [4] is a solution
to solve the Access control and privacy issues in the
system of distributed EHR system that utilizes THE
profiles. They put forward the security architecture and
prototyping implementation in the context of the health
@ net project. The Health @ net project is a core
component of the development of an eHealth system
according to IHE integration profile. They used the
XACML as a policy language in the security
architecture. The same language is used in the model
designed in this paper. At the first let us approximately
analyze the XACML before giving explanation to the
model.

XACML policy execution consists of three main
components:

* Policy

*  Policy enforcement point (PEP)

*  Policy decision point (PDP)

( Begin )

¥
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Figure 2. Graphic algorithm of authorization process of
privacy enforcement
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The XACML policy enforcement point (PEP) is the

gateway that determines whether an operation is
allowed or not. PEP accepts access requests, which are
specially formatted XML documents that define a set of
data values.

PEP forwards request to policy decision point (PDP).

The features of the components used in the Figure:

*  Policy Administration Point (PAP) - This is the
point at which the policy is managed.

*  Policy Decision Point (PDP) - the point at which
the authorization decision is evaluated and issued.

*  Policy Enforcement Point (PEP) - A point that
blocks user access requests for resources and enforces
PDP decisions.

¢ Contextual Handler: Context information is
associated with an access request, such as the purpose of
accessing the data, the role of the requester, and so on.

Central Administration is the core of the security
architecture that proposed by Basel Katt et al. [4], that
is to say that all the privacy information exists in this
part. In this architecture, the researchers have added
PEP to the Registry, Consumer and Repository. In this
research, in order to enhance the protection and security
of privacy data, we would like to make some changes in
the Central Administration of the model that proposed
by Basel Katt et al. [4], and design a specific model.
The main change made by this research is to connect
the Central Administration directly to the PEP. And
then establish a privacy-aware access control enhanced
component between the information visitor and the
information provider to enhance the security control and
privacy protection of the privacy data. So, why do this
research wants add PEP to the policy administration
point and policy decision point? Because the benefits of
PEP include:

Requestor

1.Request access

* PEP is a single point of access.

* Policy is decoupled from applications/services.

* Policy can be managed independently of
applications and services, so they can focus on providing
business values.

* Auditing in PDP and PEP is simpler than
auditing in many different applications/services.

* Implementation of change is simplified. Policies
can be managed and deployed to explicit architectural
functions (i.e. PAP and PDP).

Since unauthorized requests never get to the
application / service (because it is blocked by PEP), it is
not very easy to compromise the application. This is not
the case if PEP and PDP are basically implemented in
the applied security model. The PEP, PDP, PAP and
PIP can be implemented using hardened, approved
components.

Context awareness computing is becoming more
and more important. Context-based authorizations will
be simplified through isolated policy management and
enforcement.

In general, the policy is essential to ensure that
logical results are achieved. The purpose of policy
management is to adapt the dynamic adaptability of the
behavior of support in the process by changing the
policy. This kind of system has two main management
agents: 1) Policy decision point (PDP). 2) Policy
enforcement point (PEP).

In the process of implementing Privacy-Aware
RBAC model that can be applied for IHE-XDS, this
paper has used some features of the XACML
architecture. As shown in the Figure3.
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Figure 3. Implementation scheme of Privacy-Aware RBAC model for IHE-XDS
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First of all, the PAP (Policy Administration Point) is <or>
connected to the PDB (Policy Library - DataBase of <condition>Request.Role=="Admin"</condition>
Policies), and the PAP (Policy Administration Point) <and>
enters the privacy access control policy to the Policy <condition>Request.Purpose=="surgicaldepartment"</c
Library (PDB). After that the requestor sends an access ondition>
request to the PEP (Policy Enforcement Point); the PEP <condition>Request.Role=="surgeon"</condition>
will send the request to the Context Handler after the </and>
request is obtained. The Context Handler will translate <and>
the request into a standard format and send the request <condition>Request.Purpose=="Research"</conditi
to the PDP, let it make the judgment of policy through on>
DataBase of Policies. After the PDP obtains the <condition>Request.Role=="programmer"</condition>
judgment request, first, through the policy </and>
administration point will search the policy from the </or>
DataBase of Policies, and get the appropriate </expression>
authorization policy, then, according to the privacy <action>
authorization policy, the PDP will send the result of <decision>yes</decision>/action&gt;</action>
decision to the Context Handler, after the Context </rule>
Handler obtains the decision result, it will convert the </rules>
result to the local format of the PEP (Policy </policy>
Enforcement Point), and returns it to the PEP (Policy In addition, proposed a graphic algorithm of PDP
Enforcement Point). At last, PEP determines whether evaluating request as shown in Figure4.

the authorization decision is made correct or incorrect,

and if there is no error, it will it will execute the

authorization decision and return the result to the

requester through the execution part. The task of PAP is ]

to manage the policies and policy sets, and make them Successful Authentication

available for PDP. These policies and policy sets refer l

to specific goals and complete policy. PEP is a

component that receives a request when the access EYE RSN Ul FUTIRR W Senc

requestor wishes to take certain actions on the

information (resource) and make a request. PEP will 1

send the request to the Context Handler. P R e
The Context Handler maps the request and attributes inso asiandard forma and sendsito.the

to the XACML request context and sends request to the T
PDP. When evaluating a request, the PDP requires
some attributes and sends the attribute to the context
handler through the query. At the same time, Purpose
Enforcement part will be connected to the PEP (Policy
Enforcement Point) and will strengthen the purpose of
access through the PEP, requester can access to the
Document Resource only if the role and the purpose are

PDP Evaluates Reguest

PEP Accepts "Permit
and gives permission to
the User to access
Resourse

Decision
(Permit/Deny)

. . PEP Accepts "Deny” and

relatively accurate. A simple example of an access b g
. . . back to the User;

control policy using all of the above concepts is shown Access is Not Allowed

below. Using XML-based symbols to represent it, it is
for illustrative purposes only.
Access Purpose End
<policy>
<name>policy-ID1</name>
<target>ALL-ATTRIBUTES</target>

Figure 4. Graphic algorithm of PDP evaluating request

<trigger>
<expression> . . .
<aid> 4. Discussion and Conclusion
:Iclgnd1t10n>Request.ObJ Location=="PIL.DB"</conditi This paper has discussed Privacy-Aware RBAC policies

with conditions and purposes and also has presented the
comprehensive model based on the advantages of
RBAC model, notion of purpose and privacy-awareness

<condition>Context.Request.Purpose contained
in Context.PrivacyPreferences.Purpose</condition>

</<e/igfe>ssion> that aims at enhancing the privacy policie; in [HE-XDS.
<Jtrigger> The work in this paper has extendpd previous .work that
“rules> has been propos.ed by scholars 51gn1.ﬁ(.:antly in sevgral
“rule> aspects.. First , it }Jtlllzes role describing the furllcqon
. and privacy requirement, and after that permission
<expression>
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