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Abstract: Group-based cryptography is viewed as a modern cryptographic candidate solution to blocking quantum
computer attacks, and key exchange protocols on the Internet are one of the primitives to ensure the security of
communication. In 2016 Habeeb et al proposed a "textbook" key exchange protocol based on the semidirect product
of two groups, which is insecure for use in real-world applications. In this paper, after discarding the unnecessary
disguising notion of semidirect product in the protocol, we establish a simplified yet enhanced authenticated key
agreement scheme based on cyclic automorphism subgroups of random orders by making hybrid use of certificates
and symmetric-key encryption as challenge-and-responses in the public-key setting. Its passive security is formally
analyzed, which is relative to the cryptographic hardness assumption of a computational number-theoretic problem.
Cryptanalysis of this scheme shows that it is secure against the intruder-in-the-middle attack even in the worst case of
compromising the signatures, and provides explicit key confirmation to both parties.

1 Introduction
Cryptographic techniques are an essential tool to
guarantee the security of communication in modern
society. Today, the security of nearly all of the
cryptographic schemes used in practice is based on
number theoretic problems [1,2,3]. However, schemes like
these will become insecure as soon as large enough
quantum computers arrive. The reason for this is Shor’s
algorithm [4], which solves number theoretic problems
like integer factorization and discrete logarithms in
polynomial time on a quantum computer. Therefore, one
needs alternatives to those classical public key schemes
which are based on mathematical problems not affected
by
quantum
computer
attacks.
Group-based
cryptography is one of the main candidates for this [3,5,6].
In 2016, using semidirect product of two groups,
Habeeb et al [7] proposed a key exchange protocol (the
HKKS protocol) based on the work of [8, 9]. Unlike all
the operating principles of the existing Diffie-Hellmanlike protocols, its basic passive security is based on a
stronger computational group-theoretic assumption than
the current assumptions of hardness of discrete
logarithm problems.
However, the HKKS protocol is still a “textbook"
key exchange protocol which is actually not suitable for
use in real-world applications due to its lack of any
oracle interaction among users (public key owners) and
an attacker [10]. In this paper, having discarded the
unnecessary disguising notion of semidirect product in

the HKKS protocol, we will establish a simplified yet
enhanced authenticated key agreement scheme (denoted
by the HYZ scheme) based on cyclic automorphism
subgroups of random orders, which includes mutual
identification of Alice and Bob. Our contributions are:
1) The passive security of the HYZ scheme, which is
relative to the cryptographic hardness assumption of a
computational number-theoretic problem, is analyzed in
terms of formal security terminology. Additionally,
selection of protocol parameters for passive security is
analyzed.
2) To guarantee its active security, we utilize the
"encryption-then-signature" mode to protect twofold for
the protocol messages. We show that the HYZ scheme is
secure against the intruder-in-the-middle attack even in
the worst case of compromising the signatures, and
obtains the highest level of assurance regarding key
agreement, i.e., explicit key confirmation to both parties
[11]
: A is assured that B has computed the shared
symmetric key  , and no one other than B can
compute  .
The organization of the paper is as follows. In
Section 2, the HYZ scheme is proposed. In Section 3,
the shared key formula is proven and its passive and
active security properties are discussed. Conclusions are
given in Section 4.
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2 The Proposed Scheme

6) Alice uses  to verify Bob's signature in Step
4). If the signature is not valid, then she "rejects" and
quits. Otherwise, she "accepts", computes and sends the
following to Bob:

In this section, we describe the HYZ scheme utilizing a
kind of public-key infrastructure (PKI) [11,12]. Our
strategy is to make hybrid use of certificates which are
signed by a TA (Trusted Authority) and symmetric-key
encryption as challenge-and-responses in the public-key
setting. Each user U has a digital signature function
 with verification algorithm  . The TA also has
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Proof: Since φ ∈    , by the definition in [13],

number   ∈

{        − } . Then she computes and sends the

2)

( )
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Analysis
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Otherwise, he "accepts".
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completes the proof.
3.2 The Passive Security Properties of the HYZ
Scheme
Taking φ =    , we see that the standard Diffie( )
Hellman protocol is a special case of the HYZ scheme,
and so it provides a heuristic evidence of the basic
security of the HYZ scheme.
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chosen by Alice and Bob, and their shared key
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Definition: We say that the    problem is hard
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passive security of the HYZ scheme is that the
period  should be chosen large enough; otherwise,
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We first shall show how the HYZ scheme is secure
against the intruder-in-the-middle attack even in the
worst case that the ciphertexts   and   are
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decrypted by the intruder, or the signatures of the
legitimate communication parties are obliviously leaked
to an outsider, as shown in Figure 1.
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Figure 1. Thwarted intruder-in-the-middle attack on the HYZ
scheme
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would be limited (we call this phenomenon "falsely big
data").
The basic security of the HYZ scheme is based on
the cryptographic hardness assumption of the following
computational number-theoretic problem: Given φ , 

⎛
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3.3 The Active Security Properties of the HYZ
Scheme

which shows that large private exponents  and 
would be wasted in the final result  =
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The    assumption is that there exists a pair of
G  G  for which the    problem is hard.

If the adversary is passive, then the session in the
HYZ scheme will terminate with both parties
"accepting" (provided they behave honestly). That is, A
and B successfully identify themselves to each other,
and they both compute the key  . The adversary
cannot compute any information about the key  ,
assuming the intractability of the    problem.

φ   φ   φ  − , both of which act on  .The period

()

)

relative to polynomial-time algorithms G  G  if for

passive security of the HYZ scheme is that the
order  should be chosen large enough to thwart
exhaustive key search.
The two cyclic automorphism subgroups of
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provides for mutual identification of A and B. This in
turn thwarts the intruder-in-the-middle attack.
Next, we shall show that the HYZ scheme provides
explicit key confirmation [11].
The HYZ scheme is established involving mutual
identification in the public-key setting. So, if an
adversary is active, he will be detected by the honest
participants in the session.
Using the properties discussed above, let us see
what we can infer about the HYZ scheme if A or B
"accepts." Suppose that A "accepts."Let us analyze why
A should believe that B has computed  .The reason
for this belief is that in step 4), A uses her symmetric
key   to decrypt   which has been encrypted by B
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