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Abstract. Counteracting the effects of air quality degradation is one of the main challenges in large cities
today. To achieve such a goal, the first step is to control the emissions of various pollutant gases which in
turn requires their concentrations to be measured such that proper methods can be applied. In this work we
present a low cost urban air pollution monitoring system which we developed as proof-of-concept in
Timisoara, Romania. The proposed solution is a Vehicular Sensor Network (VSN), with affordable midclass sensor nodes being installed on moving vehicles, ideally on the public transportation busses. The
system measures temperature, humidity, the concentration of CO2 and dust, along with Volatile Organic
Compounds (VOC). The aim of collecting weather data is to build correlations between air pollution levels
and different weather conditions. In addition to technical constraints for measuring air quality, one of the
challenges that we address is to implement secure transmissions between the devices. This raises several
difficulties on microcontrollers that we use due to their low memory and computational resources. To answer
both privacy and security issues, the proposed data transmission protocol of the measuring system, builds
upon a modified version of the Station to Station (STS) protocol which allows secure tunnelling in an
anonymous manner.

1 Introduction
Air quality of urban environments has recently become one of the serious issues in our society due to its clear
implications on population’s health. Authorities seek to not only to monitor the quality of air, but also to find specific
measures which can counteract the effects of different pollutants. A number of fixed stations have been placed around the
big cities of the world, but the cost associated with those are high [1]. An alternative to this is the implementation of
mobile solutions. The idea on which these systems rely is that a single node covers a large urban space and retains the
location of every single measurement. Such solutions rely on high precision gas sensors that come with increased
deployment and maintenance costs. An alternative to this type of sensors is the low-cost mid-class sensors which are
designed for indoor air quality measurements, but can be successfully used for outdoor operation.
This paper presents a low cost mobile urban air pollution monitoring system based on mobile sensor nodes and midclass sensors. The solution forms a Vehicular Sensor Network (VSN), in which the used sensor nodes are placed on
moving vehicles. It has been previously demonstrated [1], that public transportation fleet presents the most appropriate
vehicles to be used in a city because they cover a large geographical area in a short time. This paper presents experimental
set-up and results in the town of Timisoara, situated in the West part of Romania. Giving the fact that the data is
transmitted wirelessly by the sensors forming the network, in order to assure the security of privacy in the VSN, a modified
version of the Station to Station (STS) protocol is implemented.
Our work is structured as follows: section II presents the state-of-the-art regarding VSN, while section III offers the
architecture of the system. Results are presented in section IV and further developments are highlighted in section V.
2 Previous work
In order to control the emissions of different pollutants, different systems have been developed around the world. Previous
results on air pollution monitoring for the town of Timisoara, in Romania exists in [2]. The proposed solution comprises
of hand-held mobile devices which are covering different parts of the city, but the dataset is limited since monitoring was
manual. Based on the gathered data, different predictions are offered for the uncovered areas. Taking into account the
advantage of mobility, Vehicular Sensor Networks have been offered as monitoring solution by different authors. Such
networks are formed by mobile sensor nodes. In [3], VSN are combined with Vehicular Ad-hoc NETworks (VANET) in
order to reduce the costs associated with communication. In [1] the urban air quality measurement is accomplished by
using a VANET. The bus fleet of Palermo, in Italy, was used to accommodate the sensor nodes. The data regarding air
quality is gathered during bus trips, but this solution is not providing real time pollution monitoring due to the fact that
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the data is uploaded to a central server when the bus arrives to each station. In [4] is presented a VSN air pollution
monitoring network based on low-cost gas sensors. This approach does not discuss any security issues involved in the
deployment of such solution.
The problem of security in Wireless Sensor Network has been largely addressed in the literature. One of the central issues
is how to securely exchange a session key that can be later use to perform encryption and message authentication. Pairwise key sharing and pre-distribution of secret keys has been extensively studied for WSN, e.g. [5]. To facilitate an
interactive key exchange between sensor nodes, the use of asymmetric cryptography is the only alternative. Elliptic curve
cryptography has been previously deployed for sensor networks in [6]. The advantage coming from the use of elliptic
curves stems from the small key sizes that are more convenient for WSN.
3 Secure data transmission
The proposed system (Figure 1) has several sensor modules equipped with air quality sensors and low cost
microcontrollers. These modules are uploading the collected data to the central server. Because the data is being sent over
the Internet, encryption and authentication are mandatory. However, not all of the existing communication protocols are
designed for the low computational power and constrained memory of common microcontrollers. Therefore, we had to
design a custom communication protocol to assure security for our setup.
The communication between the sensor modules and the central server is performed in two phases. During the first phase,
authentication and secure key exchange is performed between the parties. The second phase is the actual encrypted data
transfer.
The authenticated session key exchange is done with the Diffie-Hellman key exchange inside the Station-To-Station
(STS) protocol [7]. The STS protocol is implemented by the use of Elliptic Curves Cryptography (ECC) [8] for the
underlying asymmetric key exchange. ECC is the preferred choice for our system because it offers high security, with
relatively low key sizes (256 bit instead of 1024-2048 bits in case of the regular RSA). This way the memory usage is
considerably reduced.

Figure 1: The proposed system

We use STS to achieve a secure instantiation of the Diffie-Hellman key exchange, which otherwise is susceptible to Man
In The Middle (MITM) attacks. To achieve this, STS provides authenticity for the messages exchanged by the use of
digital signatures. The original version of the STS protocol involves a Trusted Third Party (TTP) that assures the
authenticity of the public keys. Since our devices share a common production history, the nature of the system makes it
possible to share the public keys before the deployment. In this way the public authentication are hardcoded for the central
server and the sensor modules.
Since these are public-keys, keeping them secret is not a requirement but it implicitly makes it harder for an adversary to
obtains the private authentication keys. The key exchange in general is a time consuming operation and it is not performed
before each data transfer session. Instead each session key exchanged is identified by a session key identifier and using
this identifier the sensor module can reuse the session key for multiple data transfers.
After the key exchange is performed, the second phase of the protocol starts. This data transfer phase is based in the
Encrypt-than-MAC paradigm [9]. First, an encryption key and a Message Authentication MAC key are computed from
the secret session key. Then, the data to be transferred is symmetrically encrypted using the encryption key. In order to
prevent tampering on the encrypted data, the HMAC code is computed with the newly obtained MAC key. Finally, the
encrypted message and the HMAC code are concatenated and a message is sent to the central server. The central server
provides his response in a similar way. As an extension to the basic Encrypt-than-MAC paradigm, a counter value is also
encrypted together with the data. The encrypted counter is required in order to prevent reply attacks.

2

ITM Web of Conferences 29, 03007 (2019)
ICCMAE 2018

https://doi.org/10.1051/itmconf/20192903007

The proposed method has been implemented on a low-cost microcontroller having a clock speed of 16Mhz and 8kb RAM.
Elliptic curve secp256k1 has been selected for the ECC algorithms. This way, the proposed protocol offers authenticated
and encrypted data transfer for microcontrollers with low computing performance and low memory.

4 Experimental results
Measurements have been taken on two consecutive days on the streets of Timisoara. On the first day (Saturday
19.05.2018) the traffic was usual. On the second day (Sunday 20.05.2018) the traffic was reduced. The used sensor module
had been equipped with multiple sensors. The T6713 sensor was used to measure the CO2 concentration in the air. The
measurements were visualized using two representations: histograms and pollution maps. The histograms show the
distribution of measured values for each sensor. The number of measured values is represented on the vertical axis. The
horizontal axis divides the measurement interval into subranges having equal lengths. Pollution maps illustrates the
measured values together with their location. Colours from red to green are used to represent the pollution level. These
colours distinguish between the degree of pollution as follows: green stands for the minimal measured value and red
stands for the maximal measured value.
The CO2 levels are represented in Figure 2. It can be observed that most of the CO2 levels are situated between 508 ppm
and 532 ppm during Saturday.

Figure 2: CO2 concentration histogram for 19.05.2018

Figure 3: CO2 concentration histogram 20.05.2018
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The CO2 levels dropped on Sunday (Figure 3). Most of the measured values were between 385 ppm and 414 ppm.
Currently the average concentration of atmospheric CO2 is 408 ppm according to [10]. During the two days, the measured
CO2 concentrations were relatively close to this average value.

Figure 4: CO2 concentration maps

It can be noticed that there is a difference between the two datasets, which is highlighted by the pollution map (Figure 4).
Slight variation of the CO2 concentration is observable between the different measurement locations.
The sensor module was also equipped with: GP2Y1010AU0 sensor, used to measure the dust concentration; MICS-VZ89TE sensor, used to measure VOCs (Volatile organic compounds); DHT22 sensor, used to measure the temperature and
humidity.
Measured parameter
Carbon dioxide (CO2)
Dust concentration
VOC
Temperature
Humidity

Minimum
356
0
0
20.2
25.7

Average
489.51
98.61
10.97
25.44
34.9

Maximum
587
177
20
32.1
44.4

Measurement unit
ppm
µg/m3
isobutylene equivalent
Co
%

Table 1: Minimum, average and maximum sensor values

The GP2Y1010AU0 sensor and the MICS-VZ-89TE sensor are measuring total dust concentration, respectively total
VOC. Statistical results for each measured parameter are represented in Table 1.

5 Conclusion
Our work presents a low cost system for urban air pollution monitoring. The advantages of our system are twofold. First,
the system uses mobile sensor nodes, so the number of sensors requires is lower compared to the fixed stations alternative.
Secondly, the sensor modules were equipped with mid-class sensors which are able to measure urban pollution (CO2, dust
and VOC) with sufficient accuracy. Furthermore, the price of the mid-class sensors is considerably lower compared to
their high-end counterparts. Finally, authenticated and encrypted data transfer has been implemented on the low cost
microcontrollers from our setup. Using the ECC variant of the STS protocol, even 8 bit microcontrollers were able to
perform secure data transfer using standard 256-bit elliptic curves.
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