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Abstract. Laboratory practice is an important part of the educational 

process in a technical university. It helps to develop the skills of 

independent work of a future engineer and to consolidate theoretical 

knowledge. Due to a change-over to the digital economy, the introduction 

of complex production systems and their digital twins, the organization of 

laboratory work corresponding to the current state of the art gets more 

complicated. The article presents a biotechnological educational research 

complex for laboratory practice of the future specialists in the field of 

managing complex organizational and technical systems. Main feature of 

the complex is that the student performs two functions at the same time. He 

is both a researcher and an object of study, representing a complex system. 

The initial information in the process of laboratory work is the biosignals 

registered by mini sensors. The main purpose is to identify and evaluate 

the functional state of a person as a complex system. Various methods and 

algorithms for processing time series are used. Being an effective form of 

active learning, this approach motivates the student not only to acquire 

knowledge, but also to actively search for it. We give an example of using 

the complex to create a digital twin. 

1 Introduction 

The purposes of identification and management of complex systems arise when solving 

problems in various fields: technical, biomedical, economic, social. Therefore, we have a 

problem to determine a universal approach to the description and study of such systems. 

The results of synergetic studies showed that at a certain level of abstraction, there are deep 

analogies between the behavior of various complex systems [1-4]. It determines the 

universality of the approach to the complex systems study. 

Therefore, from the perspective of the modern development of science, the best 

solutions to the problems of studying complex systems lie in the interdisciplinary field. The 

proof is the worldwide recognition of the strategy of scientific and technological 

development based on nano-, bio-, information and cognitive (NBIC) technologies [5, 6]. In 

particular, bioinformation technologies are a convenient tool for studying complex systems 

of various origins. 

Bioinformation technologies in this case are based on the well-known feature of 

complex systems [7]. In particular, the more complex the system, the stronger the similarity 
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between the features of its own and human behavior. Therefore, by exploring and revealing 

the patterns of human functioning and subsystems of his body, you can get an idea of the 

fundamental properties of complex systems and methods to describe them. This fact 

underlies the anthropomorphic approach to the study of complex (including industrial) 

systems. 

Modern complex production is characterized by significant uncertainty. Its condition 

can be identified, as a rule, only by the results of indirect measurements and observations 

during monitoring. A feature of modern monitoring systems for complex objects is the 

large amount of heterogeneous data received. Therefore, a relevant task is to develop the 

theory and practice of collecting and joint processing of large volumes of heterogeneous 

data in order to identify and assess the state of a complex system [8]. 

Considering fast pace of development of scientific and technological progress, the 

steady complication of technology, we need to improve the engineering preparation 

process. This is primarily about the introduction of information technology, as well as 

active, gaming forms of organization of the educational process [9-11]. 

The future engineer should get acquainted with the behavior peculiarities and 

description of complex systems well back when being a student. At the same, the training 

process should include research work using real equipment. 

Laboratory work has always been and is an integral part of the training of an engineer. 

However, with the complication and appreciation of technical devices, it has become 

problematic to equip laboratories with the required devices in their natural form. 

An alternative option is based on the use of mathematical models of real systems 

objects. In the case of complex systems with the structural-parametric uncertainty, this 

option needs serious modification. In addition, the verification of the proposed options is 

preferably carried out on real systems, which, however, is not always possible. 

When organizing laboratory and practical work, many problems associated with the 

study of complex systems are solved if the anthropological approach is used. The training 

and laboratory complex under consideration allows you to clearly demonstrate specific 

problems and possible methods for solving them with concrete examples. 

2 Laboratory Practice: Tasks and Objects of Research 

The innovative nature of the development of modern production, a change-over to the 

digital economy impose new requirements for the organization of the educational process 

and, in particular, for the organization of laboratory work. Summarizing the results [12-14], 

we can thus determine the tasks of training in the laboratories of future engineers at the 

present stage: 

─ In the laboratory, a student learns to experiment; 

─ The laboratory should be a place where a student studies new, completely unknown 

objects and phenomena; 

─ In the laboratory, a student not only consolidates theoretical knowledge, but also 

learns to independently acquire new ones, realizing the principle «learning through 

research»; 

─ Laboratory courses should be based on natural science and build a student's 

understanding of the real world; 

─ Laboratory work stimulates creativity; 

─ The training laboratory is the place where a student is attracted to engineering. 

Laboratory work is especially important for disciplines, the objects of study of which 

are characterized by a high level of abstraction and mathematization. They allow students 

to see the physical principles of the functioning of real devices behind abstract formulas. 
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For example, a simple electromechanical system clearly demonstrates the main effects of 

automatic control described in a theoretical course. 

However, such works are relevant in the case of a certain (deterministic) and 

unambiguous description of laboratory setup models that are characteristic of classical 

objects. 

In the case of studying complex systems with their “innate” uncertainty, the theory 

operates with such concepts as synergetics, research modeling, multiscale models, 

information fusion, basic models, reconstruction, entropy, etc. 

A practical demonstration of these concepts is very difficult. To a large extent, this is 

associated with the lack of an object of study - a complex system that operates in a training 

laboratory. 

At the same time, the student himself (his body) presents a complex system of natural 

origin. 

It should be noted here that in modern technical, physical, economic and other sciences, 

the systems considered are so complex that they resemble biological systems in their 

behavior [7]. Therefore, using the example of research and identification of the state of the 

human body, it is possible to study some fundamental principles of the functioning of 

complex systems of various nature. 

3 Features of the Biotechnological Complex for the Study of 
Complicated Systems 

In the considering complex, an elaborate object of research is a human, his functional state 

(FS). Until recently, the study of FS was possible only in special laboratories using bulky 

and expensive hardware. 

Improvement of microelectronic devices and, first of all, sensory and computer 

equipment allows creating safe compact information and computing systems for assessing 

the FS of a human operator without violating its normal mode of operation [15, 16]. Similar 

systems were selected as a prototype of the biotechnological complex under consideration. 

It should be especially noted that the student in this case plays a dual role, being both a 

researcher and an object of study.  

Thus, the student determines his functional state (its transformation pattern), under the 

influence of disturbing factors, using the latest achievements in the field of signal 

processing, identification, pattern recognition. 

Fig. 1 schematically represents the summarized idea of building a biotechnological 

complex. It is easy to notice that this is a typical scheme for monitoring the state of a real 

object of any complexity. The complexity of the object will determine the choice of 

appropriate methods for processing time series. It should be noted that the methods and 

techniques for transforming information at each stage are studied by students at the 

corresponding courses. 
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Fig. 1. Functional diagram of the complex. 

The initial information for assessing the state is the time series of biosignals of various 

origin. In this case, the assessment of human FS is carried out using cardiac cycle 

biosignals (ECG and sphygmogram). 

 

Fig. 2. An example of directions and methods of using biosignals in the form of time series for 

assessing human FS. 
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Fig. 2 shows some areas and methods of using biosignals in the form of time series for 

assessing human FS, diagnostics, and studying the fundamental principles of organization 

and management in complex systems. 

Various options for the technical implementation of the biotechnological complex are 

possible. If we focus on imported components, the complex implemented using equipment 

from National Instruments will have the greatest functionality. 

The complex was created at the department «Automatic control systems» of BMSTU. 

Unified functional blocks allow for quick reconfiguration for a specific task, and the 

methods of graphic programming of the LabVIEW software complex, together with a rich 

library of data processing and visualization programs, greatly facilitate the research part. 

Figure 3 shows a photo of Plessey Semiconductors EPIC sensors for ECG recording 

[17]. 

 

Fig. 3. The sensors (above) and the biosignals reading (below). 

To read one ECG lead, we need two identical sensors connected by a differential circuit. 

Sphygmogram is recorded using the MAX30100 pulse wave sensor. 

Work with real equipment will provide further rapid adaptation of the graduate in the 

workplace, which is a very important task of engineering education [18, 19]. 

4 Examples of Complex Use in the Study of Complicated 
Systems 

The complex under consideration allows us to solve various typical educational research 

problems that arise when monitoring real complex systems. The range of these tasks is wide 

enough, starting with filtering and digital processing algorithms for real noisy signals and 

ending with creation of hierarchical digital twins [20-22]. Moreover, one of the most 

important monitoring tasks is to assess the state of a complex system. Let's take a closer 

look at the following two examples. 

4.1 Digital twin is a computer image of a complex system 

A distinctive feature of the digital economy is the organization of production in the form of 

a cyber-physical system. Fundamentally, any cyber-physical system includes two 

information-related components: a physical object and its digital twin [23-25]. 

A digital twin (DT) provides a mathematical basis for the determination of numerical 

data characterizing the functional state of the system. 
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From the point of view of technical implementation, a digital twin is a structured set of 

data and algorithms that allows algorithmically simulating the state and behavior of the 

system and its elements under various external and internal influences. 

Fig. 4 presents a generalized structure of the system «production - digital twin». 

 

Fig. 4. Production system and its digital twin. 

At the production level with the help of sensors D1,…,Dn measuring information is 

collected that characterizes the state of working processes and production elements 

PE1,…,PEn. This information is used both for building models of PE functioning and for 

further assessment of the correspondence of current characteristics of work processes and 

their model implementations. 

Here, the digital twin is represented by a set of mathematical models of the functioning 

of production elements of PEi. Digital twin brings many benefits to cyberphysical systems. 

For example, with its use, the problem of assessing the functional state of equipment is 

solved. This allows you to switch from scheduled repairs to repairs in actual condition. 

As an example of constructing a simple digital twin of a complex system, we consider 

the solution to the problem of structural and parametric identification of the cardiovascular 

system. 
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Fig. 5 shows a simplified version of the structure «cardiovascular system  digital twin». 

Considering the nature of the real object, such a structure is more correctly to be called 

«cyber-biological system». 

 

Fig. 5. The structure of the cyber-biological system. 

The structural analogy with the cyber-physical production system is obvious. The 

difference lies in the fact that in the production system information on the state of 

production is received and used by management personnel located inside the production 

system. In the second case, the decision maker is outside the system under study. 

It should be noted that, despite the transparency of the ideas for creating a DT, their 

practical implementation is a complex scientific and technical problem. This is primarily 

due to the need to structure large volumes of heterogeneous information and build fairly 

simple models of complex systems (identification problem). 

A possible solution to the identification problem is based on the concept of basic 

mathematical models. Such models describe key processes in complex systems at a given 

spatial and temporal scale. 

The oscillatory processes of the cardiocycle are crucial in this case. From the theory of 

oscillations, several basic differential equations are known that describe oscillatory 

processes. Therefore, in accordance with the concept of basic mathematical models, we 

describe the dynamics of the vascular wall by the van der Pol - Rayleigh equation: 

     )( 0

22

0

2

2

22

1 tPaxxrxrxx    .                      (1) 

Here x is the movement of the vascular wall recorded by the sensor;  tP 0  - pressure on 

the vascular walls caused by cardiac activity. The advantage of the presented model is that 

the parameter a has physical meaning: it allows of blood vessels due to the work of smooth 

muscles enveloping them. 
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The choice of this particular differential equation is based on the results of previous 

studies [20, 22, 26]. In a similar way, a model of the pumping function of the heart muscle 

can be compiled using, for example, the Hill model. 

Another option is the Volterra artificial neural network model. The input of the network 

is the ECG signal, and the output is the pressure signal  tP 0 , specified as SCG. The 

obtained simplified model of the cardiovascular system in the form of a serial connection of 

the heart model and the model of vessel movement is presented in Fig. 6. 

 

Fig. 6. Cardiovascular system model. 

Thus, structural identification is implemented. Parametric identification is carried out 

using an ECG signal at the system input and a sphygmogram signal at the output. The 

obtained model parameters are integral indicators of the state of the cardiovascular system. 

It should be emphasized that the described example is an option of the construction of a 

digital twin of such a complex object as the cardiovascular system. In practice, such a 

model can be an integral part of the representation of the digital twin of a human operator 

[26]. 

The research part of the work may include various tasks related to the choice of the 

model structure, methods for identifying parameters and clustering data (weighting factors). 

4.2 Entropy methods for assessing the state of a complex system 

Methods based on the calculation and analysis of information entropy are widely used in 

assessing the state of a complex system [27-29]. Evaluation of entropy allows to assess the 

complexity of the production system, the level of organization and stability of work, the 

state of workability of the human operator. 

Let us consider an example of the assessment of entropy and its use in assessing the 

state of the cardiovascular system. The source data is the time series of the registered bio-

signals of the cardiocycle. These can be ECG signals, photo- or plethysmograms. Pre-

processing the selected signal includes filtering and trend removal. 

We specify them by pi as the probability of the system being in state i, which is 

characterized by a set of parameters (state vector) Qi. All functional states form a complete 

system of events. In this case, the relation looks as 
1

1
n

i
pi . 

By the uncertainty (entropy) of discrete quantities pi we understand the following 

criterion: 

 𝐻 = − ∑ 𝑝𝑖 log 𝑝𝑖
𝑛
𝑖=1  (2) 
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If, for example, the system is increasingly in the l
th

 state, then the probability pl tends to 

1. In the limiting case when pl=1, entropy is zero and the system becomes deterministic. If 

the system is indifferent to its states, then the probabilities are equal to each other, and the 

uncertainty calculated by the formulas acquires the maximum value. Thus, the uncertainty 

of the system lies within 0 ≤ 𝐻 ≤ 𝐻𝑚𝑎𝑥  , where Hmax – some maximum value of entropy 

for a given system. The greater the entropy, the more the system is unpredictable. 

The above formula (2) is a classic description of information entropy. However, for 

various reasons, the use of this formula is not possible in the analysis of real biological 

systems. Therefore, a number of estimating entropies were developed, which make it 

possible to get accurate information on the state of the system and on the degree of its 

ordering. 

Pincus [30] proposed a family of statistics called Estimating Entropy (ApEn), to 

evaluate signal regularity, i.e. the existence of identical patterns in a time series. The 

specific algorithm for calculating the approximate entropy ApEn(m, r, N) is characterized 

by three parameters: 

m - determines the size of the time window containing m values of a series; 

r - sets the tolerance for the characteristic of similarity (regularity) of vectors Qi; 

N – this is the length (dimension) of the original time series. 

Let us have a time series of measurements, for example, electric potentials of the heart 

(ECG) of dimension N, where q(i) – is an i
th

 value of the series Q. We choose a time 

window containing m values of the series and present the original series as a set of vectors 

Q(i) as follows: 

𝑄(1) = [𝑞(1), 𝑞(2), … , 𝑞(𝑚)] , 
𝑄(2) = [𝑞(2), 𝑞(3), … , 𝑞(𝑚 + 1)], 
𝑄(3) = [𝑞(3), 𝑞(4), … , 𝑞(𝑚 + 2)], 
… 

𝑄(𝑁 − 𝑚 + 1) = [𝑞(2), 𝑞(3), … , 𝑞(𝑚 + 1)]. 

The time series thus obtained are used to calculate the similarity coefficient 𝐶𝑖
𝑚(𝑟). 

Here r defines the tolerance for the characteristic of similarity (regularity). The similarity 

coefficient 𝐶𝑖
𝑚(𝑟) is measured within a given tolerance of the regularity of time series 

similar to this sample, presented in a time window of length m. To do this, you can use 

various proximity measures and methods for determining similarity, for example, the least 

squares method. 

For the given values 1 ≤ 𝑖 ≤ 𝑁 − 𝑚 + 1 the coefficient 𝐶𝑖
𝑚(𝑟) is determined as 

follows: 

 𝐶𝑖
𝑚(𝑟) =

𝐾

𝑁−𝑚+1
 (3) 

Here K is a number of vectors Q(j), remote from a given vector Q(i) no more than for a 

distance r. The algorithm for calculating the estimating entropy is as follows. 

1. Split the initial time series into 𝑁 − 𝑚 + 1 segments by m measurements in the 

segment; 

2. Select a vector Q(i) in an i cycle of the exhaustive search method; 

3. Calculate the distance 𝐿𝑖
𝑘, equal to the scalar product of the vector Q(i) by Q(k), 

where k∈[1, (N-m)]; 

4. Check the condition 𝐿𝑖
𝑘 ≤ 𝑟. The number of vectors satisfying this condition will 

determine the value K.  
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5. Then calculate by the formula (3) the 𝐶𝑖
𝑚(𝑟); 

6. Calculate 𝐹𝑚(𝑟) =
∑ log [𝐶𝑖

𝑚(𝑟)]𝑁−𝑚+1
𝑖=1

𝑁−𝑚+1
, where F

m
(r) – average value of the logarithm 

of 𝐶𝑖
𝑚(𝑟); 

7. Increase the window size by 1 and perform all the previous steps. As a result, we get 

the value F
m+1

(r). 

The final approximate value of entropy is calculated by the formula: 

 ApEn(m, r, N) = 𝐹𝑚(𝑟) − 𝐹𝑚+1(𝑟) (4) 

Approximate entropy estimates the logarithm of the probability that time series that are 

close to m observations remain close and in the subsequently. The greater the regularity 

(i.e., the greater the likelihood of similar patterns), the less the entropy. Therefore, the 

entropy is a good tool for assessing the regularity of a time series, and, therefore, a criterion 

for assessing a human functional state. 

Thus, the algorithm for assessing the organization (regularity) of the system includes the 

following steps: 

1. Biosignal registration; 

2. Time series formation and initial processing; 

3. Estimation of the regularity of a time series based on the calculation of an 

approximate entropy; 

4. Comparison of the obtained estimates of the entropy with the control entropy 

indicators of regularity; 

5. Interpretation of results from the standpoint of assessing the functional state. 

The research part of the work may include tasks related to the selection of optimal 

values of the parameters m, r and N, control entropy indicators, as well as the solution of 

the problems of clustering and classification of the obtained entropy values for various 

functional states. 

5 Conclusion 

We presented a training and laboratory complex, intended for the development of methods 

and algorithms for processing time series in order to assess the state of complex systems. 

A feature of the complex is that the student plays two roles: the researcher and the 

object of study. Study of the body with the help of the studied methods is a successful form 

of active learning. 

In general, the capabilities of the presented complex allow us to solve the problems of 

modern engineering education in the era of the digital economy and to strengthen the role 

of the interdisciplinary focus of design work, developing creative activity, independence in 

the scientific and technical search, forming the need for constant updating of knowledge. 

The specific capabilities of the complex are shown in the examples of constructing a 

digital twin of the cardiovascular system and the entropy assessment of the degree of 

organization of a complex biosystem.  
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