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Abstract: The smart home automation system is designed to conveniently manage and monitor household appliances and lighting fixtures 
remotely, to save time and to use resources effectively. It is a control system for allowing access to home automation devices. The 
automation devices include lights, fan, camera and doors. It even enhances the main features of the project to control the home appliances 
from anywhere as remotely.  With the camera module, continuous surveillance and protection of the home is accomplished. A significant 
improvement is achieved in utility costs by an optimal use of energy. Using inexpensive electronic and interactive tools, this initiative can 
be applied, making it economically, physically and operationally feasible. Basically it involves controlling everything remotely via a visual 
interface and mobile application. The automation system employs the use of MQTT protocol in order to secure the transmitted device 
based information to and from in the network. The defense against Man in the Middle attack (MITM) is the main focus of our automation 
system. The routed messages are checked at the intermediate hub to check for the occurrence of MITM based DoS attacks through manual 
reset points.  . 

1. Introduction 

There is a huge energy shortage in our world. People are not 
using the electricity available appropriately. People 
sometimes fail to turn off their home appliances, such as 
light fixtures, etc., before leaving home. In these sorts of 
situations, home automation makes it easy to regulate them 
conveniently from our mobile from a distant location. 
People keep running from place to place, working on their 
never-ending "to-do" list to complete everything. Because 
of the home automation system, we've never got to think 
about unlocking the door, shutting off the equipment, and so 
on. In short, we will save valuable time and maximize 
everyday efficiency and security. 

The convenience, energy management, security are main 
components initiates the importance for implementing smart 
home systems. This is new area of research for integrating 
various components in Smart Home systems, but all the 
components are not integrated yet. This requires many 
domains need to communicate through the common 
interface layer to make the system to work smoother.  The 
further cost will add if other components are connected 
together to the system. This makes large barrier while doing 
development to the smart home system as the technical 
components are getting cheaper the expense cost of smart 
home system will become cheaper even though it is 
incorporated with many other components.  
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Smart homes are evolving and becoming more 
sophisticated, but the goal of giving peace of mind is still 
there. We believe that the future of home automation will be 
focused on the continued integration of home devices, and 
even appliances, to increase personalization, control, 
comfort, and convenience in the home. 

  One of the newer fields of science that has not 
been completely implemented into our everyday lives is 
Smart Home solutions. This is because research involves the 
development of a proper smart home in many other research 
and engineering disciplines. The cost of a smart home is still 
a major impediment to the advent of smart home solutions 
on the market. The added cost of the installation is because, 
while most homes have been installed in the recent past, 
technology has evolved exponentially. This suggests that 
before this technology was available, most homes were 
constructed, and this becomes a hindrance to smart home 
systems production and sales. However, technology is 
getting stronger and cheaper, and as new homes are 
constructed, this will continue to make smart home 
solutions an investment worth making. 

 Smart homes are changing and becoming more 
complicated, but there is still the purpose of ensuring peace 
of mind. In order to improve personalization, security, and 
usability in the home, the future of home automation will 
concentrate on combining home electronics, and even 
appliances. 

 Home automation isn't a modern technology at all. 
Home Automation history goes back further. Since the 
advent of science fiction, science fiction has centered on 
smart home technologies, but it is not just that. The best 
minds in the world have been working for decades on 
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technology that can almost think for itself. There are a lot of 
highlights in it. 1966: Although never marketed 
commercially, ECHO IV was the world’s first home 
automation system. The "Electronic Computing Home 
Operator" (ECHO) was invented by Jim Sutherland to store 
recipes, relay messages, regulate the temperature of a home 
and switch appliances on or off. 1969: DARPA launched 
ARPAnet, the first network in the world, the predecessor to 
the digital Internet and all our smart technology for the 
Internet of Things (IoT). 

1981: A predecessor is invented to the cellular (802.11) 
technology of today. In the 1980s, in the form of garage 
doors, home surveillance systems, motion-sensing lighting, 
thermostat controls, and other innovations, home 
automation became prevalent. 

1991: Ad van Berlo pioneers the gerontechnology-
technology sector to better the lives of elderly people. These 
early innovations formed a solid foundation for the 
intelligent, life-enhancing characteristics that we enjoy 
about the smart systems of today. 

1998-2000s: Smart homes have been prevalent. Smart 
technology evolved in the late 1990s and early 2000s, with 
gadgets and   

computers becoming more and more available. 

 Thales is bringing some of the latest home 
protection IOT solutions, as well as an IOP publication 
dated 2017, to the industry. The Thales Approach offers an 
application that is compliant with multiple security systems 
and sensors, as well as offering a protected network and 
unique ID for each newly attached device to keep 
international devices at bay, eliminating many kinds of 
cyberattacks. The "Home security system using the internet 
of things" approach in the IOP Publication (2017) talks 
about using Reed Sensors to track room doorway operation, 
this is combined with Arduino and Wifi modules, further 
linked to Blynk Software that the user can connect and 
receive warning about and unusual behavior tracked by the 
doorway activity. 

2. Existing System 

Day by day, energy usage is growing. Remote access to 
home appliances using IoT is really important to have. 
That's why the next study field is Smart Home [7][10]. 
Applications based on IoT have also been very effective for 
elderly people and persons with any kind of disability [6][11]. 
This allows the user to monitor equipment such as lamps, 
fans, etc. without having any physical touches. Some of the 
Existing Home Security IOT solutions are the ones currently 
introduced to the market by Thales, and also an IOP 
Publication dated 2017. The Solution by Thales offers an 
application that is compatible with various Security devices 
and Sensors, it also provides a secured network and unique 

ID for every device that get’s newly connected, so as to 
keep foreign/unlisted devices at bay, preventing many sorts 
of cyber attacks.  

The Solution in the IOP Publication (2017) “Home security 
system using internet of things”, talks about usage of Reed 
Sensors to track Doorway activity of rooms, this is paired 
up with Arduino and Wifi modules, further connected to 
Blynk App that the user can access and be notified about 
and unusual activity that is monitored by the doorway 
activity. 

 The research carried out is recorded in the 
following sections: [7][9][10][12][14]. The bulk of earlier devices 
based on these approaches are either Bluetooth-based or 
DTMF-based [6][7][12][13][15][17]. The fundamental problem is 
that separate PSTN channels for communication between 
controlling devices and main supply units are necessary for 
DTMF-based home automation. In addition, Bluetooth 
demands that the running appliance be in its range. It is only 
helpful for short-range engagement. 

 Home automation in [14] uses MQTT for the 
sending and receiving of sensor data. Raspberry Pi is used 
to access sensor information that is used to monitor the 
room's humidity and temperature as a gateway. Another 
Raspberry Pi-based home automation system is seen in[9] 
and the user uses a web-based GUI to monitor the home 
appliances. The [12] Mobile home automation demonstrates 
which device is built using ZigBee. We can transform non-
smart devices into smart devices with the aid of IOT, which 
enables us to connect these via the internet. It turns a typical 
home into a smart home and offers a more efficient way for 
home appliances to be operated. Protection can also be 
improved by installing cameras in the home that can be 
tracked through the internet. Users can also track their home 
from anywhere and can turn their ON/OFF appliances. This 
will conserve energy as well as electricity costs as shown in 
Fig 1 

 
Fig.1. Comparison of energy cost, speed for Phone based and 
system 
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3. Proposed System 

The proposed system combines the features that an energy 

saving IOT system can provide with the features of a Secure 

Home Solution.  The solution can even have high cost, high 

resolution, huge data producing Cameras and Sensors. The 

system is based on the detection of motion of a human body 

that is performed by PIR sensors. These PIR Sensors have 

the ability to work at very low electricity consumption. 

These PIR’s to not only control simple appliances such as 

lights or fans, but also other security related sensors. 

Without the presence of objects like Human being the PIR 

sensor will not sense anything and, the devices will remain 

in off state and did not produce any data, this will keep the 

overall database light as well as lower electricity 

consumption. 

The system also consider the situations of MiTM or 

DoS attacks that can occur at the MQTT broker, hence it’ll 

be secured by TLS. Other than that, QoS is set to 0 as PIR’s 

release data at short intervals of time, and all the messages 

are not so important to need a guaranteed delivery. QoS 0 

makes the part of the MQTT broker easier and faster, also 

reduces load.  

The data created by any security sensors or devices 

will transmit independent of the system, hence in cases of 

server malfunction or any malfunction at the 

microcontroller end can be easily solved by resetting the 

system and restarting it, this would not cause any loss to 

precious security data captured by the security sensors or 

devices.  

The microcontroller will also be programmed to get 

data from MQTT Broker and take actions. Since at this 

stage too it might be vulnerable to attack, checkpoints that 

strip the topic of MQTT at which it is subscribing, are 

present. Abnormal messages getting through to the 

microcontroller will be filtered out and discarded at the 

early stages itself (Shown in Fig. 2). 

A “Lockdown Mode” is introduced in the system, the 

same PIR will detects an unusual activity in various rooms, 

then the sophisticated devices such has high resolution 

cameras and other sensors will be turned on. This will 

confuse the burglar because while scoping the house from 

outside he’ll notice the devices in off state, and hence not 

care about their working at a later stage, and be caught off 

by the guard.  The system connects to mobile devices 

through LAN. This connection too might be vulnerable to 

sniffing, so encryption of alerts is supposed to be performed 

at the microcontroller, and decryption will be done at the 

end user through APP. This will ensure that alerts is passed 

to the end user, the one who are using the application. The 

architecture diagram representing the above proposed 

system can be seen in the Fig 2. 

 

 
Fig.2. Architecture diagram of the proposed system 

In some applications only simple notification 
through alarm is sufficient. But some solutions requires 
more secure and safer applications. To incorporate with 
simple security system need to be added with more security 
measures. with the consumption of video surveillance, the 
user can see who is at their opposite door, even can be 
alerted is any abnormal even happened at their door steps. 
And even the system can added an emergency system to add 
a call to nearby police or sending an SMS to the registered 
mobile numbers. To add this security feature video cameras 
are installed in all the rooms inside and outside to improve 
the security. the sever connected with this cameras will 
receive the upgraded storage of video and audio streaming. 
The data related from these cameras is updated into the 
server based on the infrared sensor data or motion sensor 
connected to the rooms. This sensor will detect the objects 
and send the abnormality to the server if find anything. . 
Light sensors could be included to monitor the light strength 
during the day and alter the lights in the room accordingly.  

The system here it is designed with feature of 
cameras to note down the entrance and to maintain the log 
related to the entry. The log includes entrance of object, exit 
of an object, timestamp and presence of people inside house. 

This will automate the feature of alerting the user 
when some abnormal event occurs. And notified or indicates 
to the user through the registered mobile number... All the 
cameras can be set to only activate upon another sensor 
being tripped in order to keep cameras in a “sleep mode”. 
To control the energy and to increase the efficiency of the 
system the secure system is incorporated with the feature of 
central control location. Where this system will invoke the 
cameras system if it needs otherwise it automatically closes 
the camera feature. So lockdown mode feature is added, so 
if the home in lock mode then only the PIR sensor will 
initiate a signal to camera. Then the camera will start 
observing the data from the surroundings of the house. If the 
system make these features to generate an environment that 
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can exchange the common alarm system most households 
have. With creating an away mode or lockdown mode, it 
would even be able to be configured to have the household 
message owner if the away mode is not deactivated within a 
certain threshold of time when someone enters then house, 
and alert all household residents via cell phone when 
someone enters the house. 

4. Implementation  

The implementation is started with a very simple 
two-state sensor that could be externally controlled using 
MQTT. The sensor can be used to simulate real-world 
objects such as lighting, doors, etc. that have two ON or 
OFF/Open or close states, etc. The agreed commands are on 
and off, which, whether acting as a door sensor, switch the 
lights on and off or open and closed. All other commands 
are neglected and, using a function node, commands are 
rendered case-insensitive. As per the instruction, the sensor 
changes its state and publishes the current state. In node red 
workspace, a PIR sensor simulating nodes is added. Then 
the MQTT protocol send the sensor data to the 
microcontroller and then to the actuators. The model 
simulates the device such as light bulbs, doors and camera 
on the dashboard.  The system is added different function 
nodes with the purpose of preventing any type of 
unauthorized access to the appliances. All the nodes 
implementation in Node Red can be seen in Fig 3. The 
system is also configured to send a notification to the user 
about the bad weather conditions, to alert the user while 
going out. The notification alert will be sent h by mail or by  
text message on phone(Fig 4 and Fig 8) Also, manual 
override switch in the dashboard that will ensure system 
reset and removal of any private data, in case of malfunction 
or attack. 

 
Fig.3. Node red workspace showing all nodes 

5. Results and Discussion 

Wastage of energy will happen when the usage of is 

rising.  The following pie chart (Fig 5) tells us how much 

energy is used by various appliances. From the figure 4 it is 

noticed that the lights and fans absorb full energy. It also 

observed that means that lamps and fans work excessively; 

much of the loss of energy arises. The proposed work would 

aid in the savings of a lot of electricity and thus reducing the 

electricity bills as well as reducing the harmful impact on 

environment. 

 
Fig.4. Weather Info on Dashboard 

 

Fig.5. Electricity consumption in India 

A basic sound alert system is appropriate for others, while 
for some, they are not happy until their house is cleaner and 
safer than anyone else. The device offers protections for 
those who are interested in a basic security configuration, 
and may have stronger security measures for those who are 
looking for more than that. The customer would be able to 
see who is at their main door by the use of video 
monitoring, as well as be alerted if anyone stands outside 
the door. The system can also be programmed to warn the 
user via text message, in addition to sending notifications to 
the user from any configuration unit, if the user wishes to. 
When the device is in away mode and an intrusion gets into 
the building, the user will set the system to warn 100, and he 
has been encountered. 
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In addition, video cameras in all the rooms in the house and 
outside will be placed on the wall to provide additional 
protection to the device. However, when they want privacy, 
users can still quickly switch off the camera. To allow for 
mass storage and streaming of audio and video, the server 
will then require an update. The probability of detecting 
subjects will be obtained by infrared motion sensors on 
walls. To track the light intensity during the day and change 
the lighting in the room accordingly, light sensors may be 
mounted. 

A surveillance camera to track the main entrance is included 
with the current function which can be updated to retain a 
record on whether someone has entered and left the home, 
what time, and whether or not someone is present in the 
house at the moment. A major piece of security is the 
installation of surveillance cameras around the residence in 
numerous locations around the home. They can be 
automated with these cameras to warn the user when anyone 
is detected in an area, and to inform the user by text 
message or some other way. Only when another sensor is 
activated will all cameras be programmed to activate in 
order to hold cameras in "sleep mode" in order to save 
electricity and prevent the cameras from wasting extraneous 
quantities of power in order to observe nothing of 
significance. For these cameras, another security feature we 
should introduce is to be able to wake them up and monitor 
them from a central control spot. In order to create an 
ecosystem that can replace the common alarm system that 
many households have the group would like to create these 
features. Additional Lockdown mode is configured, which 
notifies the user about any unknown activity in the 
house.(Fig 6 and Fig 7). A switch kind of function is built to 
activate the lockdown mode. Finally the burglar alerts and 
weather notifications are intimated to the user through mail 
of the registered user as shown in Fig 8. 

 

Fig.6. House Plan Showing all devices when Lockdown Mode 

OFF 

 

Fig.7. House Plan Showing all devices when Lockdown Mode ON 

 

Fig.8. E-Mail Notification 

6. Conclusion and Future work 

For this project, there are several potential future 
iterations, incorporating new functionality to boost the user's 
performance and easier methods of interfacing the device, 
its individual components and the user. Increased protection 
capabilities, phone apps, audio/video features, touch screen 
control, wireless connectivity, speech recognition, faster on-
screen navigation, and easy user download are some of 
these potential implementations. Users will customize the 
device, whether they want it to be armed in a remote mode, 
in a standard mode or in a low security mode. In addition to 
all this, users can watch their home, a record of comings and 
goings, and a live camera feed at the front door. This can be 
achieved by broadcasting the video via Wi-Fi over the 
internet. A sensor will watch when the sun shines through a 
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window and when it is, close the drapes. This would 
minimize the incoming heat and hence the air conditioner's 
power demand would be minimized. When the exterior 
lights that are used hit the stage where the electrical lights 
produce the same amount of energy, the electrical lights 
may be switched off. The machine should take advantage of 
the natural energy provided by the atmosphere. Using the 
cold air from the outside to cool the house when the weather 
is cooler rather than depending on the AC when it is not 
required, the device can operate according to outside 
temperatures. In addition, it will help to use natural capital 
in the most productive manner around the building. A 
graphics-based UI panel in the house is another addition 
which could be made. 

Although the device addresses much of the needs 
of the customer as being able to use the system without a 
computer, the system need to support for the mobile phone 
devices from remote access. 
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