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Abstract. The objective of this work is to present a framework to be followed to model, test, validate and
implement a DL model for anomaly, abuse, malware or botnet detection, with the aim of implementing or
improving an Intrusion Detection System (IDS) within the NTMA framework, by means of new machine
learning and deep learning techniques, which addresses reliability and processing speed considerations.
The said process will be used to perform studies on ML and DL models used for cybersecurity in isolation
and in combination to extract conclusions, which can help in the improvement of intrusion detection systems
using massive data collection techniques used in Big-Data.
The example discussed in this work implemented part of our framework by applying the CNN algorithm on
the CSE-CIC-IDS2018 dataset. The results are encouraging for the use of ML in IDS, with an efficiency
that exceeds 92% after 30 iterations. Thus, this model remains to be improved and tested on real networks.
Keywords— IDS – NIDS – NTMA - Deep Learning-Machine Learning - KDD Cup '99 - NSL-KDD UNSW NB15 – Big Data – CNN.

1 Introduction
Cyber security is the set of policies, techniques,
technologies, and processes that work together to protect
the confidentiality, integrity, and availability of
computing resources, networks, software programs, and
data from attack. Cyber defense mechanisms exist at the
application, network, host and data levels. There is an
array of tools, such as firewalls, anti-virus software,
intrusion detection systems (IDS) and intrusion
protection systems (IPS), that work in silos to prevent
attacks and detect security breaches. However, many
adversaries still have an advantage because all they need
to do is find a vulnerability in the systems to be
protected.
Throughout the lifecycle of an attack, there are
indicators of compromise; there may even be significant
signs of an impending attack. The challenge is to find
these indicators, which may be distributed throughout
the environment. There are massive amounts of data
from applications, servers, smart devices and other
cyber resources generated by machine-to-machine and
human-to-machine interactions. Cyber defense systems
generate big data, such as the security information event
management system (SIEM), which often overwhelms
the security analyst with event alerts.

Using data science in cyber security helps correlate
events, identify patterns and detect anomalous behavior
to improve the security posture of any defense program.
We are beginning to see the emergence of cyber defense
systems that leverage data analytics. For example,
network intrusion detection systems (NIDS), which
inspect packet transmissions, are moving from
signature-based systems, which detect known attacks, to
anomaly-based systems, which detect deviations from a
"normal" behavior profile.
Although Deep-Learning is a subdivision of machine
learning, it is a newer and more complex method of
learning than the norm. As such, the focus is on a
thorough description of Deep-Learning methods and
references to foundational work for each deep learning
method are provided.
This paper is organized as follows: section 2 presents
related work, section 3 explains the different DL
methods used in cyber security, section 4 details the
cyber security datasets for DL, section 5 describes some
classification metrics used, and section 6 presents a
Framework to follow in order to deploy a DL method
for a specific purpose.
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Among the cyber defense tools, we can mainly mention
firewalls, antivirus software and intrusion detection
systems.
In our study on Network Traffic Monitoring and
Analysis (NTMA), we will focus on network security
and more specifically on intrusion detection systems
(IDS).

2 Related work
In this section, a set of papers have been selected so as
to list works that have cited The Big Data approach for
collecting traffic data in networks, in addition to the use
of DL in analysis and intrusion detection.
This paper [1] proposes a distributed framework based
on the Big Data approach, in which storage and
computational resources can be scaled to collect and
process traffic in a large-scale network in a reasonable
time.
In [2], the author gives a survey on the effectiveness of
deep learning in analyzing and discovering knowledge
in big data systems to recognize hidden and complex
patterns. Through these successes, researchers in the
field of networks apply deep learning models to the
application of network traffic monitoring and analysis
(NTMA).
Again in [3] the paper provides a brief tutorial-like
description of each DL method is provided, including
deep autoencoders, restricted Boltzmann machines,
recurrent neural networks, generative adversarial
networks and several others. In addition, [4] This paper
presents a complete example of the steps involved in
testing a new deep learning technique for intrusion
detection. It also proposes our new deep learning
classification model, evaluated using the KDD Cup '99
and NSL-KDD benchmark datasets. the technique
demonstrates improvements over existing approaches
and a strong potential for use in modern NIDS.

Fig 2: Intrusion detection systems (IDS)

To meet the needs of intrusion detection systems (IDS),
the article [3],[5] present the test of several models in
order to determine their contribution in the detection of
intrusions on a data set whose types of attack are known
in advance.
The following table 1 summarizes the results and
conclusions of some models tested in isolation or
combined.

Fig. 1. Caption of the Figure 1. Below the figure.

3 Overview of the different DL methods
used in cyber security
Machine learning techniques, including DL algorithms,
are among the techniques for processing network traffic
data. This is probably because modern communication
systems and networks, have distinctive characteristics
that are suitable for machine learning algorithms. These
characteristics include big data generation, complexity,
multimodal data, large scale, increasing number of
protocols in these networks.
This paper [2] gives sub-areas for DL usage to meet the
different needs of NTMA.

4 Cyber security datasets for the DL
The datasets cited in the papers [1], [2] are used to
evaluate the model and determine whether it can be used
to detect attacks accurately or not. The quality of the
dataset ultimately affects the outcome of any network
intrusion detection system (NIDS). We consider among
the best-known sets three datasets named KDD Cup'99,
NSL-KDD, UNSW-NB15 [6], and WSN-DS. A detailed
description of their characteristics is given below.

Fig 1 : Subdomains of DL use in the NTMA
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4.1 KDD Cup’99 Data set

Label column is arguably the most important part of the
data, as it determines whether sent packets are malicious
or not. See the Column Structures heading below for
more information on this and other columns.
In total, there are 80 columns in this dataset, each
corresponding to an entry in the IDS logging system that
the University of New Brunswick has in place. Since
their system classifies both forward and backward
traffic, there are columns for both. The most important
columns of this data set are listed below.
o Dst Port (Destination port) ;
o Protocol;
o Flow Duration;
o Tot Fwd Pkts (Total forward packets);
o Tot Bwd Pkts (Total backward
packets);
o Label (Label).

KDD’99 data set was created by DARPA in 1999 by
using recorded network traffic from 1998 dataset. It is
being pre-processed into 41 features per network
connection. Features in KDD’99 data set are categorized
into four groups, Basic Features, Content Features, Time
based traffic features, and Host based traffic features.
KDD’99 consists of 4,898,430 records that is larger than
other data sets. There are four main categories of attacks,
these are DoS, R2L (unauthorized access from a remote
machine), U2R (Unauthorized access to Root) and
Probe. Many data mining techniques has been applied to
the KDD’99 data set to detect intrusions in network
traffic.
KDD Cup’99 is mostly used data set to build intrusion
detection system (IDS). KDD data set have two critical
issues concluded by the statistical analysis, that is
profoundly affect the performance of the system. Most
significant issue in KDD data set is that it has large
number of replicated records. It is found that about 78%
and 75% records are duplicate in train and test data set
respectively. Huge number of replicated records may
lead learning algorithms to be partial instead of
numerous records. Thus, algorithm will stop learning
infrequent records. These records may be harmful to
network like U2R, R2L etc.

5 Describes
metrics used.

some

classification

To increase the performance of the model [9]; accuracy,
recall, the precision rate should be calculated. We
choose accuracy, recall, precision, and, F1 Measure for
evaluation.
If we could create a confusion matrix [4], then it will be
easy to calculate all the performance measures.
Accuracy (1) is the percentage of true detection over
total instances. Recall is how often does it predicted
correct. Recall (2) is also known as True Positive Rate
(TPR) or Sensitivity. Precision (3) tells that when it is
predicted correct, how often is it actually correct. F1
measure (4) is a weighted average of the recall and
precision. Mathematical representation of all measures
can be extracted from the confusion matrix. In Figure 2,
Actual No means actually normal records, Actual Yes
means attacked records in actual, Predicted No means
records that are predicted as normal and, Predicted Yes
means records that are predicted as an attack. Confusion
matrix is a table that is related to represent the
performance of a classification model on a set of test
data for which the true values are identified.

4.2 UNSW-NB15 Data set
The UNSW-NB15 dataset [7]is new and was published
in 2015. It includes moderns attack (nine attack types
compared to 14 attack types in KDD’99 dataset). It has
49 features and a variety of normal and attacked
activities including with class labels of total 25,40,044
records. There are 2,21,876 normal records and 3,21,283
attacked records in the total number of records. Features
of UNSW-NB15 data set is categorized into six groups
namely Basic Features, Flow Features, Time Features,
Content Features, Additional Generated Features, and
Labelled Features. Further, UNSW-NB15 dataset has
nine type of attacks category known as the Analysis,
Fuzzers, Backdoors, DoS Exploits, Reconnaissance,
Generic, Shellcode, and Worms.
4.3 CSE-CIC-IDS2018: A Dataset for Intrusion
Detection Systems
This dataset was originally created by the University of
New Brunswick to analyze DDoS data [8]. This dataset
is entirely from 2018 and will not be updated in the
future, however, new versions of the dataset will be
available at the link above. The dataset itself was based
on the university's server logs, which found various DoS
attacks throughout the publicly available period. When
using this dataset in machine learning, note that the

Fig 2 : The confusion matrix
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6 Proposed framework for deploying a
DL method for NTMA
In this section, we present a Framework to follow to
model, test, validate and implement a DL model to
detect anomalies[10], abuse, malware or botnets, with
the objective of implementing or improving an Intrusion
Detection System (IDS) in the NTMA framework [11].

Fig 4 : Distribution of attack types.

For applying a convolutional neural network on our
data, we will have to follow following steps:
x
x

Separate the data of each of the labels
Create a numerical matrix representation of
labels

x

Apply resampling on data so that can make
the distribution equal for all labels

x
x

Create X (predictor) and Y (target) variables
Split the data into train and test sets

x

Make data multi-dimensional for CNN

7.2 Data description
Fig 3 : Framework for validation and implementation of a
DL model in NTMA.

One of the most popular deep neural networks is the
Convolutional Neural Network (CNN). It takes this
name from mathematical linear operation between
matrixes called convolution. CNN [12] have multiple
layers; including convolutional layer, non-linearity
layer, pooling layer and fully-connected layer. The
convolutional and fully-connected layers have
parameters but pooling and non-linearity layers don't
have parameters. The CNN has an excellent
performance in machine learning problems. Specially
the applications that deal with image data, such as
largest image classification data set (Image Net),
computer vision, and in natural language processing
(NLP) and the results achieved were very amazing.

7 Network Intrusion Detection Using
Machine Learning/Deep Learning CNN
on the dataset (CSE-CIC-IDS2018)
7.1 Data description
The dataset CSE-CIC-IDS2018[8] includes seven
different attack scenarios: Brute-force, Heartbleed,
Botnet, DoS, DDoS, Web attacks, and infiltration of the
network from inside. The attacking infrastructure
includes 50 machines and the victim organization has 5
departments and includes 420 machines and 30 servers.
The dataset includes the captures network traffic and
system logs of each machine, along with 80 features
extracted
from
the
captured
traffic
using CICFlowMeter-V3.

7.3 Test and result
7.3.1 Data Splicing
This stage involves the data split into train & test sets.
The training data will be used for training our model,
and the testing data will be used to check the
performance of model on unseen dataset. We're using a
split of 80-20, i.e., 80% data to be used for training
& 20% to be used for testing purpose.
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algorithm on the CSE-CIC-IDS2018 dataset. The results
are encouraging for the use of ML in IDS, with an
efficiency that exceeds 92% after 30 iterations. Thus,
this ML model remains to be compared, improved and
tested on real networks in the context of our project.

7.3.2 Check the model performance on test data
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