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Abstract. Gender-based violence is a critical issue that not only poses a
threat to physical safety but also has significant impacts on mental health.
Shockingly, up to 1 billion children aged 2-17 years are estimated to have
experienced gender-based violence globally, making it a pressing concern
for the machine learning and deep learning communities to address. To end
this, a novel approach has been proposed in the form of a Convolutional
Neural Network and bi-directional LSTM (CRNN) to classify three types of
violence present in both text and video data, thereby making the internet a
safer space for individuals. The proposed approach utilises two datasets
consisting of 400 and 600 samples each for videos and text, respectively, to
improve the precision and accuracy of the model. The use of a Convolutional
Recurrent Neural Network framework combined with LSTM layers has
resulted in an accuracy of 97% on text and 96% on videos, surpassing the
performance of existing RNN models. Additionally, the inclusion of dropout
and regularizer layers has helped the model avoid overfitting and generalise
better on unseen data. Overall, the CRNN-based approach presents a
promising solution to the problem of gender-based violence detection, with
the potential to significantly improve the safety of individuals online. By
leveraging the power of machine learning and deep learning, we can
contribute towards creating a safer and more equitable world for all.

1 Introduction

Gender-based violence (GBV) is a pervasive and complex social phenomenon that
significantly impacts the mental and physical health of victims. While international
organisations have recognized the importance of addressing GBV and many countries have
implemented policies and programs to prevent and respond to it, much work remains to be
done. Machine learning and deep learning communities have a critical role in developing
practical approaches to detecting and preventing GBV. Violence is a leading cause of death
and disability worldwide, particularly among young people. Deep learning models such as
Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs) have
shown promising results in detecting different forms of violence in text and videos.
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Recent research has focused on developing novel approaches to classify violence
accurately in text and videos while addressing data imbalance and noise. One method
involves using multimodal techniques that combine text and video data with improving the
model’s accuracy. Additionally, researchers have explored the effectiveness of different
deep-learning architectures and optimization techniques for violence classification. Such
models are trained on large datasets containing both text and video data, enabling them to
learn complex patterns and features indicative of violent behaviour.

There are still challenges to overcome in developing effective violence detection models,
such as dealing with the variety of languages and dialects used in text data and the complexity
of visual cues in video data. However, ongoing research in this area holds promise for helping
to prevent and respond to GBV. By improving the accuracy and precision of violence
detection models, machine learning and deep learning communities can play a crucial role in
mitigating the negative impacts of GBV on individuals and communities worldwide.

2 Literature Review

In [1], the authors have presented the techniques of violence detection. Violence detection
will be carried out in three categories: namely Traditional Machine Learning approach, using
Support Vector Machine(SVM), and Deep Learning. A review of the methods for violence
detection and datasets like Movies (consisting of 200 clips), Hockey (1000 clips), Media
(10,000 clips), etc. In [2], the authors have proposed a model that detects violence in videos
captured by video surveillance cameras. The proposed model has a UNET-like network
model using MobileNet as an encoder. This is followed by an LSTM network for temporal
feature extraction. They made use of three datasets which include RWF200, Movie fights,
and Hockey fights dataset. In the article [3], The authors propose a system architecture that
combines edge computing and computer vision techniques to detect violent behaviour in real-
time, which can provide an early warning system for potential safety hazards The results of
the study demonstrate that the proposed system achieves high accuracy and low latency,
making it a promising solution for violence detection in IoT-based industrial surveillance
networks. The increasing need for video surveillance systems with automatic violence
detection capabilities has led the authors [4] to focus on enhancing existing violence detection
methods. To this end, they proposed a new feature descriptor called Histogram of Optical
Flow Magnitude and Orientation (HOMO), which they have implemented using MATLAB.
To evaluate the performance of the proposed method, the authors have used two benchmark
datasets. The comparison of HOMO with other descriptors on these datasets shows that
HOMO performs satisfactorily. In [5], the authors have proposed a system that uses
Convolutional Neural Network(CNN) to recognize physical violence actions.

The model detects various bullying actions like kicking and punching. In [6], the authors
have proposed a model that uses convolutional 3D networks for feature extraction and
classification. The paper focuses on campus violence detection. The authors gathered the data
for the creation of campus data by performing certain violent actions and daily - activity
videos that would help in the classification of violence. The network consists of convolutional
and max pooling layers. The hidden layer makes use of the ReLU activation function to get
values as either 0 or 1. They achieved an accuracy of 92.00% for their model. In [7], the
authors have created a dataset consisting of violent and non-violent videos. They made use
of the CNN model to classify content as violent or non-violent. Extracted features were then
fed into the LSTM network. In [8], the authors made use of the hybrid model consisting of
AlexNet and SqueezeNet networks. The Convolution Long Short Term Memory
(ConvLSTM) is used to extract precise features from a video, which is then classified using
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the softmax classifier. In [9], the authors made a comparison of different video classification
approaches and techniques based on the features. They presented different performance
metrics like accuracy, and f1 score for video classification and discussed its applications as
well. The paper [10] presents a solution for the detection of fights, aggressive motions, and
violent scenes in live video streams using a 3D Convolutional Neural Network.

The proposed method has demonstrated significantly improved performance compared to
existing techniques, as evidenced by its promising results on three challenging benchmark
datasets: Hockey Fight, Crowd Violence, and Movie Violence. In [11], the authors have
proposed a combination of CNN and LSTM. They proposed two different models for text
classification which are NA-CNN-COIF-LSTM and NA-CNN-LSTM. The combination of
CNN by not using activation function with Long Short Term Memory (LSTM) has better
performance. In [12], the authors have used the toxic comments dataset and used and
compared two different models namely Glove +CNN, Glove +CNN +LSTM, based on
testing and training loss and accuracy, which concludes that the first combination gives the
best performance required and the second combination doesn't perform that well. In [13],
the authors have proposed a system to detect gender-based violations on Twitter messages
generated in Mexico. They downloaded 1,857,450 Twitter messages for the creation of the
dataset and were manually labeled as positive, negative, or neutral messages. The authors
performed minimal pre-processing on the dataset and thus the initial messages were
converted to a numeric-format vector. They also studied different feature extraction methods
like CountVectorizer, TfidfVectorizer, and Hashing Vectorizer. In [14], the authors have
proposed a women's abuse detection method using CNN where they detect the male and the
female present in the location. In [15], the author surveys the recent advances in the use of
deep learning techniques for detecting violence in various settings. The authors discuss the
different types of violence and the challenges associated with detecting them.

They provide an overview of different deep learning models, including CNNs, RNNs,
LSTM networks, Capsule Networks, and GANs. The authors also review different datasets
used for training and evaluating violence detection models and discuss the performance of
various models on different modalities, including video, audio, and text. In [16], the authors
have presented various techniques to detect violence. They have categorized these techniques
as using Machine Learning, Deep Learning, and Support Vector Machine. In [17], the authors
proposed a VGG19 Convolutional Neural Network, where they extract the frames from the
input videos and label the objects in the frame that show abnormal behaviour. The system is
used for the detection of crimes. In [18], the authors have proposed a weakly supervised
method to detect spatial and temporal actions that are violent in the videos. They have used
the fast - RCNN architecture that extracts the spatiotemporal information. A summary of the
papers is as shown in table 1.

Table 1. Literature survey of all the referred papers

Reference Outcome
(Year)
[1] 2019 The paper reviews various techniques for detecting physical, verbal, and visual

violence, including audio-based, video-based, and multimodal approaches, and
discusses the challenges and limitations associated with each method. The authors
emphasize the need for further research in this field and suggest that deep learning
and other advanced techniques could lead to more accurate and reliable violence
detection methods in the future.
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[2] 2022 Proposed a novel approach for detecting violent events in surveillance videos. The
authors develop a two-stage system that first extracts features using a
convolutional neural network (CNN) and then applies a decision tree algorithm to
classify the features as either violent or non-violent. The proposed system achieves
high accuracy in detecting violent events while minimizing false positives, and it
outperforms several other state-of-the-art violence detection methods in terms of
speed and efficiency.

[3] 2021 This paper presents a novel approach to violence detection in industrial
surveillance networks using Al-assisted edge vision, which has significant
potential for improving safety in industrial environments. The paper provides a
valuable contribution to the field of industrial informatics by demonstrating the
potential of Al-assisted edge vision for improving safety and security in industrial
settings.

[4] 2019 Proposed a new approach for detecting violent events in videos using optical flow.
The authors develop a system that first computes the optical flow vectors between
consecutive video frames and then extracts features from these vectors using a
convolutional neural network (CNN). The proposed system applies a support
vector machine (SVM) to classify the extracted features as violent or non-violent.

[5] 2022 Proposed a system for detecting physical violence among students using
surveillance cameras and convolutional neural networks (CNNs). The proposed
system achieves high accuracy in detecting physical violence among students
while minimizing false positives, and it outperforms several other state-of-the-art
violence detection methods in terms of accuracy and computational efficiency

[6] 2021 Proposed a system for detecting violence on a university campus using
surveillance cameras and artificial intelligence (AI) techniques. The proposed
system uses a deep neural network (DNN) to extract features from video frames
and then applies a support vector machine (SVM) to classify the features as violent
or non-violent.

[7] 2019 Proposed a system for detecting violence in videos using pretrained deep learning
models. The authors evaluate the performance of several state-of-the-art deep-
learning models, including ResNet, Inception, and VGG, in detecting violence in
videos. They also investigate the impact of fine-tuning these models on violence
detection accuracy.

[8] 2022 Proposed a system for detecting violence in videos using a fusion technique that
combines deep features from multiple convolutional neural networks (CNNs). The
proposed system uses three CNN models to extract deep features from video
frames, which are then combined using a fusion technique to classify the frames
as violent or non-violent.

[9] 2020 Provided a comprehensive review of video classification methods and techniques,
along with their findings, performance, challenges, limitations, and future research
directions. The authors discuss various deep learning-based methods for video
classification, including 2D CNNs, 3D CNNs, and recurrent neural networks
(RNNS5), and highlight their strengths and weaknesses
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[10] | 2020 The paper proposes a novel method for violence detection in videos by combining
3D convolutional neural networks (CNN) and support vector machines (SVM).
The 3D CNN extracts spatio-temporal features from the video frames, while the
SVM is used for classification. The proposed approach outperforms existing
methods on the challenging UT-Interaction dataset, achieving an accuracy of
90.65%.

[11] | 2019 Proposed a hybrid model that combines Convolutional Neural Networks (CNN)
and Long Short-Term Memory (LSTM) networks to classify text documents. The
CNN component of the model is used to extract features from the text, while the
LSTM component is used to capture the sequential nature of the text data.

[12] | 2018 Proposed a hybrid deep learning model called LSTM-CNN for text classification,
which combines the strengths of Long Short-Term Memory (LSTM) and
Convolutional Neural Networks (CNN). The LSTM is used to capture the long-
term dependencies in the input text, while the CNN extracts local features from
the text. The outputs of these two networks are concatenated and fed into a fully
connected layer for classification.

[13] | 2021 Proposed a deep neural network (DNN) model to detect gender-based violence
(GBV) in Twitter messages. The authors use a dataset of tweets containing GBV-
related keywords and apply natural language processing techniques to preprocess
the text data. They then train a DNN model using a combination of convolutional
and recurrent neural networks to classify tweets as either GBV or non-GBV.

[14] | 2020 Presented a deep learning-based approach for detecting women abuse in video
surveillance. The proposed method uses a pre-trained convolutional neural
network (CNN) to extract features from the video frames, which are then fed into
a long short-term memory (LSTM) network for temporal modeling. The model is
trained and evaluated on a dataset of videos depicting different types of women
abuse, and achieves an accuracy of 92.4%.

[15] | 2019 Provided a comprehensive review of the recent advances in the use of deep
learning techniques for detecting violence in various settings. The authors discuss
the different types of violence and the challenges associated with detecting them.
They provide an overview of different deep learning models, including CNNs,
RNNs, LSTM networks, Capsule Networks, and GANs. The authors also review
different datasets used for training and evaluating violence detection models and
discuss the performance of various models on different modalities, including
video, audio, and text.

[16] | 2022 Presented a comprehensive review of the state-of-the-art techniques for violence
detection. The authors survey various methods for detecting violence in different
contexts, including surveillance videos, social media, and online gaming. The
review covers both traditional machine learning-based approaches and more recent
deep learning-based methods. The review serves as a valuable resource for
researchers and practitioners working in the field of violence detection and related
areas.

[17] | 2020 Proposed a method for detecting video surveillance cameras in a given scene using
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VGGI19 convolutional neural networks. The authors use a pre-trained VGG19
model and fine-tune it on a small dataset of surveillance images to recognize the
features of cameras, such as their shape and color. The proposed method achieved
high accuracy in detecting cameras in a variety of scenes, including indoor and
outdoor environments, and the authors suggest that it can be used for automated
surveillance system deployment and monitoring.

[18] | 2022 Proposed a weakly supervised approach for violence detection in surveillance
videos. The proposed method uses a pre-trained convolutional neural network

(CNN) to extract features from the video frames, and then employs a novel pooling
strategy to generate a violence score for each frame. The pooling strategy is
designed to capture the spatial and temporal characteristics of violence in a weakly

supervised setting, where only video-level labels are available.

3 Methodology

Initially, the text based classification process and the proposed algorithm are explained in
detail. The dataset which is prepared, contains 850 records while each record consists of text
and its corresponding violence type (label). For videos, there are around 280 videos,
approximately 80-100 videos for each class.

3.1 Data Preprocessing

a) The text preprocessing techniques such as stemming, lemmatization and Tokenization (as
seen in fig. 1) are applied on the sentences and also used by LabelEncoder to encode the class
labels.

b) Mapped the vocabulary to the integer value by making use of the StringLookup
functionality of keras, which will not perform any splitting or transformation on the input
string.

Later a InceptionV3 feature extractor with weights set to imagenet was being applied to the

data.
- - Convert to >
E Input Text lowercase and
remove special
characters

{ Tokenization |

i

L Creation of dictionary

by tokenizer

- H Post-Padding
Input Text LJ-«

Fig. 1. St;ges of pre-ﬁrocessing




ITM Web of Conferences 53, 02007 (2023) https://doi.org/10.1051/itmconf/20235302007
ICDSIA-2023

3.2 Splitting of the Dataset
For text data, the split ratio is 80:20 so that 80% i.e., 680 rows are used for training set and
20% 1i.e 170 rows for the testing set. Shuffled the entire dataset wherein allotted 200 videos

for training and 100 videos for testing purpose.

3.3 Model building and Compilation

Algorithm 1: Convolutional Recurrent Neural Network for text classification

1. Let X be the input sequence of length L and Y be the target output with C classes.

2. Preprocess the input text data by mapping it to a sequence of word embeddings: X = {x 1,x 2, ...,
x_L} where x_i € RAd.

3. Initialize a 1D convolutional layer with k filters, each with size h % d, where h is the height of the
filter and d is the dimension of the word embeddings. Denote the convolutional layer output as H,
where

4. HeRMNL-k+1}xn.

5. Apply a max-pooling operation to the output of the convolutional layer: P = maxpool(H), where P
€ R™{1xn}.

6. Feed the output of the max-pooling layer into a recurrent layer with m hidden units, such as a GRU
or LSTM layer: R = recurrent(P), where R € R*{1xm}.

7. Perform temporal max-pooling over the recurrent layer output to obtain a fixed-length
representation of the input sequence: T = maxpool(R), where T € R*{1xm}.

8. Connect the output of the temporal max-pooling layer to a fully connected layer with softmax
activation to output the probability distribution over the C classes: Y_pred = softmax(WT+b), where
Y pred € RM{1xC}, W € R*{mxC}, and b € R*C.

For textual data (fig. 2), the various models such as LSTMs, Bidirectional LSTMs and
CNN model are used generally, but the proposed algorithm makes wuse of
CNN+Bidirectional-LSTMs combined architecture which gives more desirable and accurate
results. The model comparison is shown in table no. 2. The CNN+ Bidirectional LSTMs is
constructed in the following manner: a series of convolutional 2d layers and max pooling 2d
layers is created and then a concatenate layer for combining all the MaxPooling 2d layer
outputs. Now the text features which are extracted by CNN architecture are given to further
Bi-LSTMs layers and finally an output Dense layer with neurons equal to the number of
classes. Later the model is compiled using Adam optimizer and loss of sparse categorical
cross entropy. The mathematical equations for the cell state, candidate cell state, and final
output are given in the equation 1, 2 and equation 3. The flow
of the proposed system on textual data is shown in fig. 3.

¢ —t = tanh(wc[ht — 1, xt] + bc)) )
ct=ftxct—1+it*c~t %)
ht = ot * tanh(ct) 3)

where ct is cell state(memory) at timestamp(t),
c~t represents candidate for cell state at timestamp(t)
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LSTM

Input Convolutional Convolutional Max layer Fully Output
Sequence layer with 64  layer with 128  pooling connected Layer
filters filters layer layer

Fig. 2. Proposed model hybrid model of CNN and Bidirectional LSTM architecture for text
classification

Algorithm 2: Convolutional Recurrent Neural Network for video classification

.Input: A video sequence of length T, with each frame having dimension
HxWxC
2. Convolutional Layers:
a. Apply a set of convolutional filters with size k x k x d to each frame, resulting in a
feature map with size H x W x F1
b. Apply max pooling with size p x p to the feature map, resulting in a downsampled
feature map with size (H/p) x (W/p) x F1
c. Apply a set of convolutional filters with size k x k x d to the downsampled feature map,
resulting in a feature map with size (H/p) x (W/p) x F2
d. Apply max pooling with size p x p to the feature map, resulting in a downsampled
feature map with size (H/p"2) x (W/p"2) x F2
3. Recurrent Layers:
a. Reshape the downsampled feature maps into a sequence of vectors, each with dimension
F2
b. Feed the sequence of vectors into a set of recurrent layers (e.g. LSTM or GRU) with
hidden dimension h and output sequence length T/h
4. Fully Connected Layers:
a. Apply a fully connected layer to each output of the recurrent layers, resulting in a
sequence of feature vectors with dimension F3
b. Apply a final fully connected layer with softmax activation to classify the video into one
of C classes.

For videos, there is an extraction of vocabulary for every input sentence by using the label
processor. Built a CRNN model wherein passed the input vector initially to the GRU, Dense
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and Dropout layer. Wherein Dropout helped to reduce the overfitting of the model. Later
compiled the model with the loss of sparse categorical crossentropy which OneHotEncoded
the vectors made use of Adam optimizer. Applied the model on the training data and
evaluated the model’s F1 score and accuracy on the testing data.

4 Flowchart

‘ Compile model

(Adam Optimizer)

Text: He s trying T

to harass marry D N - )

| Preprocessing - , .
_ | | (WordNetdug | | SplitData | | Text Vectorization Featmemalrx oo . B3 directional
Input menter and "( @20 ™  Embeddie | ") LSTM
[ CLARE — | i o]
Y Physical Viol

g ysical Violence
: TestData | | . ] ‘ g
_ - >  TrmedModd %  OuputClass Sexual Violence
g o (M0records) |7 | %] P Verbal Violence

Fig. 3. Proposed project flow diagram for Text Classification

5 Experimentation

First for the text based classification, the base models such as LSTM model is used which
gives an F1 score of 0.80 and CNN based text classification with a F1 score of 0.82. Then
the combination of CNN + Bidirectional LSTM combined model is used which gives a F1
score of 0.90 (fig. 5). The model uses Adam optimizer for model compilation and loss
function of sparse categorical cross entropy.

Table 2: Model comparison for Text Classification models

Model F1 Score
LSTM model 0.80
Bi-LSTM model 0.86
CNN model 0.82
CNN + Bi-LSTM model 0.90

The video classification has been tackled using a Convolutional Recurrent Neural
Network (CRNN) architecture. The CRNN model comprises bi-directional Long Short-Term
Memory (LSTM) layers which have effectively improved the accuracy of the predictions.
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The model has also been equipped with dropout and regularizer layers to avoid overfitting.
The model has achieved an impressive accuracy of 96%, with a minimal loss of 0.8.

6 Results and Discussion

The results verify that the proposed approach reaches higher accuracy with precise output.
For the text classification, the hybrid model of CNN and Bidirectional LSTM(fig. 4) is used.
Here, the features from both the directions are combined and considered for further analysis.
The model trains the input text data twice with the help of forward and backward directions.
The accuracy on the testing data for text as the input is 97%. In order to extract high-level
information from videos, CNN models are fed the video's pictures. The RNN layer's output
is connected to a fully connected layer to produce the classification output after the features
have been provided to it. The Convolution Recurrent Neural Network(CRNN) performs
better for motion based activities. It extracts the correlation between the images by keeping
in mind the past frames and their features. The accuracy for the training dataset was 97%
whereas on the testing dataset it was found to be 96%. The violence which has a higher
percentage amongst the others is predicted based on the input text features.

In [27]: sent=["He is gonna kill and beat them tommorow morning at 10AM!"]
print(prediction(sent))

1/1 [::::::::::::::::::::::::::::::] - OS 57ms/step
['Physical_violence']

Fig. 4. Output image of CNN+Bi-LTSM text classification

171 [ —————————————wwmwn] - 1% 1lsS/step
physical_violence: 37.41%
sexual_violence: 35.12%
emotional violence: 27.46%

Fig. 5. Output image of CRNN video classification

CRNN provides better results when compared to transfer learning. The major reason
being the number of layers and classes the latter has. The model is trained on IMAGENET
which has 1000 classes and layers more than 500. This becomes computationally expensive
and increases the training time.

7 Conclusion

The paper highlights the detection of violence in text, images, and videos with the help of
various deep learning algorithms. A hybrid model of CNN and Bidirectional LSTM
(combined architecture) is used so that Bi-LSTM can utilize the information from both sides
for better understanding. Recurrent neural networks are used for text classification which

10
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initially starts with pre-processing like removing of punctuations followed by feature
extraction. These features help the model identify and understand the violence. The proposed
system provides good accuracy with no overfitting. The created system is beneficial to be
used in surveillance systems and social media applications which are prone to violence and
harassment.

The proposed system involves detection of violence in text and videos. The dataset which
is being created consists of various videos depicting the different types of violence like
physical, sexual and emotional. Though the results that are drawn from the proposed
approach are quite precise and beneficial to be used in surveillance systems, there is always
a need for improvement. A dataset consisting of audios which depict any kind of violence
based on the phonic information. These audios will help in detecting violence or harassment
for example: if someone is trying to emotionally blackmail a person or abuse him, it will
automatically be detected, and appropriate action will then be taken. Thus, addition of audios
to the dataset will make an appropriate system that can be further used in various applications
to avoid various kinds of violences before any major mishap.
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