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Abstract. Digital data protection is very important to prevent manipulation of
digital data by unauthorized parties. Reliable techniques for securing digital
data are needed, safe and fast. One technique is to use cryptography. One of
the cryptographic techniques that can be used to encode digital data is to use
the chaos function. We propose in this paper a new chaos function which is a
composition of Circle map and MS map functions. This function has chaotic
nature and the result of which is named the MSI-Circle map. The sensitivity
and randomness tests of the MSI-Circle map function are carried out using a
bifurcation diagram, Lyapunov exponent, and NIST test suites. The analysis
result of the bifurcation diagram shows that the MSI-Circle map has a good
density at the value of r € (—oco0,—-3] U [3,—co] . Lyapunov exponent has a
non-negative value at xo = 0.4,r = 3.8,Q = 0.5,1 = 2.1, K = 4 which is the
domain x, € (0,1) and parameter values r, Q2,1 and K are any real numbers.
The results of the NIST randomness level test show that the MSI-Circle map
function passed all the randomness test of 16 NIST tests.
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1 Introduction

Currently, information and communication technology is developing very rapidly, these
developments can be seen easily get information with the internet. The internet is a medium
that can make it easier for users to obtain various information and communication processes
from anywhere in the world and at any time. Someone can easily send personal data to other
people so that the data can be widely spread on the internet.

Personal data that is highly confidential needs to be safeguarded against threats of
manipulation or data theft. This is done so that the data is not known by unauthorized
parties.  Therefore, reliable, safe, and fast security techniques are needed, one of
which is cryptography. Cryptography is a mathematical technique related to data or
information security issues [1]. There are several encoding methods, namely the Advanced
Encryption Standard (AES) algorithm, the Data Encryption Standard (DES) algorithm,
and the Rivest-Shamir-Adleman (RSA) algorithm. The digital image encryption algorithm
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requires a long time and low key space but produces well-encrypted images. However, the
preferred digital image encryption is digital image encryption which takes faster time without
sacrificing its security [2]. The use of chaos-based image encryption is one solution to the
image security problem.

Chaos is a type of system or function behavior that is disorderly, sensitive to initial values,
parameters, and ergodic. A chaotic function is a function that has chaotic properties. The
chaos function has proven to be very useful for data protection [3]. Two well-known chaos
functions that exhibit chaotic properties are MS map and Circle map, where Circle map and
MS map have high randomness potential.

The Circle map is a one-dimensional map that maps a circle onto itself. Circle map is
also very difficult to attack from a brute force attack because it has an advantage with an
entropy value of 7.99 with the lowest correlation close to zero and a key space of up to
1017, Correlation close to zero and entropy close to 8 are important parameters for good
image encryption [4].

MS map is a modification of Logistic map which produces an average encryption time
which is relatively the same as the average decryption time. The MS map function is resistant
to known plaintext attacks because the encrypted image has a uniform distribution. Key
sensitivity level reaches 1077, very secure against brute force attacks. With a key space of
up to 3.24 x 10934 [5, 6].

Currently, many researchers are using and producing new chaos maps that are applied
to the digital data encryption process [4-12, 14-25]. Referring from the previous results,
specifically that uses the Circle map and MS map. This research a new function that is
chaotic is developed through the composition of the MS map and Circle map functions. This
function is used as a random keystream generator.

2 Research method

The Circle map is a one-dimensional function that maps a circle to itself [4], having the

equation,
K
fx) = (x +Q+ Z—Sin(27rx))modl (D)
JT
withn =0,1,2,3,..., initial value xq € (0, 1), and Q, K are any real numbers with @ mod 1
defined as,
a mod1=a-|al )

The MS map function is a function obtained from the modification of the chaos Logistic
map function [5, 6]. This function is shown below,

Arx,
x) = ———— (mod1 3
90 = T oy medD) 3
withn =0,1,2,3,..., xo € (0, 1), and parameter values A4, r € R.

The proposed new chaos function is develop through the composition process of the two
chaos functions in Equation (1) and (3). The composition of the MS map and Circle map
functions as a new chaos function is expressed as a function A(x) in Equation (5).

h(x) = (g 0 f)(x) “

ho) = Ar[(x+ Q+ £sin(2rx)modl|

(mod1) (5)
1+ (1 =[(r+Q+ £sin@rv)mod1])’ "
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and can be written as the recursion,

Ar[(x, + Q+ £sin(2rx,)) mod1 |
Xpe1 =  (mod1) 6)
1+ (1 = [(n + @+ £sin(2nx,)) mod1 )

‘We name the new recursion as MSI-Circle map.

3 Results and discussion

The MSI-Circle map function is also a chaotic function which can be demonstrated based
on analysis of bifurcation diagrams and Lyapunov exponents. In addition, concerning the
randomly generated number sequence, the randomness test was carried out using 16 NIST
randomness tests [26].

3.1 Bifurcation diagram

A bifurcation diagram shows the value approximated by the stability of the periodic points of
a function due to changes in parameter values. Bifurcation diagrams are diagrams that occur
as a result of changes in a dynamical system as a function of the parameters in the system. If
the bifurcation points on the bifurcation diagram are dense, then the function is chaotic [1].
Algorithm 1 shows the logical flow of the bifurcation diagram calculation process and the
results of this diagram display are shown in Fig. 1.
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Fig. 1. MSI-Circle map bifurcation diagram parameter of r.

Seen in Fig. 1, the results of the bifurcation diagram are dense for r € (—o0, —=3]U[3, —c0].
Hence, MSI-Circle map function is chaotic in that interval.

Seen in Fig. 2 through Fig. 4, bifurcation diagram parameter of 4, Q, and K are dense,
this means that the parameter values in that area are very random and the number is very large
which will be used as key values to generate the MSI-Circle map function’s key stream.

3.2 Lyapunov exponent

The Lyapunov exponent of a dynamical system is the rate of separation of any two
infinitesimally close trajectories [15]. Chaotic function can be seen from the dependence
on sensitivity to initial values and parameters, which can be calculated with the Lyapunov
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Fig. 2. MSI-Circle map bifurcation diagram parameter of A.
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Fig. 3. MSI-Circle map bifurcation diagram parameter of €.

exponent [3]. The positive Lyapunov exponent indicates that the new chaos function is
a dynamic system and the chaotic properties are better [26]. The Lyapunov exponential
equation is defined according to Equation (7):

u = lim 1 In 'f’ (xj)| @)
S

The results of the calculation of the Lyapunov value are presented in the form of a graph
as shown in Fig. 5-8.

As seen in Fig. 5, the Lyapunov exponent shows a positive value at the value of r €
[0.4,4]. It can be said that the MSI-Circle map function is chaotic in that interval.

As seen in Fig. 6, the Lyapunov exponent shows a positive value at the value of 1 €
[0.1, 3]. This means, the MSI-Circle map function is chaotic.

The Lyapunov exponent shows in Fig. 7, positive value of Q € [0, 1) U [1.1,4]. It can be
said that the MSI-Circle map function is chaotic in that interval.

The Lyapunov exponent shows in Fig. 8, positive value of K € [0, 4]. It can be said that
the MSI-Circle map function is chaotic in that interval. Based on the bifurcation diagram
and Lyapunov exponent, we can find intervals that are domains that can be selected as initial
values and parameters for building chaotic keystreams.
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Fig. 5. Lyapunov exponent parameter r of the MSI-Circle map.

Lambda

Fig. 6. Lyapunov exponent parameter A of the MSI-Circle map.

3.3 NIST randomness test

To see the level of randomness of the sequence of random numbers generated from the chaos
function MSI- Circle map according to Equation (5). Tests were carried out using the NIST
randomness test. NIST Test Suite is a statistical package consisting of 16 tests developed to
test the randomness of a sequence of random numbers in the form of binary values [24]. The
test results are presented in Table 1.

Table 1 shows that the MSI-Circle map passed all NIST randomness tests. So it can be
said that the MSI-Circle map function is a random number generator function with excellent
randomness properties, reaching 100 %.



ITM Web of Conferences 61, 01005 (2024)
9" ISCPMS 2023

https://doi.org/10.1051/itmconf/20246101005

emega

Fig. 7. Lyapunov exponent parameter Q of the MSI-Circle map.
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Fig. 8. Lyapunov exponent parameter K of the MSI-Circle map.

Table 1. NIST Randomness Test Result of the MSI-Circle map

Type of Test P-Value Conclusion
Frequency Test (Monobit) 0.1378089205910381  Random
Frequency Test within a Block 0.8476988583858784  Random
Run Test 0.8777689456322431  Random
Longest Run of Ones in a Block 0.5619840183848979  Random
Binary Matrix Rank Test 0.5201621952939345  Random
Discrete Fourier Transform (Spectral) Test  0.9341778199756322 Random
Non-Overlapping Template Matching Test  0.11454848936970671 Random
Overlapping Template Matching Test 0.14793005479093957 Random
Maurer’s Universal Statistical Test 0.7065355312495885  Random
Linear Complexity Test Serial 0.6928878429130652  Random
Serial Test 0.4795679645403097  Random
0.814744388811974 Random
Approximate Entropy Test 0.7439705495984551  Random
Cumulative Sums (Forward) Test 0.04751851410116755 Random
Cumulative Sums (Reserve) Test 0.25500776056476404 Random
Random Excurcions Test 0.5673568276662320  Random
Random Excurcions Varian Test 0.6580912761789920  Random

4 Conclusion

The development of a new chaos function, through the function composition method between
MS map and Circle map, has been successfully carried out. The new chaos function is
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declared as the MSI-Circle map function. The developed MSI-Circle map function is also
chaotic. It can be seen from the results of the bifurcation diagram that it is solid for the value
of r € (—00,-3] U [3,—c0]. The Lyapunov exponent value is always non-negative for the
value of r € [0.4,4]. The level of randomness reached 100 % of the results of the NIST
randomness test for the value of xp = 0.4,r = 3.8,Q = 0.5,1 = 2.1,K = 4. Compared
to the SI'Yu map, the MSI-Circle map function can be said to be better because the NIST
randomness test shows that the chaotic STYu map has a randomness level of 62.5 %.
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