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Abstract. As artificial intelligence (Al) is increasingly integrated into
society, people are relying on it more and more, and higher requirements
are put forward for the safety and ethical standards of Al. This article
explores the development of artificial intelligence technology and its
potential safety and ethical challenges in various fields. In terms of security,
the risk of adversarial attacks is analyzed in depth, and the robustness of
the model is enhanced through adversarial training and data enhancement
techniques. In addition, it is recommended to adopt measures such as data
encryption and differential privacy to address data privacy and security
issues. Regarding ethical considerations, this paper identifies the origins of
algorithmic bias and argues for mitigating it through rigorous testing,
validation, and regulatory frameworks. It also highlights the importance of
increasing the transparency and explainability of Al to enhance public trust.
Finally, the paper emphasizes the importance of defining accountability for
Al behavior and suggests establishing laws and regulations that effectively
govern Al applications. In conclusion, the study argues that the
development of Al should emphasize safety and ethical considerations.
Through the combination of technical intervention, legal supervision and
social responsibility, the sustainable development of artificial intelligence
is effectively promoted.

1 Introduction

In recent years, with the development of technology, artificial intelligence (AI) has been
gradually improving and has been involved in various fields, such as autonomous driving,
the financial industry, and healthcare. AI technology not only improves production
efficiency but also drives society towards digital transformation. For example, in the
development of autonomous driving vehicles, Al technology is developing new traffic
patterns to make transportation more convenient and efficient. In the financial industry, Al
technology is used for risk prediction and market analysis, while in the medical field, Al
technology uses image recognition and data analysis to help doctors make more precise
diagnoses and treatments. However, as Al technology is widely applied, safety and ethical
issues have become increasingly prominent.
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As a strategic technology leading the future, Al is the core driving force for a new round
of scientific and technological revolution and industrial change and an important engine for
the development of new quality productivity. For example, in the medical field, Al can
propose high-quality solutions in drug development and reduce the time to drug production.
Al can make corresponding suggestions for doctors to improve the quality and efficiency of
medical services. In the financial sector, Al can provide services 24 hours a day, provide
customers with more personalized services by calculating large amounts of data, greatly
improve the efficiency of banks and companies, and help banks and companies automate
processes such as processing customer needs and loans. In the future, Al will be more
widely used, the application of large models will be more in-depth in the industry, promote
industrial upgrading and new technological revolution, more industries will be completely
changed by Al, and profoundly change people's social environment and living habits. The
rapid development also brings some risks. However, with the proper application of people
and reasonable policies and supervision, the risk will be reduced.

Therefore, this article will explore the challenges and solutions to the safety and ethical
issues of Al technology in today's society.

2 Al safety

Adversarial attacks interfere with the judgment of Al models through special data, seriously
affecting their security and reliability. The robustness of a model refers to its ability to
maintain performance in the face of attacks and noise, and improvements include
adversarial training and data enhancement. At the same time, data privacy and security go
hand in hand, with the former focusing on the protection of personal information and the
latter ensuring that data is protected from unauthorized access and tampering. Together,
these three aspects constitute the core elements of Al security, ensuring the security and
reliability of Al systems in technology, decision-making, and data management.

2.1 Adversarial attack

An adversarial attack is a type of attack that causes an Al to make bad judgments and
behaviors by feeding it special data. This attack will seriously affect the model to produce
the wrong output, affecting the security and reliability of the system. For example,
adversarial attacks can be used for signal jamming and spoofing. The anti-drone device
interferes with the drone's communications by transmitting signals on the same frequency
as the controller, forcing loss of connection or an emergency landing. This adversarial
attack will cause the Al to make wrong judgments, affecting its normal operation.

2.2 Model robustness

In this section, the definition of model robustness and several methods to improve
robustness are briefly explained. Robustness refers to the ability of the model to maintain
its performance and predictive power in the face of counterattack and noise interference.
Model robustness can make the right choice when encountering noise interference or other
disturbances, and can still operate normally without being disturbed by the outside world in
a complex environment. On this premise is an excellent model robustness. The methods to
improve the robustness of the model include adversarial training, data enhancement, and
input preprocessing. These methods work together to significantly improve the ability of
the model to deal with counterdisturbance. Next, teammates will go into details of these
methods.
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Adpversarial training is a common way to improve robustness. When adversarial samples
are introduced into the training process, the model is trained with the original sample,
making the right choice between the two, and performing well in the face of both "normal"
and "abnormal". Enhancing Data is another way to solve this problem. Different
transformations on the original sample, for example, can change the color of the sample,
shape, data changes, etc. In this way, the model can adapt to various input changes when
facing different samples, and improve the resistance to data disturbance. Before the model
is processed on the data, the noise or adversarial attack that may exist in the processing
process is removed. Common ways include noise reduction, edge detection, etc. This
enables the model to show good coping measures in the face of noise disturbance or other
adversarial attacks.

2.3 Data privacy and security

Data privacy is the idea that information directly or indirectly contained in the data,
involving individuals or organizations, is not suitable for public disclosure, and needs to be
protected in the process of data collection, data storage, data investigation and analysis, and
data release. The ability to protect data privacy, usually using data anonymization, data
perturbation, data encryption, differential privacy, and other technologies.

This means users have management rights and control over their personal data, and
users can accept or reject the collection of data. Under the premise, personal data can only
be used in the correct and legal way, data privacy is protected by law, is also restricted by
law, and may not be used arbitrarily. Data security refers to a set of measures and
techniques that protect data from unauthorized access, use, destruction, disclosure, or
tampering. The purpose of data security is to protect the confidentiality, integrity, and
availability of data. Data security not only needs to ensure the security of the whole life
cycle of data from the perspective of science and technology, combined with a
multidisciplinary approach, but also needs to start from the perspective of government
governance, cooperate with multiple departments, and provide legal basis and policy
guarantee for data security by improving laws and regulations and establishing a regulatory
system.

While data privacy focuses on how data is used, ensuring that personal data is protected
within a legal, ethical framework, and emphasizing users' right to information and consent,
data security focuses on how to protect data from unauthorized access and prevent data
leakage, tampering or loss, emphasizing the defense of technical means. The two
complement each other, data privacy can only be achieved by protecting data security, and
ensuring data privacy compliance can also help reduce data security risks.

3 Al Ethics issues

3.1 Algorithmic bias and discrimination

Algorithmic bias refers to the unjust or discriminatory behavior of Al systems when making
decisions. Bias and discrimination may cause distress and harm to minorities. The
formation of bias and discrimination has multiple factors, including data, models,
development processes, and the social environment. The sources of algorithmic bias are
mainly influenced by several factors such as data bias, human intervention and developer
bias, and social structural bias. Human intervention and developer bias happens because
developers may unconsciously or consciously inject their biases into the development
process of an Al system, leading to Al's thinking and decision-making being biased during
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operation. For example: iTutor Group Inc., an English tutoring company, faced legal
consequences for using an Al application software to automatically reject older job
applicants. The system was programmed to exclude female job applicants over 55 years old
and male job applicants over 60 years old, regardless of their self-sufficiency or experience.

This case of age discrimination driven by Al resulted in the Equal Employment
Opportunity Commission paying $356,000 in settlement. The example demonstrates how
developers amplified age discrimination during the coding process of Al. This
disadvantaged older job applicants in the competition and subjected them to unfair
treatment. Human intervention has a significant impact on algorithmic discrimination and
can cause harm to users. This case shows that during the design and development of Al
systems, developers' conscious or unconscious biases may be amplified and affect Al's
judgment results, especially in applications involving credit scoring and healthcare, where
algorithmic bias can have significant negative impacts on specific groups of people.
Therefore, the an urgent need for Al's fairness and transparency [1]. Data bias: when
developers train Al there is bias in the uploaded data, and Al will inherit the bias in the
data during the training process. For Instance, a Brookings Institution study highlights how
Al-based financial services perpetuate socioeconomic inequalities in credit scores. The
study found that existing credit scores, such as FICO scores, were strongly correlated with
race, with white home buyers having an average credit score 57 points higher than black
applicants and 33 points higher than Hispanic applicants. These differences lead to
significant differences in loan approvals and interest rates. More than 1 in 5 blacks had
FICO scores below 620, compared to 1 in 19 whites. Even if race is not explicitly included
as a factor, Al systems tend to look for alternative factors due to existing income and wealth
gaps between racial groups. While new Al models that use alternative data such as cash
flow analysis may reduce some of the bias, they are still somewhat correlated with income
and wealth. Addressing socioeconomic biases in Al credit scoring systems is a complex
challenge, and efforts to improve accuracy sometimes inadvertently amplify existing gaps.

This suggests that even when AI systems do not directly include race as a
decision-making variable, they may still inadvertently widen racial inequality due to
implicit biases in the data. The root of the problem is that the data itself is unequal. When
data is used directly to train Al, these biases can be inherited by the Al, thereby affecting
specific racial or social groups [2].

Society and structure: Al is run within the social structure, he will to a certain extent.
Reflecting the social structure may be affected by socio-political factors, which will also be
reflected in the Al algorithm and the answer to the question.

Example: Most of the Al models in China cannot publish sensitive topics related to
politics, and the Al system does not support or answer sensitive topics related to Chinese
politics, such as national division and socialist policies.

As a product of human society, Al systems inevitably inherit social values and
ideologies. Al's "silence" on certain sensitive topics is actually a response to the norms of
social behavior, thereby reinforcing existing constraints and limitations at the technical
level. Therefore, the design and training of Al may also be influenced by cultural context,
resulting in Al showing a bias or avoidance when answering questions.

3.2 Transparency and explainability

Transparency and explainability are important in the operation process of Al systems.
Transparency means that the operation process, decision-making mechanism, data flow, and
model behavior can be understood and traced by people. People can see clearly and
transparently how Al makes decisions; Interpretability means that people can logically
figure out how Al solves this problem and answers this question through Al's operational
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principles, and how to produce explanations for Al's own answers. Organizations are
increasingly using complex black-box machine learning models for high-stakes decisions.
A popular approach to solving the opacity problem of black-box machine learning models
is to use a post-interpretability approach. These methods approximate the logic of the
underlying machine-learning models and aim to explain their inner workings so that human
examiners can understand them [3].

3.3 Accountability and responsibility

AT's machine behavior is different from the traditional sense of machine behavior,
traditional Machines do not have the ability to think and make decisions, just different parts
assembled by the motor to run

Unlike machines that have no autonomous consciousness, Al can think and make
decisions, which is the ability of its machine to act autonomously without human
interference.

Therefore, there is also a moral responsibility for the behavior of Al machines.
Therefore, in order to avoid the ethical risks of educational Al, the United States has
formulated relevant standards for educational Al, strengthened the supervision of
educational Al algorithms, introduced data protection guidelines and bills, and standardized
the application of intelligent technology in education. China should learn from the
governance strategies of the ethical issues of educational Al in the United States, formulate
and improve the corresponding policies of educational Al, establish an all-staff linkage
supervision mechanism throughout the whole life cycle, develop an educational Al ethical
framework, and cultivate and improve the Al literacy of teachers and students [4].

4 Current solutions and progress

In terms of Algorithmic bias and discrimination, human intervention discrimination, the use
of open source toolkits in the development and testing process to test the unit and reduce Al
bias, as well as the release of relevant laws, Microsoft issued a dialogue when Al robots
treat humans fairly guidelines, Relevant developers should develop Al according to
guidelines and laws [5]. Data bias can be fixed by detecting whether there is bias in the data
and checking the fairness of the data, before uploading data to train Al.

Transparency and interpretability: explainable reinforcement learning (XRL), or
explainable reinforcement learning, is an Al. XAI subproblem is used to enhance human
understanding of the model and optimize the performance of the model, so as to solve the
above four types of problems caused by the lack of solvability. There are commonalities
between XRL and XAI, while XRL has its own uniqueness [6,7].

Third, the attribution of responsibility for Al: The law of the state or related
organizations issuing the attribution of ethical responsibility for Al. Clear attribution of
responsibility for Al by relevant groups can avoid unnecessary disputes in times of conflict
[8,9]. On March 3, 2021, the European Commission adopted the Al Act, which aims to
introduce a common regulatory and legal framework for Al and clarify the attribution of
responsibility for AT [10].

5 Conclusion

This paper aims to discuss potential safety issues and ethical challenges to promote the
sustainable and responsible development of AI. In the foreseeable future, society's
acceptance of Al will further increase, and new problems will arise. However, the balance
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between technological progress and social responsibility should always be the basic
principle for measuring issues.

At present, adversarial attacks are considered to be the main threat, and the robustness
of models has become an important criterion for evaluating Al security performance. Data
privacy has become a consensus of the present, people also use differential privacy and
other means to prevent leaks.

In terms of ethical issues, Al's inheritance of human prejudice and discrimination has
been a concerned for all sectors of society. This bias, whether intentional or not, often
brings great losses to society. The lack of transparency and explainability of Al will also
affect people's attitudes towards Al. Through manual intervention, targeted training, and
other means, such problems can usually be solved. The improvement of relevant laws and
regulations is also the obligation of each country.

Al's outstanding performance in various fields shows its important impact on the
development of the world but also shows that in-depth research on Al safety and ethics is
urgent. The responses also need to evolve to adapt to more complex and volatile situations.
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