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Abstract. The rapid advancement of face recognition technology brings
inevitable threats from various attacks, significantly reducing model
accuracy and posing serious security risks. Enhancing defence mechanisms
through algorithms is crucial to mitigate these impacts. However, these
methods have limitations. New or complex attacks quickly diminish their
effectiveness as attackers upgrade their techniques. Some defence
techniques, while boosting model resilience, can adversely affect
performance. This paper focuses on adversarial learning for attack and
defence in face recognition, demonstrating the vulnerability of general
models to attacks and giving a defence method that has some effect, while
highlighting the limitations of current defences against complex attacks.
Implementing adversarial learning reveals stark vulnerabilities: the
constant tuning of parameters in the FGSM attack method reduces the
model accuracy to 39.00%, illustrating its aggressiveness. In contrast, the
adoption of PGD increases the sample prediction rate of the attacked
prediction errors to 26.00%, demonstrating a viable defence strategy to
bolster model robustness against such threats.

1 Introduction

Face recognition technology in recent years, it can efficiently and accurately carry out
identification and is widely used in security, finance and other fields to improve safety and
convenience. Its development has undergone a transformation from traditional feature
extraction to deep learning models, especially convolutional neural network (CNN), which
automatically extracts face features through multi-layer convolution and pooling to achieve
high-precision identification[1]. However, face recognition technology also encounters
several security challenges, such as adversarial attacks, privacy issues, data bias, and model
generalisation capabilities. Among them, adversarial attacks refer to the attackers adding
tiny perturbations to the image that are hard to detect with the naked eye through careful
design, misleading the face recognition system and seriously threatening the security and
reliability of the face recognition system[2]. In the face of these challenges, Adversarial
Learning was born. It has its origins in the early difficulties encountered in the practical
application of machine learning and plays a key role in the field of face recognition.
Attackers use the principles of adversarial learning to create confusion, and defenders use
this technique to counteract attacks and increase the robustness of face recognition
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systems[3]. With the deeper application of Al in critical areas, adversarial learning has
gained attention for its ability to improve model safety and robustness.

There are several defence methods against face recognition attacks based on adversarial
attacks. Adversarial training adds adversarial samples to the training data, and adds
perturbations to simulate the attack each time training is performed, which enhances the
robustness of the model to perturbations and improves the defence capability. However, it
requires a large number of computational resources, takes a long time to train, is only
effective against specific attacks (e.g., FGSM), is ineffective against new types of attacks,
and is prone to overfitting, which affects the accuracy of the model[3, 4]. Feature
compression uses methods such as PCA and self-encoder to reduce the dimensionality of
the input data and reduce the perturbation space for counter-attacks, making the compressed
features more difficult to be perturbed and enhancing the model's defence capability[5, 6].
However, the method may lose useful information, affecting accuracy, and has limited
effect on high-dimensional adversarial samples, poor adaptability, and difficulty in dealing
with various types of attacks. Input preprocessing reduces adversarial perturbations and
improves system robustness through techniques such as denoising, image cropping and
blurring[7, 8]. However, this can lead to loss of image details, affecting recognition
accuracy, and simple pre-processing is difficult to cope with evolving and complex
attacks[9]. While there are advantages and disadvantages to each of the existing defence
methods, there is no perfect solution for different types of attacks.

This paper aims to test the aggressiveness of the FGSM attack and the defensiveness of
the PGD adversarial learning method using the LFW dataset under the VGG16 model.
Based on this dataset and model, this paper will demonstrate the impact of FGSM attack on
the model performance through a series of experiments, including the changes of
confrontation accuracy and attack success rate under different perturbation strengths, and at
the same time elaborate the performance of the PGD adversarial learning method in
defending against the attack, so as to compare the effect of attack and defence and analyse
the essence of attack and defence in depth, and to reveal the inherent limitations of the
defence in the case of complex attacks, thus providing a new perspective for the
understanding of the essence of attack and defence. It provides a new perspective for the in-
depth understanding of the nature of attack and defence.

2. Data and Methodology

2.1 Data sources
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Fig. 1 Example of some images from the LFW dataset(Photocredit : Original )
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Labeled Faces in the Wild (LFW) dataset is derived from real scenes, with more than
13,000 images, covering 5,749 different characters, with a wide range of characters' races,
genders, and ages. The images vary greatly in posture, expression, lighting, etc., and are
labelled in detail, which helps to improve the robustness and generalization ability of the
model, and are widely used for face recognition algorithm evaluation[10]. Therefore, the
LFW dataset is selected for this paper. Among them, Fig. 1 shows some sample images of
the LFW dataset.

2.2 training model: VGG16
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Fig. 2 shows part of the architecture of VGG16(Photocredit : Original )

As shown in Fig. 2, the VGG16 architecture consists of an input layer, a convolutional layer,
a pooling layer, a fully connected layer and an output layer. The input layer accepts
224x224x3 RGB images, the convolutional layer uses 13 3x3 convolutional kernels divided
into multiple convolutional blocks, each block is followed by a 2x2 maximum pooling layer,
and the convolutional layer progressively extracts the image features and enhances the
network representation. Finally, enter three fully connected layers, the last layer outputs the
probability distribution of the category[11]. The advantage of VGG16 is its simple structure
and the use of small 3x3 convolutional kernel stacked deep networks to effectively improve
feature extraction. The deep architecture captures complex image features, is suitable for
migration learning, and performs superiorly especially when the amount of data is
insufficient. Its modular design is easy to extend and modify, and it shows strong
robustness in a variety of computer vision tasks, with high efficiency and accuracy despite
the large number of parameters[12].

2.3 Adversarial attack method

Fast Gradient Sign Method (FGSM) is a single-step adversarial attack method that quickly
generates adversarial samples by computing the gradient sign of the model loss function on
the input data and adding controlled perturbations (with magnitude controlled by €) along
the direction that maximizes the classification error. Its core formulation is equation (1)
above. This method is computationally efficient and can significantly reduce model
accuracy with little change in human eye perception, and is commonly used to expose the
vulnerability of neural networks and assess model robustness, as well as to provide a base
attack for adversarial training[4, 13].
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2.4 Methods of defence
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Fig. 3 PGD transfers samples from non-adversarial space to adversarial space by an
iterative process(Photocredit : Original )

In this paper, input preprocessing is used to reduce the effect of anti-perturbation by
modifying the input data (e.g. denoising, image enhancement, etc.)[9, 14]. This approach is
simple and efficient, but it is usually not fully robust against sophisticated attacks. Adopting
adversarial learning, adversarial samples are added to the training set during the training
process, so that the model can improve the accuracy and enhance the robustness of the
adversarial samples in an adversarial environment, and the common methods are
adversarial training[15]. In this paper, Projected Gradient Descent (PGD) is used. Fig. 3
shows the process of PGD to transfer samples from non-adversarial space to adversarial
space by an iterative way, which calculates the gradient of the perturbation to the loss
function and updates the perturbation along the direction of the gradient to maximize the
loss, and generates the adversarial samples by updating the perturbation through several
iterations. It has the advantage of high flexibility to adjust the perturbation size, step size
and number of iterations to enhance the attack effect[16].

3 Results

3.1 model training
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Fig. 4 Comparison of training and validation accuracies and loss values with the variation of
Epoch(Photocredit : Original )

Fig. 4 demonstrates the model's accuracy and loss values change with Epoch during
training and validation, the training loss and validation loss both decrease rapidly, and the
training accuracy and validation accuracy increase rapidly and maintain at a high level. The
training loss decreases from 2.0232 in the first round to a very low value in the late stage,
and the training accuracy rapidly increases from 58.15% to stabilise at 100%; the validation
loss gradually decreases from 0.4839 to a certain range of fluctuation, and the validation
accuracy increases from 85.26% and stabilises at 94.23% in the late stage. The above data
shows that it shows good accuracy on both training and test data, and the accuracy of the
test set is close to that of the training set, which means that the model has good
generalisation ability and is capable of performing face recognition tasks.

3.2 Attack studies
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Fig. 5 Comparison between original image and generated adversarial image(Photocredit : Original )

Adversarial 13

Pred: 11 Apreas

Fig. 5 shows some of the attacked images and the original image, which shows that after
the FGSM attack, the human eye is still able to distinguish different faces, however, the
face recognition model is no longer able to recognise them, proving the vulnerability of the
model to the attack.
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FGSM Attack Impact Analysis
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Fig. 6 Demonstrates the effect of FGSM attack parameter variations on model accuracy(Photocredit :
Original )

Table 1. Generating Adversarial Samples Using FGSM Attacks

No | Perturbation | Original accuracy | Confrontation accuracy | Success
strength (g) rate of
attack
2 0.01 98.33% 42.00% 57.29%
3 0.05 98.33% 36.67% 62.71%
4 0.1 98.33% 39.00% 60.34%
5 0.3 98.33% 39.00% 60.34%

Table 1 and Fig. 6 demonstrate the change of model accuracy of FGSM with the change
of attack parameters. When the raw accuracy is stable at 98.33%, when the perturbation
strength (€) is at a low level, i.e., increasing from 0 to 0.01, the countermeasure accuracy
plummets to 42.00%, and the success rate of the attack rises sharply to 57.29%, which fully
demonstrates the powerful destructive nature of the FGSM attack under low perturbation
strength, and the very small perturbation strength of 0.001 makes the model accuracy drop
significantly. As the perturbation strength is further increased from 0.05 to 0.3, the
confrontation accuracy rate stabilises at 39.00% after dropping to 36.67%, and the success
rate of the attack likewise stabilises at 60.34%, which shows a decreasing marginal effect
under high perturbation strength, strongly proving the high efficiency of the FGSM attack.
These data also clearly show that the traditional training approach does not take into
account the adversarial perturbation, resulting in the model showing significant
vulnerability in the face of adversarial attacks.

3.3 Defense research

Table 2. Prediction accuracy of different defence methods for generating adversarial samples

Mode of defence Accuracy
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None 0%
Data preprocessing 9.00%
PGD Adversarial Learning 18.00%

(100 random adversarial samples))

PGD Adversarial Learning 26.00%

(500 random adversarial samples)

PGD Adversarial Learning 23.00%

(1000 random adversarial samples)

Table 2 shows that the model accuracy is 0% when there is no defence, and the data
preprocessing only improves it to 9.00%, which shows that the defence effect is poor. PGD
Adversarial Learning performs outstandingly, with an accuracy of 18.00% using 100
random adversarial samples, and it rises to 26.00% when it is increased to 500, which
proves that increasing the number of samples can effectively improve the defence accuracy,
and it is a feasible defence strategy. However, when the samples are increased to 1000, the
accuracy rate drops to 23.00%. This shows that PGD adversarial learning is a feasible
defence method to defend against attacks, and its accuracy rate is higher than that of
general processing methods but there are some bottlenecks.

The above data clearly demonstrates the powerful effectiveness of the attack in breaking
through the defence system, and shows the performance of the adversarial learning method
in defending against the attack, which provides a new perspective for understanding the
nature of attack and defence in depth. However, there are still some limitations in this study.
On the one hand, the size and diversity of the LFW dataset are insufficient, which limits the
generalisation ability of the model in a wider range of scenarios. On the other hand, the
PGD and FGSM algorithms have their own limitations, with high computational
complexity in the PGD algorithm and a single direction of perturbation in the FGSM attack,
which affects the comprehensiveness of attack and defence research. In addition, the
research on adversarial attack and defence needs to make breakthroughs at multiple levels:
on the one hand, the universality of adversarial samples in complex tasks and cross-modal
scenarios should be explored in depth, and assessment benchmarks closer to the complex
conditions of the physical world should be constructed; on the other hand, it is necessary to
break through the limitations of the current defence strategies, and to improve the
robustness through theoretical analyses and dynamic self-adaptive mechanisms, while
strengthening cross-disciplinary collaboration, and pushing the unifying theoretical
framework to be establishment[3].

4 Conclusion

In this paper, the VGG model of convolutional neural network and the counterattack
method used to study the face recognition model in terms of attack and defence against
attack. Through the study data, it is found that in the case of the original accuracy remains
unchanged at 98.33%, the FGSM algorithm, with the increase of perturbation parameter,
the model correctness rate shows a cliff decline to 42.00% first, and then a slow decline
until a smooth 39.00%, which proves the high efficiency of the FGSM attack and the model
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shows significant vulnerability in the face of the antagonistic attack. Meanwhile, the
ordinary defence means of data preprocessing has a very poor defence effect with only
9.00% accuracy rate, while the PGD adversarial learning defence method, with the increase
of the number of adversarial samples, improves the accuracy rate to a maximum of 26.00%,
which proves that the adversarial learning defence method has a good defence against the
attack, and at the same time, there are certain bottlenecks in defenc.

This study systematically reveals the significant vulnerability of well-trained face

recognition models under adversarial attack scenarios, and at the same time verifies the
existence of protection efficacy boundaries for current mainstream adversarial learning
defence schemes. This finding provides an important warning for industry practitioners and
has guiding value for improving the practical security of biometric authentication systems.
Future research should build multi-scenario cross-modal face evaluation benchmarks,
integrate physical noise to improve test effectiveness; optimize the effectiveness of attack
algorithms, enhance adversarial performance through semantic perturbation and distributed
computing, and explore the biological mechanism of model vulnerability; establish attack
and defence dynamic game models with provable robust boundaries, and develop theory-
driven defence strategies; promote the synergistic innovation of cryptography, hardware
security, and defence technology, and build an open attack and defence platform, and
realize the system upgrade of face recognition system from passive defence to active
defence.
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