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Abstract. As education institutions face new security challenges, the 
integration of Artificial intelligence (AI) and computer vision with 
surveillance systems for real time monitoring and threat detection is 
becoming mainstream. The inefficiency of a traditional CCTV system, 
which rely on human monitoring, makes them susceptible to costly 
mistakes. This literature survey examines deep learning methodologies 
focused on Convolutional Neural Networks, YOLO based object detection, 
Haar Cascade classification, and Local Binary Pattern Histogram for 
campus surveillance and recognition systems used in the 46 works 
collected between 2020 and 2025. The survey tracks the advancements 
made towards systems that autonomously monitor and recognize faces, 
track vehicles, analyse crowds, and even detect behaviours, as AI systems 
attain the ability to automate processes. Although the systems in question 
boost recognition accuracy exceeding 95%, real time system flexibility, 
varying lighting conditions, occlusions, privacy, and system scalability 
remind touchy problems. The survey suggests that the AI powered systems 
of the future should work towards smart frameworks that integrate 
disparate surveillance systems and automated alert systems.  

1 Introduction 

Educational campuses are increasingly facing issues like theft, vandalism, trespassing, and 
student misconduct, all of which threaten safety and disrupt learning. Many institutions still 
rely on traditional CCTV systems that require operators to manually monitor footage. 
However, manual monitoring often leads to fatigue and reduced attention, especially as 
campus populations and surveillance areas grow. The growing use of artificial intelligence 
and computer vision has changed how campuses approach security. Instead of continuously 
watching the cameras, technology automatically checks the footages and then alerts 
authorities when something suspicious happens. In many cases, the systems identify 
potential threats more quickly and consistently than manual monitoring, and they can be 
expanded easily as the campus grows. With this shift, surveillance is no longer limited to 
simply recording events; it is becoming an active, automated process. This review explores 
how AI-based surveillance tools are being used in educational environments, particularly in 
areas such as facial recognition, object detection, and the analysis of human behaviour. The 
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discussion focuses on the current developments in the field, factors that influence system 
performance, and the key issues that need attention to create more reliable and integrated 
AI-supported security systems. 

2 Literature review 

AI-driven campus surveillance has progressed rapidly from 2020 to 2025, with most studies 
adopting deep learning models such as CNNs, YOLO, ResNet, VGG, FaceNet, and 
LightCNN, along with classical techniques like Haar Cascade, LBPH, HOG, SVM, and 
KNN. 

Early work in this area largely focused on applying facial recognition to routine campus 
tasks such as marking attendance and controlling entry. Approaches based on enrolment 
databases, LBPH, Haar Cascade, and various CNN architectures frequently achieved 
accuracy levels above 95%. However, their performance tended to decline when lighting 
conditions varied, when faces were captured from non-frontal angles, or when concerns 
related to privacy arose. Then, transfer learning with models such as ResNet50, VGG16, 
InceptionV3, and GoogleNet helped to increase accuracy and reduce the training effort. 
Yet, running these systems in real time was still challenging because of the heavy GPU and 
hardware requirements. So, many early solutions worked well in controlled lab conditions 
but struggled when applied on actual campuses. 

Real-time monitoring saw significant improvement with the adoption of YOLO models 
(YOLOv4, v5, v7, and v8), which made live face and object detection, alert generation, and 
behaviour tracking more practical. These systems generally performed well in identifying 
objects, children, rule violations, and even stray animals. However, their accuracy tended to 
drop in situations with poor lighting, class imbalance, occlusions, or inconsistent frame 
quality. IoT-based solutions built on Raspberry Pi or MERN pipelines provided affordable 
automation, but their performance was often limited by bandwidth restrictions, hardware 
capacity, and connectivity issues. 

Techniques based on 3D-CNN, C3D, I3D, and transformer-driven architectures gave 
strong results in identifying unsafe movements, exam-hall violations, and other suspicious 
activities. However, these methods often performed poorly when applied to low-resolution 
CCTV footage.  

Researchers also examined recognition tasks under more challenging conditions. Super-
resolution techniques such as U-Net, along with models like ArcFace, FaceMaskNet-21, 
and several custom CNN variants, improved detection for masked faces, low-quality 
images, and partially obstructed views. Even with these improvements, performance still 
dropped when faces appeared at extreme angles, when scenes were crowded, or when 
lighting changed abruptly. Lightweight models, including LBPH, HOG combined with 
SVM, and CNN paired with KNN, offered more cost-effective options, but their reliability 
in real-world environments remained limited. 

Large-scale facial recognition, regulatory compliance gaps, dataset transparency, 
privacy-preserving techniques like anonymization and federated learning, and the ethics 
and privacy concerns of specialized applications such as missing child identification, fall 
detection, biometric-based monitoring and child recovery work which has produced 
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positive results, but are all still plagued with aging effects, appearance changes, and privacy 
concerns has all been previously documented. 

Despite having integrated AI with sensors to increase efficiency and enable real-time 
response to alarm triggers, edge AI and IoT surveillance systems were still dependent on 
recalibration, and unfortunately, they still lacked standard metrics to evaluate their 
performance. Although low-cost surveillance provided good performances during tests with 
Arduino and PIR motion sensors, and Raspberry Pi, they were throttled by their low 
computational power, and they had very limited ranges of detection. 

Across the literature, preprocessing steps such as alignment, normalization, histogram 
equalization, and contrast enhancement helped improve accuracy. Commonly used datasets 
included LFW, VGGFace2, SCface, YouTube Face, FaceScrub, CAD, and many custom 
campus datasets. 

Even with reported performances of 85% to 99.9% accuracy, the systems performed 
poorly in the field due to poor lighting, obstacles, lack of detection of faces that were 
centered, small objects, and the limited detection range of the systems. Privacy and ethical 
surveillance systems, lack of generalization, scalability, and even systems to integrate them, 
were reported by every study. The computer science literature from closed campus AI 
based surveillance systems demonstrates great promise, but the literature still demonstrates 
the requirement of integrated multi-modal systems, faster AI systems that operate in real-
time, richer datasets, and AI systems that operate with privacy to be effective campus 
surveillance systems. 

3 Survey summary 
Key research on CCTV based facial recognition has been tabulated with respect to each 
researcher’s problem definition, methodology, and their results. This allows for a 
performance comparison that reveals the same methodologies, complex techniques used, 
and their performance results distributed over diverse implementations.  

Table 1. Survey summary. 

Ref.
No 

Problem Addressed Authors’ Approach / 
Method 

Results 

[1] 

Tracking and logging 
individual entries/exits 

Face registration + 
TensorCam with TensorFlow, 

Keras, Caffe2 

Efficient face tracking; 
accuracy not quantified; 
limited to pre-registered 

users 

[2] 
Real-time attendance 

via CCTV 
Face detection + LBPH; 
grayscale conversion and 

normalization 

99.69% accuracy; reliable 
in controlled 
environments 

[3] 

Efficient attendance 
with limited training 

Haar Cascade for detection + 
fine-tuned 

ResNet50/VGG16/InceptionV
3 

High accuracy; short 
training time; specific 
metrics not reported 

[4] Secure and scalable 
attendance marking 

Deep CNN for recognition 
after face alignment 

High accuracy claimed; 
exact value not provided 

[5] 
Enhancing campus 

safety with AI and IoT 
integration 

YOLO for object detection; 
IoT for alerts and data flow 

Improved response time; 
effectiveness dependent 

on network stability 
[6] Detecting violent Deep learning + temporal High accuracy in 
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interactions in campus 
surveillance 

analysis on human behavior identifying violent events; 
real-time alerts supported 

[7] 

Summarizing long 
CCTV videos into key 

activity events 

CNN with activity attention 
modeling on CAD dataset 

Effectively summarizes 
academic activity videos; 
accurate filtering of key 

events 

[8] 
Improving face/mask 

detection during 
surveillance 

HOG, SIFT, DNN, CNN; 
integrated using OpenCV and 

Dlib 

Accurate face recognition; 
handles unusual 

face/mask detection 

[9] 
Recognizing individuals 

in real-time CCTV 
streams 

PCA for features; CNN, 
KNN, RF for classification 

CNN achieved 97.5% 
accuracy; PCA slower 

and less accurate 

[10] 

Real-time small-scale 
attendance system 

LBPH with OpenCV; 
grayscale conversion + face 

detection 

High accuracy for small 
datasets; real-time 

functionality in controlled 
setup 

[11] 

Real-time face 
recognition with limited 

hardware 

CNN via Dlib; face alignment 
and cropping; compared with 

HoG 

CNN achieved 98.3% 
accuracy; outperformed 

HoG; real-time on 
Raspberry Pi 

[12] 
Affordable IoT-enabled 
face recognition from 

CCTV 

MTCNN + LBPH classifier; 
brightness & illumination 

normalization 

73.41% accuracy; training 
~309 sec; real-time alerts 

enabled 

[13] 
Face recognition using 

landmark-based 
morphometrics 

HOG + Dlib landmark 
detection; Likelihood Ratio 

method 

85.75% TPR, 25% FPR, 
cllr = 0.26; interpretable, 

forensic-friendly 

[14] 

Robust recognition in 
CCTV with 

occlusion/lighting 

Histogram equalization + 
GoogleNet CNN + attention 

aggregation 

98.55% accuracy on 
YouTube Face Dataset; 
99.12% (no occlusion), 

98.87% (occluded) 

[15] 
Face recognition under 

mask-wearing 
conditions 

FaceMaskNet-21 (CNN + 
quadruplet loss); LFW, 

RMFRD datasets 

88.92% overall accuracy; 
100% for single-face 

video frames 

[16] 
Variations in face 

angles, lighting, and 
accessories 

CNN + Haar, PCA, ICA, 
SVM; 400 images (students) 

CNN+Haar: 98.95%; 
CNN: 97.83%; Haar: 

78.95%; SVM: 93.95% 

[17] 

Ethical, legal, and 
privacy issues in facial 

recognition 

Theoretical analysis; case 
studies (Clearview AI, AFR 

Locate) 

No metrics; proposed 
legal oversight, 

transparency, and public 
consent 

[18] 

Qualitative evaluation 
of analog CCTV 

systems 

Manual observation and 
interviews; no image data 

Reduction in theft and 
vandalism; no smart 
analytics or digital 

features 

[19] 
Improving recognition 

in low-res CCTV 
frames 

Super-resolution (U-Net, 
EDSR) + FR (ResNet50, 

MobileNetV2) 

U-Net + ResNet50: 85% 
accuracy, 87% precision, 

114 ms/image 

[20] 

Identifying 
children/strangers 

through face and object 
detection 

YOLOv8 + 
CNN/LBPH/SVM; face 

classification by age/mask 

YOLO mAP@0.5: 0.995; 
CNN most accurate; 

LBPH fastest 

[21] 
Comparing recognition 
methods for attendance 

Reviewed 30 papers; CNN, 
LBPH, HOG, Eigenface, 

SVM 

CNN: up to 99% 
accuracy; LBPH: 92%; 
CNN > others overall 

[22] Robust facial 
recognition under 

MediaPipe Face Mesh + 
BlazeFace + DNN 

Accuracy: 94.23%; robust 
to illumination and 
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pose/illumination 
changes 

background variation 

[23] 

Enhancing privacy 
using lensless camera 

data 

FlatCam dataset; DCT 
transformation + VGG16, 

VGG-ATT 

VGG-ATT + DCT: 
87.71% accuracy; lower 

performance on raw 
sensor input 

[24] 

Security surveillance 
using real-time facial 

recognition from CCTV 

Preprocessing with face 
detection and normalization; 
Deep CNNs + Haar Cascade 

High accuracy in real-
time face recognition; 
effective surveillance 

tracking 

[25] 

Recognizing faces in 
low-resolution CCTV 

footage 

LightCNN, MobileNet-V2, 
ArcFace on LFW and SCface 

datasets 

Achieved high accuracy 
in low-res conditions; 

ArcFace enhanced 
robustness 

[26] 
Classroom attendance 

using CCTV-based 
recognition 

Used FaceNet for 
embeddings, KNN classifier 

Achieved 92.85% 
accuracy in real-time 

attendance using CCTV 

[27] 
Suspect identification in 

security surveillance 
HBA for feature selection + 

KNN on ORL and Yale 
datasets 

Accuracy: 94.4% (ORL), 
92.3% (Yale); promising 
for law enforcement use 

[28] 

Real-time detection and 
identification of 
criminal faces 

Face detection via Haar, HOG 
for features, classified with 

SVM 

Alerts on matches; 
accuracy metrics not 
detailed but system 

worked live 

[29] 
Difficulty identifying 
criminals in CCTV 

under occlusion 

Face detection with MTCNN; 
recognition with ResNet 

Achieved 92.56% 
accuracy; works well in 
occluded CCTV scenes 

[30] 
Face identification in 
law enforcement tasks 

Haar Cascade + LBPH 
algorithm on law enforcement 

image set 

High accuracy; supports 
field application with 
enhancements needed 

[31] 

Facial recognition in 
unconstrained, real-

world settings 

Modified VGGFace16 with 
GAP & PReLU; transfer 

learning 

Achieved 99.9% 
accuracy, precision, 

recall, and F1-score on 
LFW, VGGFace2 

[32] 
Identifying missing 

children through facial 
recognition 

CNN with transfer learning; 
real-world and law 
enforcement images 

High precision and recall; 
exact values not provided 

[33] 

Locating missing 
children via face 

recognition 

128-d embeddings using pre-
trained CNNs; 

cosine/Euclidean comparison 

Functional system; 
accuracy not quantified; 
works with mobile and 

CCTV 

[34] 
Detecting cheating 

behavior during exams 
SSD for face, YOLOv5 for 
gesture, C3D for emotion 

analysis 

98.8% overall accuracy; 
99.2% for non-cheating 

detection 

[35] 
Real-time face 

recognition at airport 
checkpoints 

Real-time capture via 
Raspberry Pi; unspecified 

recognition model 

Functional testing 
completed; no specific 

accuracy metrics reported 

[36] 
Summary of face 

recognition using deep 
learning 

Reviewed VGG16, FaceNet, 
AlexNet, MTCNN, YOLO, 

etc. 

Reported accuracies from 
95% to 99.85%; gaps in 
occlusion handling noted 

[37] 

Privacy risks in facial 
recognition systems 

Survey of GANs, 
autoencoders, encryption, 

federated learning 

No performance metrics; 
presents solutions for 
privacy-preserving 

recognition 

[38] Real-time surveillance 
without human 

PIR/IR sensors + AI-based 
object and face recognition on 

Improved efficiency and 
reduced false alarms; 
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monitoring live feed metrics not specified 

[39] 
Improving recognition 

accuracy and fall 
detection 

FaceNet, ResNet, YOLOv8, 
3D-CNN; fusion of multiple 

classifiers 

KNN: 97.1% (face); 
YOLOv8: ~92% (fall); 

high accuracy across tasks 

[40] 
Low-cost real-time 
surveillance with 
anomaly detection 

PIR sensors + Arduino + K-
means clustering on motion 

events 

Accuracy: 94.75%–
98.75%; precision: up to 
96.77%; scalable solution 

[41] 
Object/person detection 

in campus CCTV 
YOLOv8 with MERN stack; 

Roboflow for annotation 
~80.56% accuracy; real-
time alerting for specific 

classes 

[42] 
Identifying violations 
(ID, shoes) in students 

YOLOv7 for object detection; 
CNN for face recognition 

YOLOv7: 90.4% 
accuracy; CNN testing 

accuracy: 92% 

[43] 
Securing wireless 
surveillance with 
optimal streaming 

H.265 compression + NVR + 
QoS + motion triggers 

Real-time access; 25–50% 
better data efficiency 

[44] 
Detecting anomalies in 

campus video using 
temporal modeling 

I3D, C3D + Vision 
Transformer-based Temporal 

Self Attention (TSA) 

TSA achieved 95.9% 
accuracy, 96.26% AP, F1: 

79.5%, EER: 2.9% 

[45] 
Real-time object 

detection and anomaly 
detection in libraries 

YOLOv4 with CSPDarknet53 
backbone on annotated CCTV 

data 

Precision: 92%, Recall: 
90%, F1-score: 91%, 

mAP: 91.73% 

[46] 

Detecting unsafe 
behavior in crowds 
using visual cues 

CNN + MRCDD (Masked 
Region-Centric Disparity 

Detection) 

Precision: 96.15%, 
Classification Rate: 

98.47%, False Detection 
Rate: 0.045% 

From all studies, surveillance has moved on rapidly with the addition of deep learning 
surveillance techniques such as CNNs, YOLO, ResNet, VGG16, which surpass older 
techniques like LBPH or Haar Cascade by leaps and bounds. Other works emphasized the 
use of IoT and hybrid systems with CNNs and transfer learning to achieve 90–99.9% 
accuracy. Nevertheless, the challenges of lighting, occlusion, privacy, and computational 
cost still raise some of the most important concerns and are the most pertinent when 
designing reliable and accurate real-time surveillance systems. 

4 Comparative analysis 

 
Fig. 1. Accuracy by AI Model 

Depicted in Figure 1 are various deep learning models such as CNN, ResNet50, VGG16, 
Inception V3 achieving more than 98% accuracy, making them incredibly trustworthy for 
surveillance. YOLOv5 is also good for fast object recognition, while LBPH stands lower at 
approximately 92%. In general, deep models outperform classical approaches in most 
adaptability and real-world scenarios.  
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Fig. 2. AI Techniques Distribution 

Depicted in Figure 2 are CNN based methods dominating the CNN based approaches in 
research at 45% usage due to its great feature extraction. YOLO also garners 20% for its 
real time object detection while LBPH and hybrid approaches cater to the lower resource 
niche. There is increasing interest in and smarter, integrated surveillance systems.   

 
Fig. 3. Number of Model Studied 

In Figure 3, almost all of the literature is focused on CNN frameworks, while YOLO and 
LBPH are gradually increasing in popularity for detection and recognition. Hybrid and IoT 
models are still uncommon, suggesting these are the earlier stages of research. The trend is 
indicating that more complex systems are going to replace the single model systems.   

 
Fig. 4. Accuracy vs Error by Model Across Literature 

Figure 4 has deep models such as ResNet, DenseNet, Inception, YOLOv5 and CNN almost 
defect free, whereas LBPH has more errors. The reason for the gap is primarily due to 
LBPH's lack of deep learning features. Overall, deep learning architectures generalize 
better in surveillance tasks. 
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Fig. 5. Common limitations Identified in Reviewed Studies 

The most prevalent limitations in the performance of surveillance systems in real-world 
settings are lighting changes and occlusions, as shown in Fig 5. After those are performance 
challenges like pose variation, privacy issues, costly computational demands, and limited 
scalability challenges. In real-world scenarios, most AI systems still struggle, even when 
labs prove the systems accurate. 

 
Fig. 6. Dataset Usage Frequency in Reviewed Studies 

Heavy reliance on custom-created campus datasets is illustrated in Fig 6, in addition to 
continuing use of LFW and VGG-Face2 as benchmarking. For orphan datasets like ORL 
and Yale, the only use case is to conduct foundational tests, as they appear to be outdated. 
The trend shows the need to develop more diverse and contemporary datasets to help 
improve the robustness of models. 

5 Research gap identified 

Educational Over the years, many users of AI surveillance tech have been able to customize 
the software to specify the types of inputs the software is supposed to recognize, and then 
choose which inputs the software is expected to recognize. Most of these systems do not 
seem to recognize the complexities and challenges of configuring systems to recognize 
behaviors and recognize and correlate behaviors to moving people. Performance drops 
sharply in fast-paced environments, and many systems struggle in low-light situations, and 
move too fast to be captured for analysis. The systems these organizations are often renting 
or licensing are very reactive systems which means alerts for problematic situations are not 
configurable, so organizations become stuck in cycles where they can only react to 
problems when they occur for the first time, and every time after. Limited lighting, 
inclement weather, hardware updated, and many other factors also greatly weaken the 
detection and system overall. Scalability is another susceptible challenge, as many systems 
only implement one tool, and have very limited cross-functionality. This makes it nearly 
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impossible to create a unified, other than educational, surveillance system. As a 
consequence of systemic fragmentation, instead of implementing a flexible, complete 
fusion of integration, automation, connectivity, and in real time systems are expected to do 
these tasks, greatly sophisticated and capable systems still unfulfilled lose efficiency. 

6 Future scope 
Developing systems that can simultaneously and seamlessly analyze faces, behaviors, and 
vehicle and adap-tively are the most important systems to design. Edge computing and 
federated learning will improve speed at the cost of enhanced user privacy by Explainable 
AI should be included to improve automated trust systems to gain trust in the systems built. 

There is a strong need for richer and more diverse campus surveillance datasets so that 
models can better handle real-world variations. With the growth of IoT and 5G, faster data 
transfer and instant alerts will support more proactive and responsive monitoring. Finally, 
future systems must balance security with privacy by using privacy-preserving techniques 
and strong ethical governance frameworks to ensure responsible deployment in educational 
environments. 

7 Conclusion 

In conclusion, the AI-based surveillance systems that incorporate models such as CNN, 
YOLO, ResNet, and VGG had a positive impact on campus safety from 2020–2025 and 
improving face, behavior, and object recognition, which allowed campuses to go beyond 
simple CCTV recording and monitor their facilities in real time. However, poor lighting, 
occlusions, pose shifts, high computational needs, and privacy concerns continue to impact 
the challenge of broad deployment. Many systems also lack sufficient multimodal 
integration and real-time alerts. 

Highlighted in this report, we are forecasting the future work to revolve around the 
design of edge computing driven, multi-purpose, and privacy-preserving surveillance 
systems. There are several surveillance systems that are more reliable and smarter. Such 
systems would have the ability to use edge computing in real time, multi-sensor fusion, 
autonomous patrolling robotics, and federated learning. There is also a need for closure of 
these gaps to empower educational setting to implement surveillance systems that are more 
reliable, scalable and AI driven. There also needs to be a balance of these frameworks gaps 
to ensure the governance of ethically and socially acceptable use. 
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