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Abstract. Social engineering attacks capitalize on the human mental vulnerability and not technical
vulnerability and thus it is not easily spotted by traditional cybersecurity controls. Traditional security
mechanisms like authentication system, phishing system, and intrusion system detection systems are largely
centered on infrastructure based threats and in most cases fail when genuine users are compromised on
authenticated systems. This paper will suggest a real-time behavioural monitoring model to be used in
identifying possible manipulation of social engineering during web-form communications. The solution will
combine behavioral biometrics and contextual form-usage analysis to detect any interaction anomalies that
can suggest cognitive manipulation. Lightweight client-side monitoring captures behavioral information such
as the timing of keystroke, the behavior of mouse movements, pauses, and patterns of corrections, and
contextual information such as dwell time, field-entry sequence deviation, and frequency of re-edits are
derived out of form interaction behavior. The features are converted to session-level vectors and tested
based on machine learning models. Experimental assessment of 50 subjects demonstrates that Multi-Layer
Perceptron model finds 94.1% percentage with an AUC of 0.96 with less than 1-second inference delay.

legitimate user is swindled over in an authenticated
session. Under these circumstances, the system will
monitor legitimate credentials and standard access

1 Introduction

The high growth of online platforms and cloud services, has

brought a great revolution in contemporary computing
systems. The web based infrastructures are becoming
essential in the manner in which online banking, e-
commerce services, healthcare systems and enterprise
applications are used to carry out their daily operations.
Despite the accessibility and efficiency offered by these
technologies, these technologies also increase the attack
surface that a cyber threat can attack. Over the last years,
attackers have started paying less attention to utilizing
software vulnerabilities and more to the manipulation of
human users, which has provided more and more social
engineering attacks. These are psychological attacks that
use urgency, the pressure of authority, fear and trust
exploitation as their approaches to influence the users to
divulge confidential information or take unintended
actions. Such attacks, as they are aimed at human behavior,
tend to evade the traditional cybersecurity measures.

Conventional security systems including password,
multi-factor, encryption, and phishing detection systems
are basically set up to detect unfriendly software
executions or unauthorized access attempts. Nevertheless,
such mechanisms fail to work in many instances where a
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practices and the user will obliviously undertake activities
that will jeopardize security. This leads to a growing
requirement of mechanisms of detection that are aimed at
detection of not only system-level anomalies but also
deviations in behavior of users when interacting.

Behavioral biometrics has become a prospective and
effective method of studying human interaction with the
computing systems. The studies of human-computer
interaction have found that behavioral cues (typing
rhythm, mouse movement pattern, hesitation period, and
cursor dynamics) have characteristic features that can
indicate changes in the cognitive state of the user. Once the
users are exposed to stress, confusion or external pressure
which in most cases can be linked with social engineering
manipulation, the interaction pattern is likely to be affected
unlike normal behavior. Such deviations give useful tips,
which are applicable in identifying any manipulation
attempts made by the web-based activities.

This paper was inspired by these findings and aims to
come up with a real-time social engineering attack
detection behavioral analytics system when interacting
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with web forms. The given solution is based on behavioral
biometric cues with the contextual patterns of form-usage
so as to detect interactions-level anomalies that might
reflect cognitive manipulation. The system will attempt to
warn of a potential leakage of sensitive information by
observing the actions of the users at the time of the input
session and by using machine learning models to identify
patterns of interactions, which will then aid in triggering an
immediate response to the signs of information leakage
before the form is submitted.

2 Literature Survey

Social engineering emerged as one of the greatest dangers
of the current-day cybersecurity since it is based on
psychological vulnerability of humans, but not the
technical vulnerability of the computing systems. The
conventional defense protection (firewalls, intrusion
detection systems, authentication protocols, etc.) is mostly
concerned with infrastructure and network layer
protection. Inasmuch as these mechanisms are useful in
combating malware attacks and unauthorized access to the
system, they are not as effective in detecting a scenario
where a normal user is manipulated to willingly release a
sensitive information. Research on phishing and social
manipulation attacks has shown that even the technically
secure systems can be undermined when an attacker uses
his or her human trust, urgency, or authority to shape the
behavior of the users.

Other studies conducted in the past in phishing
detection have centered mostly on detecting malicious
websites, emails or URLs through machine learning and
pattern recognition methods. Webpage content analysis,
visual similarity detection, and domain classification have
proved to be promising in the detection of a fraudulent
platform. Nonetheless, these methods are not applicable
in a situation where attackers are working in real systems
or manipulate the users to execute activities in the
authenticated sessions. When this happens, the traditional
detection systems may have nothing malicious or
suspicious in the network to detect.

Behavioral biometrics has become another approach in
improving cybersecurity through the interaction of users
with the computing devices. Continuous authentication
and fraud detection have extensively used techniques like
keystroke dynamics, analysis of mouse movements and
typing rhythm modeling. Studies have revealed that
patterns of neuromuscular interaction such as inter-key
latency, cursor acceleration and typing speed, were
relatively constant among individual users. These
attributes enable the behavioral biometrics to be an
implicit authentication regarding identity verification when
using a system. However, the available behavioral

biometric systems are mainly used to identify people,
instead of identifying cognitive manipulation during
communication.

Human-computer interaction research also gives
additional information on how cognitive stress and
external pressure can affect the user behavior. Empirical
research shows that the people exposed to stress or
uncertainty tend to show experimentally significant
variation in patterns
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Figure 1: System architecture of the proposed social
engineering detection framework.

of interaction, including a longer hesitation period,
nonlinearity in navigation routes, a longer stay time on
input fields, and repetitive correction behavior. Such
behavioral anomalies are indications that interaction-level
analytics can be of good use in identifying scenarios where
users can be manipulated or coerced. Irrespective of the
results, very few studies have delved into the domain of
integrating  behavioral biometrics and contextual
interaction analytics in detecting social engineering attacks
in real time. The study fills this gap by suggesting a
framework that integrates the response of signals of
behavioral interaction with the contextual analysis of form-
usage in order to identify cognitive manipulation in web-
based user interactions.

3 System Architecture

The proposed system is planned to be a real-time client
server system which tracks the behaviour of user
interaction during the use of web-forms and determine the
possible signs of manipulation in the social engineering.
The architecture incorporates behavioral monitoring and
contextual analytics coupled with the machine learning-
based detection to examine the patterns of interaction
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during form completion. The system works by gathering
the metadata of the interaction of the user on the browser,
converting the events gathered into structured feature
representations and assessing the resultant behavioral
patterns with trained classification models. Through this
architecture, the detection process is continuous
throughout the interaction session without disruption to
the normal user working process.

The client side of the system is in charge of gathering
behavioral cues as the user interacts with a web interface.
The web application will have lightweight JavaScript event
listeners that track interaction events including key
presses, movement paths of the mouse, changes in the
velocity of the cursor, changing focus of fields, and pastes.
Instead of capturing the literal textual content typed by the
user, the system instead captures solely behavioral
metadatas such as timing spans, frequency of events and
pathways to ensure the privacy of the user. These uncoded
events of interaction are sent safely to the backend
processing environment where they are consolidated into
session level data streams.

An event log processing (ELP) module running on the
server side operates on the gathered event logs converting
the interaction events into structured numerical feature
vectors. They use noise filtering, session segmentation,
normalization and feature scaling to ensure that there is
consistency across interaction sessions. The derived
feature vectors constitute behavioral and contextual
attributes of the interaction process and they are fed into
the machine learning detection engine. Each session is
tested by the detection engine with trained classification
models according to which the probability of cognitive
manipulation with regard to observable behavioral
deviations is estimated. Once the risk score has passed a
pre-determined threshold, a system response mechanism
can be activated that can lead to warning notifications,
further authentication, or temporarily block form
submission. This architecture allows to detect suspicious
interaction behavior in real time with minimal
computational load and the privacy of user input data is
not compromised.

4 Methodology

The suggested methodology is aimed at determining
behavioral deviation which can arise during the interaction
of users with web forms in the conditions of normal
functioning and in the conditions of simulated effects of
social engineering. The methodology involves the
combination of behavioral biometrics and contextual
interaction analytics to ensure that the user action on the
motor level and the level of interaction are both captured.
The general workflow is initiated by controlled data

gathering, feature extraction, feature preprocessing, and
machine learning based classification. The system can form
behavioral representations, based on the information
gathered throughout the interaction session, and not on
discrete events, and that can reflect the cognitive state of
the user when filling in the form.

The experimental data were also obtained by holding
experimental interaction sessions with fifty people. All
participants were given several web-form tasks that would
mimic real activities on the internet like the registration of
accounts and submitting of information. There were two
categories of sessions that were captured: ordinary
interaction sessions and the manipulated sessions which
were created to replicate the social engineering influence.
During manipulated sessions, the participants were
introduced to scripted prompts that depicted typical social
engineering situations, e.g., an emergency need,
instructions by authority, or false guidance. These prompts
were
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provided as messages or verbal instructions to simulate
real conditions of manipulation. The final dataset included
equal samples of both control and tampered interaction
sessions so that it could allow the support of sound models
training and testing.

In every session, a behavioral capture module on the client-
side captured fine-grained interaction events created by
the user. Timing of key presses, duration of key hold, cursor
movement patterns, mouse speed changes, frequency of
clicks, and changing input field were all monitored by the
system. Since the system is concerned with the patterns of
behavior as opposed to the analysis of the contents, the
text typed by the user is not stored. Rather it documents
the temporal and statistical features of user interactions
only. These raw events were converted into behavioral
indicators which included typing speed, variation in the
inter-key latency, frequency of the back space, hesitation
duration, the variance of mouse acceleration, and
irregularities in the movements of the cursor. These
measures of behavioural consistency are indicators of
motor-level consistency of user interactions and can show
some evidence of cognitive stress or indecision.

Besides motor-level behavioral indicators, the contextual
interaction features were obtained based on the structure
and usage patterns of the web form. Such contextual cues
are the time spent on fields of input, inconsistency with
anticipated order of field-entry, recidivism of fields that
have already been filled in, and copy-pasting in sensitive
fields. Studies on human-computer interaction indicate
that cognitive pressure or manipulation tends to cause
inconsistency in the sequence of interaction, as well as
heightened reluctance in making decisions. Through
intersectional interaction signatures and behavioral
biometrics, the system can gain a more detailed view of the
activity of the users.

The behavioral and contextual features were obtained
and concatenated into session-level feature vectors, which
represented every interaction session. Before the training
of the models, preprocessing methods such as noise filter,
normalization and feature scaling were used to minimize
the variability of the sessions. The trained dataset was split
into an eighty and twenty split to form the training and
testing dataset. Several supervised machine learning
algorithms were tested (Random Forest, Support Vector
Machine, Logistic Regression and Multi-Layer Perceptron).
The cross-validation was used to evaluate model
performance in order to minimize overfitting and
guarantee the ability to generalize. The trained models
were then applied to classify interaction sessions either as
normal or possibly manipulated allowing the system to
make an estimate of the probability of being influenced by

social engineering when engaged in a real time web
interaction.

5 Result And Discussion

The performance of the social engineering detection
framework that was proposed was measured in terms of
standard classification performance measurements such as
accuracy, precision, recall, and F1-score. Those metrics will
present the overall evaluation of the model to identify the
manipulated interaction sessions correctly and the low rate
of false detection. The experimental data were behavioral
interaction sessions recorded with fifty participants and
the models were optimized and tested on an eighty to
twenty training and testing split with five fold cross-
validation in order to enhance the reliability.

The Multi-Layer Perceptron model was the most
successful among the assessed models. The model has the
overall accuracy 94.1 and a precision of 93.3, recall of 95.2,
and F1-score 94.2. The recall value is very high, so it means
that the model was capable of identifying most of the
manipulated interaction sessions; this is especially crucial
in security-related applications where the inability to
detect
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Figure 3: ROC curve illustrating classification performance
of the detection model.

an attack can result in sensitive information leakage. The
classification with the Random Forest also delivered good
results with an overall accuracy of 92.4 and this suggests
that the ensemble learning methods are very useful in
modeling convoluted relationships between behavioral



ITM Web of Conferences 85, 02001 (2026)
ISSF 2026

https://doi.org/10.1051/itmconf/20268502001

and contextual interaction attributes. Comparatively,
Support Vector Machine has been seen to have a high level
of accuracy of 89.7% and the Logistic Regression got a
lower mark because its decision boundary is linear and as
such, fails to capture all nonlinear relationship in the
behavioral interaction data.

Analyzing the behavior of manipulated sessions revealed
that there are some interaction deviations that showed
consistency. Simulated social engineering situations led to
a longer hesitation time until sensitive information was
typed in by the users, more backspace keys were typed,
and the users took up uneven routes in maneuvering the
form fields. Besides, manipulated sessions were
characterized by more discrepancy in dwell time on certain
input fields and a higher rate of re-editing of information
entered earlier.The changes in behavior are consistent with
the results of the human-computer interaction studies that
indicate that cognitive stress and external pressure can be
a significant factor that determines user interaction
behavior. Integrating behavioral biometrics with contextual
form-usage analytics, the system could more reliably
detect these deviations than the methods that used only
one type of features.

The Receiver Operating Characteristic analysis was also
used to further test the discriminative capability of the
detection model. The ROC curve shows the trade-off of the
true positive rate versus the false positive rate in the
various levels of classification. The area under the curve
factor
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Figure 4: Machine learning model accuracy comparison

of the proposed detection model was 0.96 which showed
good classification capability and reliability in terms of
distinguishing normal interactivity and manipulated
sessions. Besides the performance in terms of classifier
classification, the system latency was measured to assess
the possibility of the real-time deployment.

Inference times per session classification were under a
second on average, proving that the framework can be
used in a real-time setting, and will not introduce delays
that are noticeable by users. The findings affirm the fact
that behavioral interaction monitoring offers a viable and
efficient platform of identifying possible social engineering
attacks in the process of web-based actions.

6 Conclusion

The problem of social engineering attack is still a major
menace in contemporary cyber security, as it takes
advantage of cognitive vulnerability of humans as opposed
to technical vulnerability of computer systems. The
conventional  security measures, which include
authentication, encryption, and phishing detection
systems, are mainly aimed at revealing the infrastructure
level threats and malware programs. Nevertheless, such
strategies fail to work when authorized users are
compromised to carry out malicious activities in the course
of authenticated sessions. Consequently, there is the
increased demand of detection mechanisms that can be
used to detect the behavioral abnormalities that may arise
during user engagement with web systems.

This paper introduced a live behavioral analytics model
that aims at identifying possible social engineering
manipulation in a web-form interaction. The suggested
solution includes the combination of behavioral-biometrics
and form-usage contextual analytics to ensure the
identification of both motor-level feedback of interactions
and higher-level behavioral patterns. The system generates
the session-level representations that can be seen as the
cognitive state of users when completing the form by
analyzing the rhythm of typing, the dynamics of the
movement of the mouse, the hesitation period, the dwell
time, and navigation behavior. These patterns of
interactions are assessed with the help of supervised
machine learning models to consider the sessions as
normal or possibly manipulated.

The proposed framework was tested based on as much
as fifty participants with the help of the interaction data,
which proved that the suggested framework is effective in
terms of identifying behavioral deviations linked to the
impact of social engineering. The Multi-Layer Perceptron
was the most successful model which had 94.1% accuracy
in its classification that had high recall and F1-score scores.
The robustness of the detection technique was additionally
proven with the help of Receiver Operating Characteristic
analysis, which also provided the Area Under Curve of 0.96.
Moreover, the system still had a sub-second inference
latency meaning that the suggested framework can be
deployed in real-time in web-based applications.
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Even though the results are showing good performance,
there are some limitations. The experimental data were
gathered under a controlled setting and had a small
number of subjects so it might not be a complete
representation of the diversity in reality with regard to user
behavior. The future studies will include widening the
sample base to include larger and more varied groups and
assessing the system robustness to adversarial behavioral
mimicry and extending the model to cover the mobile and
voice interaction setting. On the whole, behavioral
monitoring on the interaction level offers a scalable and
non-invasive method of social engineering attack detection
and increasing the security of human-centered digital
systems.
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