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Abstract 

In comparison to traditional centralized cloud method ability of the edifice of inception of Internet 

of Things (IOT) has demanded the enhancement in the demand for computing environment having 

less latency, efficiency in energy consumption, performance reliability that has far ahead. These 

requirements are consolidated by fog computing through shifting of distributed computation near to 

network edge, wherein which among IOT devices, fog nodes and could hubs workload balancing is 

the key vital task. In view of maintaining both efficiency and reliability is still a challenge while 

managing diverse resources and device mobility. This review work is intended to prepare a concise 

shade of efficient task offloading strategies in the field of fog-embedded IOT systems by classifying 

the available methods as heuristics, game-theoretic, hybrid approaches and machine learning 

paradigms. The review meticulously analyzes the latency and Quality of Service (QoS) performance 

metrics parallely examines the reliability enhancing techniques like fault tolerance and load 

balancing. To assist development of the scalable, intelligent methods it marks the future research 

directions at the end. 
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With the explosion of the Internet of Things (IoT)‚ in which various smart devices‚ sensors‚ 

actuators and smart platforms are interconnected‚ various smart systems have been developed and 

deployed‚ including smart healthcare systems‚ clever transportation systems‚ smart city 

infrastructures‚ industrial automation systems‚ and environmental monitoring systems․ Such 

applications can create huge volumes of data with decisions needed in a timely manner․ Recent 

advancements in cloud computing have enabled this to be addressed․ However‚ cloud solutions are 

constrained when trying to meet the latency‚ bandwidth and reliability requirements of latency 

critical‚ mission-critical IoT applications since the number of applications is exploding and the more 

stringent demands required by these applications are higher than ever before․  

Fog computing is a new way of doing distributed computing that takes cloud computing to the edge 

of the network to get around these limits. Fog computing moves processing, storage, and 

communication resources closer to IoT devices. This cuts down on latency, makes networks less 

crowded, and makes context-aware services better. The fog layer processes data at the local level 

and delivers services in real time to make sure that the real service works. This is between the IoT 

devices and cloud hubs. There are still big problems with syncing because resources are different, 

capacity limits are hard to change, and operating conditions are hard to predict. However, fog 

computing has some built-in benefits.. Irrespective of centralized clod architecture, local IoT 

gadgets or nearest fog nodes the task offloading mechanism is the center to fog-integrated 

architecture which defines the optimal execution site. To balance the contradicting metrics namely 

reliability, throughput optimization, minimizing power consumption, latency minimization there is a 

need of developing an ideal offloading approach to acquire a multi objective optimization strategy. 

In the direction of reaching the goal of consistent QoS the factors such as dynamic network 

topologies, stochastic workloads, node failures and mobility in devices exponentially increases the 

complexity further.  

In the distributed computing filed the primary focus was on research in the efficient and dependable 

task offloading methodologies during the span of few couple of years. A series of approaches have 

been devised including heuristics and metaheuristic, efficient game theory method, machine learning 

paradigm, along with deep learning and even deep reinforcement learning to tackle these issues. In 

order to make sure that the system is robust to avoid potential failures the aforementioned 

approaches are nested with reliability oriented methods like load balancing, fault tolerance, 

predictive resource allocation and redundancy schemes. However, despite these advancements, the 

research landscape remains notably fragmented. The setting up of comprehensive and unified 

understanding of the system is being tampered by too much changes in experimental setting, 

performance indicators, fundamental approaches along the studies bring the hurdles in performing 

scales comparison.  

To incorporate the advancing technologies in next generation IoT like AI, 5G/6G, edge intelligence 

and block chain the systems needs very demanding reliable and efficient task offloading approaches 

in the field of fog computing. This systematic review with aid of on-going research synthesis with 

assessing performance trade-offs by detecting the critical gaps finally diffusing into development of 

sustainable and scalable fog assisted IoT ecosystem The latest offloading needs edge intelligence 

with AI to take real-time decisions in order to perform huge data and 5G/6G technology assists time 

bound tasks with low latency backbones. To have secure data transfer on distributed fog nodes need 

deployment of blockchain ensuring decentralized trust framework. The fog computing researchers 

can leap front by meticulously evaluating these augmenting technologies in the perspective of 

building resilient infrastructure having ability of managing secure, energy efficient and massive data 

processing demand for the upcoming decades of future.  

The current review frames a detailed and organized analysis of task offloading in the area of fog 

computing, keeping focus on reliability and efficiency. The review pinpoints the current 

technologies and their crucial research gaps by classifying them on basis of their performance 

metrics and optimization goals. This work paves a way to the design a resource efficient and 

intelligent ecosystem having capacity of fulfilling the next generation’s rigorous demand of 

developing the unified framework by the researchers of the IoT field. The major role of this review 

is in its ability to establish the missing link between the practical deployment and theoretical 

methods. The review identifies the suitable approach that nest fit in the area of real time application 

by systematically analyzing the optimization techniques like latency reduction, energy efficiency 

and load balancing. Moreover the intention is even if the IoT devices move or go unstable the fog 

network shall be stable to withstand the fault tolerance and redundancy in mechanisms in the 

perspective of reliability enhancement of the system. At the end to establish an infrastructure for the 

future of connected devices with scalable architecture and robust system by enforcing the 

augmentation of artificial intelligence and distributed environment the review makes the organized 

blueprint.  
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Related Work: 

The edifice of data by all the sensors and connected devices has made the conventional cloud 

infrastructure a mess pool, making it burden to handle the crucial delays and security threats added 

as the Internet of things tend to expand. For distributing the computational jobs on the local nodes 

emphasis on near instantaneous response time and to have reduction in network congestion the fog 

computing paradigm emerges as very important supplementary. To manage the complexity of 

distributed fog computing, technologies like integrated machine learning and deep learning are 

necessary to predict traffic patterns, optimize resource allocation, and decide which tasks should be 

processed locally instead of in the global cloud.  The current review [1] illustrates the way AI-driven 

methodologies transform fog infrastructure being static connection to an effective responsive and an 

ecosystem that is self organizing having ability of aiding the next generation applications that time 

and task bound by augmenting these operations. Apart from highlighting the current research pitfalls 

the review also spreads light on simulation platforms, performance metrics, current task offloading 

and tasks about fog topologies.  

Because fog nodes (FNs) provide processing and storage resources closer to end devices, Fog 

computing has become a key way to support IoT applications that need low latency.  However, 

effective task scheduling is crucial due to IoT devices' limited capacity and the increasing need for 

work offloading. In order to decrease response time, a Modified Elk Herd Optimizer (MEHO) is 

suggested in this work [2], which models the job offloading problem as an optimization challenge. 

MEHO outperforms current methods like MOTO-MSSA, SSA, ABC, ACO, PSO, and Round 

Robin, according to simulation results, and statistical analysis confirms these gains. In order to 

improve the scalability and performance of fog-enabled IoT environments, future research directions 

include integrating AI-based techniques, improving security and privacy mechanisms, utilizing 5G 

capabilities, and taking into account other factors like task priority and energy efficiency 

Because of the rapid growth of IoT applications, it has become very important to effectively deploy 
and schedule distributed Machine Learning (ML) jobs. Finding the right number of dispersed 
activities and their sensor coverage for federated IoT ML workloads in a multi-layer fog computing 
architecture with different types of layers is a problem that hasn't gotten much attention. The 

research delineates a bifurcated solution: initially, optimal task partitioning and sensor coverage are 
established through a Deep Reinforcement Learning (DRL) methodology grounded in the Deep 
Deterministic Policy Gradient (DDPG) algorithm[3]; subsequently, these tasks are allocated across 
the edge, fog, and cloud layers utilizing a greedy algorithm. To reduce deployment latency, 
operating costs, and federated learning loss, the issue is framed as a three-objective optimization 
task. Experimental results show that the proposed strategy makes deployment more efficient by up 
to 32% compared to baseline Edge-IoT and Cloud-IoT methods. Future efforts will focus on 
enhancing the framework to support additional IoT-based machine learning applications and 
replacing the greedy deployment strategy with a deep reinforcement learning (DRL)-based 
approach. 

Adding fog computing to the IoT ecosystem greatly improves performance by spreading out data 

processing. However, it is very hard to optimize the process of coordinating tasks between local 

nodes and centralized cloud servers.  The article put front a hybrid approach that demonstrates the 

exploratory capacity of Jellyfish Search along-side the Simulated Annealing’s ability to overcome 

the energy-delay contradiction that is called IJSFA algorithm.  The IJSFA approach [4] cleverly 

identifies the execution-optimal site in a way by preferring the fog computation tasks upon urgency 

and demand on computation with emphasis on time critical processes at the priority during the 

cloud’s resources being utilized for heavy-lifting at the background. Not only the QoS requirements 

are managed even under bulk network load, but also there is scope of lesser power consumption 

while using this dual strategy. With a view at further research aimed at performance stability at the 

high network congestion durations this method proposes a more resilient infrastructure for advanced 

IoT as supported by relative simulation versus meta heuristics.  

The fog computation node’s shortcoming in computation and storage ability is overloaded by 

Internet of things is evolving with huge inflow of data which further stammers critically the 

performance of the fog infrastructure. The study [5] bypasses these shortcomings through drifting 

from centralized architecture towards traffic sensed decision making paradigm. The work uses 

decision tree model for each node to independently check the practical network condition by 

detecting variations in bandwidth and delays in queuing in the task offloading. The k-Means 

clustering method is utilized in the process of immense training to classify the complex data patterns 

as usable and utilizable inferences. In the process of ultimate network congestion the articles work 

establishes as better resilient system having ability to optimize hardware utilization and adaptable 

performance through simulation results.  
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Creation of serious demand for better efficient task scheduling approach in a hybrid cloud based fog 

computing system is influenced by a stream in huge data evolution lead by the volatile growth in the 

Internet of things. To tackle this bottleneck an enhanced MayFly algorithm is proposed by the article 

[6] which is a way to manage the Bag-of-Tasks applications using an n way strategy. The enhanced 

MayFly algorithm rectifies the population diversity and slow convergence issue of the age old 

metaheuristics approach by tweaking the individual and global learning factor to fine tune the both 

local and global searching capacity.  With help of improvised social attraction method enhancement 

the work integrates avoids the system by be part of local optima by making sure the thorough 

exploration of solution space. The main objective to design dependable ecosystem by parallelly 

shortening execution time, cost of processing and consumption of energy. The approach produces 

efficient cost effective and better computational speed which is evident from the regressive 

experimental evaluation which involves the comparison of enhanced MayFly algorithm versus 

popular benchmarks named GA, GWO and HHO making it a effective robust future holding fog 

computation ecosystem assisting heavy workload capability. 

Due to the Internet of Things applications have the processing of latency-critical and resource 

demands is fulfilled by fog computing however continuous-time queueing models are base for most 

of the trending task offloading approaches intended to follow decision policies and neglecting 

forwarding failures. This work [7] showcase a consolidated cloud based fog computing task 

offloading architecture which by using discrete-time queueing model takes the forwarding faults 

into consideration in the perspective of providing a practical system. As the task offloading happens 

with predetermined ratio and to enhance the modeling accuracy is augmented with forwarding error 

probabilities, delay oriented applications are prioritized at first. A system profit function is created 

estimate the general task offloading ratio in a way by balancing the system throughput and 

likelihood of task blocking. The proposed cloud based fog computation methodology potentially 

enhances the throughput and decreases blocking rate by rising the dependability, utilization of 

resources and final Quality of Services (QoS) when compared with the traditional only cloud 

methods as per the findings. 

There is importunate need for specialized task offloading methodologies having ability to support 

applications which are crucially delay based and energy oriented, as the exploding growth in the 

Internet of Things (IoT).  The challenge of achieving a synchronization between speed of execution 

and power consumption, inside the complicated Edge-For-Cloud stage wise representation, it is 

predominantly difficult because of implicit heterogeneity of fog architecture and time bound 

deadline limitations of distinct user tasks. The article [8] produces an IoT Task Dispatching (IOTD) 

strategy which is a special framework planned to assure deadline satisfactions along with a pathway 

to optimize the overall system processing so as to mitigate the aforementioned drawbacks. With the 

simulation results the article work confirms that it outperforms the Artificial Bee Colony (ABC) 

algorithm and Osmotic Approach (OA) considering the key metrics like reliability, resource 

utilization and convergence rates as compared with age old metaheuristics. The article methodology 

provides an enhanced foundation for real time processing through positively filling the gap between 

restricted IoT device capabilities and rugged cloud resources. Featuring forward the proposed IOTD 

architecture is defined to explode through the augmentation of very basic task scheduling and partial 

task offloading which intern pave path for better control upon task fragmentation and importunate 

data handling activities on the fog-cloud computation system.  

Through offloading large and time bound computations onto the proximal fog nodes the fog-cloud 

computation strategy enhances the resource limited Internet of Things by predominantly decreasing 

delay in execution time and conserving battery-life based energy.  Moreover the necessity of smart 

offloading strategies with capability of independent adaptation is the implicit need of the volatile 

and complex fog computation environment.  By categorizing the Reinforcement Learning (RL) and 

Deep Reinforcement Learning (DRL) into policy oriented, value added and hybrid infrastructure this 

work states a sophisticated analysis to assess their efficiency across distinct application case studies. 

The work [9] detects the Deep Q-Network (DQN) as a better widespread approach in parallel 

crucially examining the trade-offs of every methodology through verifying the key objectives like 

energy optimization and reduction in latency. In the view of providing strategic pathway for creating 

self-learning, adaptive task offloading elucidations for the future decade fog-cloud networks the 

article finally tries to fill the gap between non practical AI models and practical fog-cloud 

installations pinpointing yet to solve difficulties like reward function design as well as high 

dimensional state spaces.   

The centralized fog-cloud architecture [10] usually confronts the tediousness to manage the bulk 

huge amount of data liberated through sudden growth of Internet of Things implementations in the 

areas like healthcare, smart cities, industry and agriculture because of the inherent challenges like 

high latency, limitation in bandwidth and network congestions. The trending fog-cloud computation 

paradigm tries to mitigate these challenges through forwarding the processing resources proximal to 
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edge computing devices. Yet there are many challenges such as security, energy management, 

Quality of Service (QoS) assurance, allocation of resources and efficient task offloading even 

though there are many researchers working hard. This paper presents a blockchain-enabled 

intelligent framework for optimal resource allocation and dynamic job offloading in a cooperative 

cloud-fog environment in order to address these issues. This work explains the blockchaion based 

smart and intelligent framework for the cooperative fog-cloud infrastructure for task of jib 

offloading and for smart  While blockchain technology guarantees safe and decentralized data 

handling, the suggested framework uses an AI-driven metaheuristic approach based on an improved 

BAT algorithm to enable faster convergence and assist real-time decision-making. When compared 

to GA, PSO, and traditional BAT approaches, simulation results show savings of up to 20% in 

execution time and operational cost as well as an 18% decrease in energy use. Future studies will 

concentrate on applying the framework in heterogeneous IoT scenarios in the real world and 

including deep reinforcement learning techniques. 

The trending fog-cloud computing strategy not only enhances the cloud system efficiency but 

reduces the latency too, through planned offloading of computational overloads from resource 

limited gadgets. As fog computing is popularly known for handling hidden challenges in dynamic, 

heterogeneous system, specifically at the time of user mobility, fluctuating bandwidth and inflexible 

task deadlines the challenge of managing a consistent Quality of Service (QoS) becomes a hidden 

risk. The present [11] study mitigates these issues by handling the workflow level partial offloading 

and service shift in side the hybrid fog-cloud infrastructure within which dependencies among the 

processes makes decision making a crucial task at the highest level. In the direction of automating 

learning of optimized migration rules and policies on offloading the task a Deep Q-Network (DQN) 

oriented methodology is proposed by the current work to address this issue. To optimize the Timed 

Constraint Satisfaction Ratio (TCSR) through efficiently assigning penalty to the solutions that risk 

the missing deadlines, a key research this study proposes a specialized framework. Through 

simulation results the study confirms to produce an efficient balance of energy consumption, 

reducing latency, and increasing deadline compliance across uncertain fog landscapes though the 

DQN approach compare to the other benchmarks.  

At the site of the fog computing task offloading is mandatory for executing delay oriented Internet 

of Things (IoT) applications working on gadgets surrounded by constrained resources. This article 

study proposes a complete distributed strategy that eradicates the needs for centralized controller for 

Maximum Utility Task Offloading issues, where in which utility is termed as reciprocal of service 

delay. Under the umbrella of CONGEST paradigm a deterministic distributed methodology is [12] 

proposed which is aimed to achieve a (1/3−ε) approximation along with a better network size 

independent scalability as to fulfill the needed requirements. The challenge is framed as a 

maximum-weight synching problem on bipartite graph for the enhancement of the efficiency. The 

solution proposed efficiently manages the dynamic property of Internet of Things (IoT) framework, 

communication overheads, and distinct resources. However the study provides better flexibility and 

scalability despite centralized greedy approaches which the work stated achieves through simulation 

results. Apart from validating in the context of real world Internet of Things (IoT) scenarios 

including smart cities and industrial installations, forthcoming research plans also has challenges of 

augmenting energy-oriented methods, fault tolerant measures and learning oriented prediction 

algorithms. 

The presence of increased latency the exploding expansion of Internet of Things (IoT) applications 

in the fields of agriculture, healthcare, security, entertainment and smart cities has put forward the a 

huge data which id posing challenges for the real time execution in the cloud environment at the 

infrastructure of the cloud architecture.   By enabling task execution closer to end users and 

lowering latency and energy usage, fog computing enhances cloud infrastructure. In order to 

minimize energy consumption and delay while maintaining Quality of Service (QoS), this work [13]  

investigates IoT task offloading in heterogeneous fog-cloud settings as a multi-objective 

optimization issue. The NSGA-II algorithm is modified by the suggested TOF-NSGAII method to 

produce Pareto-optimal solutions that efficiently divide tasks between fog and cloud resources. 

According to experimental results, TOF-NSGAII shows effective task distribution and better 

resource usage in IoT systems, achieving an average reduction of 12.18% in energy consumption 

with just a slight 0.38% increase in latency when compared to previous techniques. 

Edge computing, which places processing and storage resources closer to end users, is becoming 

more popular as a result of the Internet of Things' explosive growth, which has raised the demand 

for low latency and effective service delivery. Maintaining Quality of Service (QoS) in dynamic and 

complex contexts requires effective job offloading and resource allocation. Nevertheless, a number 

of current metaheuristic techniques have drawbacks, including sluggish convergence, an uneven 

trade-off between exploration and exploitation, and vulnerability to local optima. This paper [14] 

suggests an autonomic cloud-edge framework based on the MAPE (Monitor–Analyze–Plan–
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Execute) model, along with a hybrid metaheuristic algorithm that blends Grey Wolf Optimization 

(GWO) and Whale Optimization Algorithm (WOA), to get around these restrictions. In order to 

reduce latency, operating costs, and energy usage, the suggested approach improves resource 

allocation. In comparison to current methods, experimental results show a 41% decrease in delay as 

well as significant gains in cost and energy efficiency. Future research will concentrate on 

combining blockchain-based and AI-driven security solutions, using Deep Q-Learning for intelligent 

resource management, and integrating machine learning models for better load balancing and 

workload prediction. 

IoT devices usually rely on cloud computing for job processing due to their limited computational 

capacity; yet, the physical distance to cloud data centers frequently causes increased latency and 

network congestion. By serving as intermediate processing layers that bring computing closer to end 

devices, fog nodes help to reduce these problems. While the Fair Task Offloading (FTO) method 

sought to incorporate these elements but lacked effective load balancing, previous task offloading 

systems took into account factors like energy usage, latency, or job priority independently. In order 

to overcome these constraints, this paper [15] presents EDP-TO (Energy, Delay, and Priority-aware 

Task Offloading), a multi-objective task offloading algorithm that also includes load balancing 

among fog nodes. The program divides jobs into smaller subtasks for more effective execution, 

guarantees balanced workload distribution, and chooses appropriate fog nodes using a multi-

objective optimization function. Under different conditions, two EDP-TO variations—with and 

without load balancing—were contrasted with FTO. The findings show increases in energy 

efficiency of up to 3%, latency reduction of up to 5%, and fairness of up to 45%. Future research 

will concentrate on facilitating the mobility of fog nodes and IoT devices, simulating task arrivals 

and interdependencies, adding more accurate energy and communication cost models, and 

investigating learning-based optimization strategies for additional performance improvement. 

Numerous applications in healthcare, transportation, and industrial systems are made possible by 

IoT devices with sophisticated sensing capabilities; nevertheless, carrying out operations locally 

frequently results in higher latency, higher energy consumption, network congestion, and 

competition for scarce resources. Fog computing addresses these challenges by allowing data 

processing closer to the network edge. This paper [16] suggests a job offloading technique based on 

the Gale–Shapley stable matching algorithm for D2D-assisted IoT networks in order to further 

reduce energy usage. Device-to-device communication is used to enable effective job offloading, 

and preference lists for IoT devices and fog nodes are built based on energy-related parameters. 

According to simulation results, at a transmission power level of 0 dB, the suggested stable 

matching methodology can cut overall energy consumption by about 40–300% when compared to 

current techniques. 
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Article Objective Methodology Algorithm 

computation offloading (MSCO) for 

IoT. 

computing with blockchain and 

decision logic; mobility and 

security considerations. 

learning/decision logic + 

blockchain support). 

[21]   

Develop a fog-based IoT healthcare 

monitoring framework for real-time 

heat stroke risk assessment and 

alerts. 

- Three-layer architecture (IoT 

sensor, fog, cloud). - Real-time 

local processing at fog layer + long-

term analysis in cloud.  

- Framework architecture  

[22]  

Survey and synthesize research on 

resource allocation techniques in IoT 

systems and highlight key 

approaches, challenges, and future 

directions. 

Systematic literature review of 

resource allocation strategies in 

IoT, covering edge, fog, cloud, and 

hybrid schemes. 

RL, optimization, 

heuristic, game-theoretic. 

[23]   

Improve offloading performance for 

delay-sensitive IoT applications by 

prioritizing and scheduling tasks in a 

fog-cloud environment. 

- Fuzzy logic to prioritize tasks by 

resource needs and deadlines 

Multipopulation Jaya optimization 

for heterogeneous scheduling. 

Compatibility-based heuristic for 

offloading decisions. 

- Fuzzy rule engine for 

task priority. - Elitism-

based multipopulation Jaya 

algorithm for task 

assignment. - Heuristic 

offloading strategy. 

 

 

 

 

 

Comparison of Task Offloading Strategies in Fog Computing 

Strategy Decision Basis 
Main 

Objective 
Advantages Disadvantages 

Suitable 

Applications 

Local 

offloading 
Device status 

Reduce device 

load 

Fast decision, low 

overhead 

No global 

optimization 

Wearables, 

sensors 

Centralized 
Global network 

info 

Optimal 

resource use 
Better scheduling 

Single point 

failure 
Smart cities 

Distributed 
Node 

collaboration 
Scalability Fault tolerant 

Coordination 

overhead 

Large IoT 

networks 

Full 

offloading 

Task 

complexity 

Reduce device 

computation 
Saves energy 

Network 

dependency 
AI inference 

Partial 

offloading 
Task partition 

Balance 

performance 
Low latency 

Partition 

complexity 

Video 

analytics 

Latency-

aware 
Delay metrics 

Minimize 

response time 
Real-time support 

May increase 

cost 
Healthcare IoT 

Energy-aware 
Power 

consumption 

Battery 

optimization 

Longer device 

life 

May increase 

latency 
Mobile IoT 

Cost-aware 
Resource 

pricing 
Reduce cost 

Budget 

optimization 
May affect QoS Cloud services 

QoS-aware 
Service 

parameters 
Reliability Better SLA 

Complex 

modeling 
Industrial IoT 

Heuristic Rules Fast scheduling 
Simple 

implementation 
Suboptimal 

Real-time 

scheduling 

Metaheuristic 
Optimization 

algorithms 

Near optimal 

solution 

Good 

performance 

Computation 

overhead 

Complex 

scheduling 

ML-based Learning Intelligent Adaptive Training cost Smart 

Strategy Decision Basis 
Main 

Objective 
Advantages Disadvantages 

Suitable 

Applications 

models decisions environments 

Game theory 
Resource 

competition 
Fair allocation Efficient sharing 

Mathematical 

complexity 

Multi-user 

systems 

Mobility 

aware 

Device 

movement 

Service 

continuity 

Good for 

dynamic systems 

Prediction 

difficulty 
Vehicular IoT 

Priority based 
Task 

importance 

Critical task 

handling 
Ensures deadlines 

Starvation 

possible 

Emergency 

systems 

Blockchain 

based 
Security 

Trust 

management 
Secure offloading Overhead Secure IoT 

AI predictive 
Workload 

prediction 

Proactive 

scheduling 
High efficiency 

Model 

complexity 

Smart 

infrastructure 

 

 

 

Critical Discussion and Research Gaps of Task Offloading Strategies in Fog Computing 

Table X compares major task offloading strategies used in fog computing. Although significant 

progress has been made, each strategy still suffers from limitations that create important research 

opportunities. 

 

Strategy-wise critical analysis and research gaps 

1. Local offloading 

Local decision strategies reduce communication overhead and provide quick decisions, but their 

major limitation is the lack of global network awareness, which may lead to inefficient resource 

utilization. 

Research gaps: 

 Lack of cooperative decision mechanisms 
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Strategy Decision Basis 
Main 

Objective 
Advantages Disadvantages 

Suitable 

Applications 

Local 

offloading 
Device status 

Reduce device 

load 

Fast decision, low 

overhead 

No global 

optimization 

Wearables, 

sensors 

Centralized 
Global network 

info 

Optimal 

resource use 
Better scheduling 

Single point 

failure 
Smart cities 

Distributed 
Node 

collaboration 
Scalability Fault tolerant 

Coordination 

overhead 

Large IoT 

networks 

Full 

offloading 

Task 

complexity 

Reduce device 

computation 
Saves energy 

Network 

dependency 
AI inference 

Partial 

offloading 
Task partition 

Balance 

performance 
Low latency 

Partition 

complexity 

Video 

analytics 

Latency-

aware 
Delay metrics 

Minimize 

response time 
Real-time support 

May increase 

cost 
Healthcare IoT 

Energy-aware 
Power 

consumption 

Battery 

optimization 

Longer device 

life 

May increase 

latency 
Mobile IoT 

Cost-aware 
Resource 

pricing 
Reduce cost 

Budget 

optimization 
May affect QoS Cloud services 

QoS-aware 
Service 

parameters 
Reliability Better SLA 

Complex 

modeling 
Industrial IoT 

Heuristic Rules Fast scheduling 
Simple 

implementation 
Suboptimal 

Real-time 

scheduling 

Metaheuristic 
Optimization 

algorithms 

Near optimal 

solution 

Good 

performance 

Computation 

overhead 

Complex 

scheduling 

ML-based Learning Intelligent Adaptive Training cost Smart 

Strategy Decision Basis 
Main 

Objective 
Advantages Disadvantages 

Suitable 

Applications 

models decisions environments 

Game theory 
Resource 

competition 
Fair allocation Efficient sharing 

Mathematical 

complexity 

Multi-user 

systems 

Mobility 

aware 

Device 

movement 

Service 

continuity 

Good for 

dynamic systems 

Prediction 

difficulty 
Vehicular IoT 

Priority based 
Task 

importance 

Critical task 

handling 
Ensures deadlines 

Starvation 

possible 

Emergency 

systems 

Blockchain 

based 
Security 

Trust 

management 
Secure offloading Overhead Secure IoT 

AI predictive 
Workload 

prediction 

Proactive 

scheduling 
High efficiency 

Model 

complexity 

Smart 

infrastructure 

 

 

 

Critical Discussion and Research Gaps of Task Offloading Strategies in Fog Computing 

Table X compares major task offloading strategies used in fog computing. Although significant 

progress has been made, each strategy still suffers from limitations that create important research 

opportunities. 

 

Strategy-wise critical analysis and research gaps 

1. Local offloading 

Local decision strategies reduce communication overhead and provide quick decisions, but their 

major limitation is the lack of global network awareness, which may lead to inefficient resource 

utilization. 

Research gaps: 

 Lack of cooperative decision mechanisms 
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 No global QoS optimization 

 Need for hybrid local–global decision frameworks 

 

2. Centralized strategies 

Centralized approaches provide optimal scheduling through global information but suffer from 

scalability issues and single point failure risks. 

Research gaps: 

 Need for fault-tolerant centralized controllers 

 Scalable hierarchical fog orchestration models 

 Distributed backup decision systems 

 

 

 

3. Distributed strategies 

Distributed approaches improve scalability and fault tolerance but introduce communication 

overhead and synchronization challenges. 

Research gaps: 

 Efficient distributed coordination protocols 

 Low-overhead consensus mechanisms 

 Trust management in distributed fog networks 

 

 

4. Full offloading 

Full offloading reduces device computation but increases dependency on network conditions and 

may cause bottlenecks. 

Research gaps: 

 Adaptive full/partial switching mechanisms 

 Network congestion aware offloading 

 Reliability-aware full offloading 

 

5. Partial offloading 

Partial offloading improves latency but requires efficient task partitioning which remains NP-hard. 

Research gaps: 

 AI-based automatic task partitioning 

 Graph-based task decomposition models 

 Dynamic task splitting in real-time environments 

 

 

6. Latency-aware strategies 

Latency-aware methods are essential for real-time systems but often ignore energy and cost trade-

offs. 

Research gaps: 

 Multi-objective latency-energy optimization 

 Ultra-low latency scheduling for 6G environments 

 Predictive latency estimation models 

 

7. Energy-aware strategies 

Energy-aware approaches extend device lifetime but may increase delay or reduce QoS. 

Research gaps: 

 Joint energy-latency optimization models 

 Renewable energy-aware fog scheduling 

 Energy harvesting IoT integration 

 

8. Cost-aware strategies 

Cost optimization may negatively affect service performance and reliability. 

Research gaps: 

 Cost–QoS balanced optimization 

 Dynamic pricing-aware scheduling 

 Economic models for fog resource sharing 

 

 

 

9. QoS-aware strategies 

QoS strategies improve reliability but involve complex modeling and SLA management. 

18

ITM Web of Conferences 87, 01019 (2026)	 https://doi.org/10.1051/itmconf/20268701019
ICCP-2026



 No global QoS optimization 

 Need for hybrid local–global decision frameworks 

 

2. Centralized strategies 

Centralized approaches provide optimal scheduling through global information but suffer from 

scalability issues and single point failure risks. 

Research gaps: 

 Need for fault-tolerant centralized controllers 

 Scalable hierarchical fog orchestration models 

 Distributed backup decision systems 

 

 

 

3. Distributed strategies 

Distributed approaches improve scalability and fault tolerance but introduce communication 

overhead and synchronization challenges. 

Research gaps: 

 Efficient distributed coordination protocols 

 Low-overhead consensus mechanisms 

 Trust management in distributed fog networks 

 

 

4. Full offloading 

Full offloading reduces device computation but increases dependency on network conditions and 

may cause bottlenecks. 

Research gaps: 

 Adaptive full/partial switching mechanisms 

 Network congestion aware offloading 

 Reliability-aware full offloading 

 

5. Partial offloading 

Partial offloading improves latency but requires efficient task partitioning which remains NP-hard. 

Research gaps: 

 AI-based automatic task partitioning 

 Graph-based task decomposition models 

 Dynamic task splitting in real-time environments 

 

 

6. Latency-aware strategies 

Latency-aware methods are essential for real-time systems but often ignore energy and cost trade-

offs. 

Research gaps: 

 Multi-objective latency-energy optimization 

 Ultra-low latency scheduling for 6G environments 

 Predictive latency estimation models 

 

7. Energy-aware strategies 

Energy-aware approaches extend device lifetime but may increase delay or reduce QoS. 

Research gaps: 

 Joint energy-latency optimization models 

 Renewable energy-aware fog scheduling 

 Energy harvesting IoT integration 

 

8. Cost-aware strategies 

Cost optimization may negatively affect service performance and reliability. 

Research gaps: 

 Cost–QoS balanced optimization 

 Dynamic pricing-aware scheduling 

 Economic models for fog resource sharing 

 

 

 

9. QoS-aware strategies 

QoS strategies improve reliability but involve complex modeling and SLA management. 
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Research gaps: 

 Lightweight QoS modeling 

 SLA-aware adaptive scheduling 

 Context-aware QoS management 

 

10. Heuristic approaches 

Heuristic methods are fast but may produce suboptimal results. 

Research gaps: 

 Hybrid heuristic–AI models 

 Adaptive heuristic parameter tuning 

 Context-aware heuristic rules 

 

11. Metaheuristic approaches 

Metaheuristics provide good optimization but have high computational cost. 

Research gaps: 

 Lightweight metaheuristic algorithms 

 Fast convergence optimization techniques 

 Hybrid metaheuristic–machine learning frameworks 

 

 

 

12. Machine learning based strategies 

ML approaches enable intelligent decisions but require large datasets and training time. 

Research gaps: 

 Online learning for dynamic fog environments 

 Federated learning for privacy preservation 

 Explainable AI for offloading decisions 

 Lightweight edge AI models 

 

13. Game theory based strategies 

Game theoretic models ensure fairness but are mathematically complex and difficult to implement in 

dynamic systems. 

Research gaps: 

 Practical game models for dynamic IoT 

 Incentive-based fog cooperation models 

 Learning-based game theory integration 

14. Mobility aware strategies 

Mobility-aware strategies are important for vehicular networks but mobility prediction remains 

difficult. 

Research gaps: 

 AI-based mobility prediction 

 Seamless handover mechanisms 

 Mobility-aware resource reservation 

 

 

 

15. Priority based strategies 

Priority scheduling ensures critical task execution but may cause starvation of low priority tasks. 

Research gaps: 

 Fair priority scheduling 

 Deadline-aware scheduling 

 Dynamic priority adaptation 

 

16. Blockchain based strategies 

Blockchain improves security but introduces computation and communication overhead. 

Research gaps: 

 Lightweight blockchain frameworks 

 Energy-efficient consensus mechanisms 

 Integration of blockchain with edge AI 

 Scalable trust management models 

 

17. AI predictive strategies 

AI predictive scheduling improves efficiency but model complexity and training overhead remain 

challenges. 
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Research gaps: 

 Lightweight QoS modeling 

 SLA-aware adaptive scheduling 

 Context-aware QoS management 

 

10. Heuristic approaches 

Heuristic methods are fast but may produce suboptimal results. 

Research gaps: 

 Hybrid heuristic–AI models 

 Adaptive heuristic parameter tuning 

 Context-aware heuristic rules 

 

11. Metaheuristic approaches 

Metaheuristics provide good optimization but have high computational cost. 

Research gaps: 

 Lightweight metaheuristic algorithms 

 Fast convergence optimization techniques 

 Hybrid metaheuristic–machine learning frameworks 

 

 

 

12. Machine learning based strategies 

ML approaches enable intelligent decisions but require large datasets and training time. 

Research gaps: 

 Online learning for dynamic fog environments 

 Federated learning for privacy preservation 

 Explainable AI for offloading decisions 

 Lightweight edge AI models 

 

13. Game theory based strategies 

Game theoretic models ensure fairness but are mathematically complex and difficult to implement in 

dynamic systems. 

Research gaps: 

 Practical game models for dynamic IoT 

 Incentive-based fog cooperation models 

 Learning-based game theory integration 

14. Mobility aware strategies 

Mobility-aware strategies are important for vehicular networks but mobility prediction remains 

difficult. 

Research gaps: 

 AI-based mobility prediction 

 Seamless handover mechanisms 

 Mobility-aware resource reservation 

 

 

 

15. Priority based strategies 

Priority scheduling ensures critical task execution but may cause starvation of low priority tasks. 

Research gaps: 

 Fair priority scheduling 

 Deadline-aware scheduling 

 Dynamic priority adaptation 

 

16. Blockchain based strategies 

Blockchain improves security but introduces computation and communication overhead. 

Research gaps: 

 Lightweight blockchain frameworks 

 Energy-efficient consensus mechanisms 

 Integration of blockchain with edge AI 

 Scalable trust management models 

 

17. AI predictive strategies 

AI predictive scheduling improves efficiency but model complexity and training overhead remain 

challenges. 
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Research gaps: 

 Real-time prediction models 

 Transfer learning for fog environments 

 Hybrid predictive optimization 

 Uncertainty-aware AI scheduling 

 

 

 

 

Comparison of algorithm used in Task Offloading Strategies in Fog Computing 

Algorithm Type Examples Complexity Optimality Adaptability 

Heuristic Greedy Low Medium Low 

Metaheuristic GA, PSO Medium High Medium 

Machine Learning RL, DL High High High 

Mathematical optimization Linear programming High Very High Low 

Hybrid AI RL + GA Very High Very High Very High 

 

Hybrid AI approaches mitigate the resource constraints of individual fog nodes by combining the 

global exploration of metaheuristic algorithms with the real-time adaptability of machine learning. 

Because fog nodes typically have limited CPU, memory, and power, a hybrid approach uses these 

strategies to prevent any single node from becoming a bottleneck:  

 

 

 

Key Mitigation Strategies 

Intelligent Load Balancing: Hybrid approaches, such as those that merge Genetic Algorithms with 

the Crayfish Optimization Algorithm, utilize "biological thresholds" to identify when a node's load 

exceeds its limits (typically set at 60%–70% utilization). This prompts the early transfer of tasks to 

less burdened neighboring nodes, promoting even resource distribution. Adaptive Resource 

Selection: By combining Deep Reinforcement Learning (DRL) with heuristic strategies, systems can 

automatically determine whether to handle a task locally at the edge, offload it to a more powerful 

fog node, or direct it to the cloud, dependent on the existing bandwidth and energy conditions. 

Energy-Aware Scheduling: Hybrid methods enhance the "energy-delay" balance by choosing the 

most energy-efficient computational unit for a given task. For instance, the GA-FSA method strikes 

a balance between computational, communication, and energy expenses to ensure stability.  

 

Performance Gains 

According to recent simulations using tools like iFogSim, these hybrid frameworks have achieved: 

30%–40% improvement in resource efficiency. 

20%–35% reduction in per-node energy consumption. 

Up to 70% reduction in end-to-end latency compared to cloud-only models. 

 

 

 

 

Conclusion: 

The conventional centralized cloud approach, the emergence of the Internet of Things (IoT) has 

created a need for computing environments that offer lower latency, improved energy efficiency, 

and enhanced performance reliability. Fog computing addresses these needs by bringing distributed 

computation closer to the network edge, where balancing workloads among IoT devices, fog nodes, 

and cloud hubs becomes a crucial task. However, ensuring both efficiency and reliability remains a 

challenge due to the management of diverse resources and device mobility. This review aims to 
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Research gaps: 

 Real-time prediction models 

 Transfer learning for fog environments 

 Hybrid predictive optimization 

 Uncertainty-aware AI scheduling 

 

 

 

 

Comparison of algorithm used in Task Offloading Strategies in Fog Computing 

Algorithm Type Examples Complexity Optimality Adaptability 

Heuristic Greedy Low Medium Low 

Metaheuristic GA, PSO Medium High Medium 

Machine Learning RL, DL High High High 

Mathematical optimization Linear programming High Very High Low 

Hybrid AI RL + GA Very High Very High Very High 

 

Hybrid AI approaches mitigate the resource constraints of individual fog nodes by combining the 

global exploration of metaheuristic algorithms with the real-time adaptability of machine learning. 

Because fog nodes typically have limited CPU, memory, and power, a hybrid approach uses these 

strategies to prevent any single node from becoming a bottleneck:  

 

 

 

Key Mitigation Strategies 

Intelligent Load Balancing: Hybrid approaches, such as those that merge Genetic Algorithms with 

the Crayfish Optimization Algorithm, utilize "biological thresholds" to identify when a node's load 

exceeds its limits (typically set at 60%–70% utilization). This prompts the early transfer of tasks to 

less burdened neighboring nodes, promoting even resource distribution. Adaptive Resource 

Selection: By combining Deep Reinforcement Learning (DRL) with heuristic strategies, systems can 

automatically determine whether to handle a task locally at the edge, offload it to a more powerful 

fog node, or direct it to the cloud, dependent on the existing bandwidth and energy conditions. 

Energy-Aware Scheduling: Hybrid methods enhance the "energy-delay" balance by choosing the 

most energy-efficient computational unit for a given task. For instance, the GA-FSA method strikes 

a balance between computational, communication, and energy expenses to ensure stability.  

 

Performance Gains 

According to recent simulations using tools like iFogSim, these hybrid frameworks have achieved: 

30%–40% improvement in resource efficiency. 

20%–35% reduction in per-node energy consumption. 

Up to 70% reduction in end-to-end latency compared to cloud-only models. 

 

 

 

 

Conclusion: 

The conventional centralized cloud approach, the emergence of the Internet of Things (IoT) has 

created a need for computing environments that offer lower latency, improved energy efficiency, 

and enhanced performance reliability. Fog computing addresses these needs by bringing distributed 

computation closer to the network edge, where balancing workloads among IoT devices, fog nodes, 

and cloud hubs becomes a crucial task. However, ensuring both efficiency and reliability remains a 

challenge due to the management of diverse resources and device mobility. This review aims to 
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provide a succinct overview of effective task offloading strategies in fog-embedded IoT systems by 

categorizing existing methods into heuristics, game-theoretic, hybrid approaches, and machine 

learning paradigms. The review thoroughly evaluates latency and Quality of Service (QoS) 

performance metrics while also examining reliability improvement techniques such as fault 

tolerance and load balancing. Finally, it outlines future research directions to support the 

development of scalable and intelligent methods. 
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