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Abstract— Secure access control and traffic separation is 
required today in order to allow networks to communicate 
securely and remain intact. In this paper we investigate how 
VLANs can be used as an effective method of creating logical 
access control and secure communication within a redundant 
switched networking environment. A redundant, three-switch 
ring topology was created and tested using Cisco Packet Tracer, 
to test VLAN behaviors, traffic separation, MAC addresses, and 
how packets are routed through a dynamic network. We also set 
up our network so that when we connect two or more switches 
together, IEEE 802.1Q would enable us to use all the VLANs on 
each individual switch and rapidly spanning tree protocol 
(RSTP) would remove the loops from the switches allowing our 
network to function properly. Our research studied how DHCP 
addresses were assigned to devices connected to the switches, 
how packets were forwarded through the switches, how 
broadcasts were contained within the network segments, and 
how quickly a failure could occur in case one of the switches 
failed by analyzing the packets at the level they passed through 
the switches. The results showed that VLAN based segmentation 
effectively restricted the spread of unauthorized traffic, 
established well-defined boundaries for authorized 
communication among network segments and maintained 
network reliability and availability. Also, the use of RSTP 
enabled the rapid resolution of link failures in the event of a 
redundant link failure. Overall, it appears that the combination 
of VLAN based segmentation with control functions provided 
an effective means of managing secure access to a network 
segment and improving the resiliency of the network. 

Keywords—VLAN, Network Segmentation, IEEE 
802.1Q,Rapid Spanning Tree Protocol (RSTP), Layer-2 
Security, Ring Topology. 

I.INTRODUCTION  
Modern Ethernet networking uses Virtual Local Area 

Networks (VLANs) for logical segmentation of network 
traffic[1],[15], and improves both network security and 
performance. VLANs provide network managers with 
flexibility to organize devices based on their functional roles 

or departments, regardless of whether they are physically 
located at the same site. The nature of VLAN implementations 
within a more complex topology such as a three switch ring is 
different than when compared to other topologies. A ring 
topology provides high availability and redundancy[5][14]. 
However, this topology can introduce the potential for 
broadcast loops and create instability in forwarding 
paths[6],[14]. Therefore, configuring these types of topologies 
properly is critical. 

Understanding VLAN segmentation in this context will 
prevent data from one VLAN from leaking into another 
segment (and thus, it preserves privacy and minimizes 
unnecessary congestion). Therefore, determining which 
frames are forwarded and filtered over the switches based on 
the application of 802.1Q VLAN tagging, trunk links and 
access ports; and, how each switch learns MAC addresses for 
its various VLANs is critical to making optimal decisions 
[10]. 

In order to achieve predictable, consistent performance 
from a network operating in a ring configuration, it will be 
necessary to apply loop prevention mechanisms such as 
Spanning Tree Protocol (STP), or Rapid STP (RSTP). RSTP 
and STP identify multiple paths between nodes, then 
selectively disable ports where possible to create an 
environment with no loops while creating at least one 
"backup" path when a node fails. The purpose of this study 
was to determine how VLANs are used in a three switch ring, 
how switches process tagged frames, and how STP provides 
for fault tolerant data transfer. The results should allow 
network designers to better understand interactions between 
VLAN settings and switching functions; thus support the 
creation of reliable, flexible, and robust layer two networks. 

II.LITERATURE REVIEW 
Early studies on the concept of VLANs, and how researchers 
and authors from industry have applied them to create logical 
sub-divisions of a single physical LAN by creating multiple 
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broadcast domains explain that devices contained within the 
same VLAN would be able to communicate as if they were 
connected via a single isolated LAN regardless of their 
physical location. These early VLAN based studies also 
provide evidence that this type of segmentation greatly 
improves management of these network systems and reduces 
unnecessary broadcast traffic[2]. VLAN based studies also 
illustrate that VLAN segregation improves containment of 
broadcast, limits an attacker's surface area, and supports 
policy-based segregation of user groups in campus and 
enterprise environments[1][3]. VLANs provide better 
protection than other technologies in preventing malicious 
traffic and attacks to your network [11].Lastly, the IEEE 
802.1Q standard and corresponding discussion regarding 
VLAN tagging and port tagging indicate that VLAN tagging 
and port tagging represent the primary means for isolating 
traffic over shared trunked links to ensure that frames are 
properly tagged with the correct VLAN information, thus 
limiting forwarding of those frames to only the intended 
segment[10].  

At the Layer-2 control layer, Spanning Tree Protocol 
(STP), and Rapid Spanning Tree Protocol (RSTP), have both 
been studied thoroughly as two of the main loop-prevention 
technologies used in switched networks with redundant 
connections. STP creates a logical loop-free topology by 
blocking some of its ports while maintaining backup paths. It 
was enhanced to improve on its slow failure recovery time 
through use of RSTP[6]. For ring topologies especially, 
several other ring-specific solutions, including the 
standardization of Ethernet Ring Protection Switching (ERPS, 
ITU-T G.8032) were developed to provide faster than link 
failure recovery and to protect against per-VLAN loop 
creation within an ethernet ring. The development of these 
ring-related solutions illustrates how multiple VLANs on one 
single physical ring will need coordination from control-layer 
protocols so that all VLANs do not get flooded with a storm 
of broadcasts due to no coordination when deciding which 
link(s) to block/unblock to prevent MAC-table instability 
while also providing very fast network fail-back[4]. 

Practical advice based on vendor information and 
technical blogs, illustrate how misconfigurations will create 
an infinite cycle of frames (causing frames to be sent back and 
forth), causing ports to frequently move MAC addresses 
around and making it difficult for the network to know which 
path to use when sending data. These problems are said to be 
easily mitigated with features such as Spanning Tree Protocol 
(STP) or Loop Guard[17]. Additionally, software defined 
enterprises provide the ability to centralize all traffic and 
enforce policies within modern networks [12].Most literature 
on this subject is related to general corporate networks or large 
carrier rings; few studies have examined a simple, well-
controlled three switch ring as a means of illustrating how 
VLANs work, how frames are forwarded through each switch 
and how the decision-making process works in terms of what 
paths should be used. This study provides new experimental 
results regarding VLAN behavior, frame forwarding, and port 
state changes within a three-switch ring, thus providing easy-
to-understand laboratory-based results that could be applied 
immediately in academic and small-scale network design 
environments.[1]-[5]. 

III.METHODOLOGY AND IMPLEMENTATION 
The method used to analyze the VLAN separation and how 
switches would operate on a three-switch ring was based upon 

structured and systematized steps. This was implemented by 
utilizing Cisco Packet Tracers[20] to configure VLANs, trunk 
ports (to interconnect switches) and loop prevention schemes 
to be able to observe the networks operating conditions during 
actual time-based switching operations. The process included 
designing the topology, configuring the switches, assigning 
VLANs, establishing trunks, setting up Spanning Tree 
Protocol (STP)[14], testing traffic, and verifying packets. 

Three Layer-2 switches (S1, S2, S3) were used as the 
building blocks for the design of the network topology. These 
Layer-2 switches are interconnected to create a single, fully 
closed loop. Devices that represent VLANs were attached to 
the access ports on each switch. There were two VLANs — 
VLAN 10 and VLAN 20 — that were utilized for testing 
traffic separation across this ring. This ring topology was 
chosen intentionally due to its capability of introducing the 
possibility of a Layer-2 loop when utilizing STP or RSTP. 
This allowed observation of VLAN behaviour see how 
VLANs operate with regards to these protocols. 

Initially, an assignment for VLANs was completed on all 
of the switch devices; using Global Configuration Mode 
VLAN 10 and VLAN 20 were defined. Next each port at the 
ends of the network where a device is connected (Access 
Ports) was assigned to one of these newly created VLANs. 
Thus establishing physically as a single entity, two separate 
logical broadcast domains. Following this process, each link 
connecting the switches was set to operate as a 802.1Q Trunk 
Port. The purpose of setting the inter-switch links up as trunk 
ports was to allow VLAN tagged data frames to be transmitted 
between the different switch devices while still being isolated 
from each other. A final test called pruning was also 
performed to verify that only those VLANs currently in use 
would be allowed to pass through the trunked link(s). 

Because of the loop nature of this particular topology, 
Rapid Spanning Tree Protocol (RSTP) has been implemented 
on each switch to preclude a broadcast storm from occurring. 
Once the switches were able to exchange BPDUs, RSTP 
determined which link was redundant and placed one of the 
two ring ports into the "blocking" state. This process would 
allow the switches to safely forward VLAN-tagged data 
without threatening the overall integrity of our network. The 
blocked port remains in a state where it is ready to rapidly 
convert to a forwarding port should there be an active path 
failure. Therefore we are able to observe the recovery and 
reconvergence times for such a failure scenario. 

Traffic Generation/Analysis is the Next Step in The 
Methodology and Is Critical. Intra-VLAN traffic generation 
(using ICMP Ping) for all end devices on the same VLAN as 
well as inter-switch (ring topology) was performed to ensure 
intra-VLAN connectivity. Inter-VLAN traffic generation 
(using ICMP Ping) was also used to confirm VLAN isolation. 
Frames are never sent out-of-band across VLAN boundaries. 
Proper tagging/filtering confirmed by this. Also verified 
broadcast behavior when an ARP request was initiated to see 
how many hops the ARP request would travel in the ring. 

Packet Tracers simulation environment was utilized to 
visualize how frames are transmitted. Frame movements were 
studied using outbound and inbound packet data units to 
assess how a Layer-2 Switch learned MAC addresses on a per 
VLAN basis. Both of the switches generated their own 
separate table of MAC addresses for each VLAN they 

supported, validating that Layer-2 Learning is independent in 
each VLAN. 

Lastly, the network response to an active link failure was 
verified through testing on RSTP's convergence. Once the 
active link (forwarding) between the two switches failed, the 
previous blocked link switched to the forward state in very 
little time; this confirmed that RSTP is capable of maintaining 
loop free operation, as well as providing for high availability 
in ring configurations. 

The overall approach to the method was that it allowed for 
an easy-to-follow process to create VLANs, set up trunks, 
establish MAC learning, allow for STP to converge and test 
traffic. The structure in which the configuration of each switch 
as well as the simulation based on those configurations 
provided a comprehensive understanding of how VLANs 
isolate and switches behave when in a multiple switch ring 
topology. 

 
                      

                           Fig 1. Flow Chart  

 

 
                      Fig. 2. Work flow diagram  
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IV.RESULTS AND DISCUSSION 
 The tests run on the three switch ring demonstrated the 
operation of VLANs or Virtual Local Area Networks and how 
they isolate traffic in a looped network (ring) using VLANs as 
an example. The test results show VLANs can be segmented 
to restrict traffic flow. In this case VLAN 10 devices were able 
to communicate with each other but not with any device 
assigned to VLAN 20. No inter-VLAN communication was 
possible. The test also confirmed that broadcast and ARP 
frames are isolated to VLANs and no "leakage" into another 
VLAN occurred during the test. This tested and verified 
proper function of IEEE 802.1Q tag's and filters on all 
switches in the ring. 

During testing, both switches demonstrated an ability to 
learn MAC addresses independent of the VLAN that they 
belonged to. At first, when unicast traffic with unknown 
source/destination MAC addresses were sent out on a given 
VLAN, each switch would flood all ports on their own 
respective VLAN. However, after the MAC table had been 
built (and assuming no other changes occurred), each switch 
began forwarding frames based on the port associated with 
each frame's destination MAC address; eliminating 
unnecessary traffic flow across the different VLANs. The 
above test results clearly showed how VLAN-specific MAC 
table data prevented the two devices from interfering with 
each other during inter-VLAN communications. 

Because the Ring Topology is an actual closed loop of 
hardware, it was necessary for the Spanning Tree Protocol 
(STP) / Rapid Spanning Tree Protocol (RSTP) to keep the 
network stable by determining which of the switch's inter-
switch ports would be forced to enter a "blocking" or disabled 
state so as to prevent broadcast storming from occurring. 
When one of the links on the network failed, the previously 
blocked port rapidly moved into a "forwarding" mode 
allowing the rapid recovery of the network and thus 
maintaining its stability[5],[8]. This demonstrated that VLAN 
operations did not affect the operation of STP functions; they 
worked together to provide a consistent topological structure 
to the network[9]. 

The behavior of 802.1Q trunks between the switches also 
confirmed the success of VLAN communications between all 
devices. All tagged frames had their VLAN ID maintained as 
they traveled through the ring; thus, packets always found 
their intended VLANs. Also, no unwanted VLAN traffic was 
sent to other ports because of trunk pruning, which eliminated 
sending traffic down links where it would be discarded. 

Ring performance analysis results showed very little 
packet loss except for short periods of time when there were 
changes in the network topology, and the convergence time 
using RSTP was less than a second. Broadcast traffic 
remained contained within each VLAN at all times and that 
the process of learning the MAC address from all devices on 
the vendor specific VLAN completed within 1-2 seconds 
based upon the traffic being sent throughout the vendor 
specific VLAN. Overall, the additional performance cost 
associated with tagging packets with VLAN information as 
well as the operation of stp was minimal. Additionally, traffic 
monitoring and packet-flow analysis will also increase 
efficiency and speed of switching, and overall network 
performance, within large scale environments [13]. 
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Fig. 13.   Out bound PDU information 

 

Fig. 14.   In bound PDU information 

 

Fig. 15.  Ping from LAN 2 Server  to LAN 1 PC Device and Vice Versa . 

 

 

 

Fig. 16.  Packet Transfer in network using ICMP . 

 

Fig. 17.  Acknowledgement Transfer in network using ICMP . 

Fig.1 and 2 (see images) demonstrates the full process of 
setting up a Network as it relates to VLANs by showing the 
VLAN configurations along with routing, verification and 
document results from this process. The figures show the step-
by-step physical procedures that were performed in the lab 
during this experiment.  

The Fig 3 is an illustration of a basic three-switch 
Topology where all devices are connected under VLAN10 & 
VLAN20. This will be our starting point for all VLAN 
isolation tests and switch behavior.  

Fig. 4 illustrates this same network with DHCP 
automatically assigning IP addresses to the client devices. 
This demonstrates how devices can be dynamically assigned 
an IP Address without having to manually enter in their 
respective addresses. 

The DHCP Server Configuration window (Fig. 5) has been 
configured to allow for DHCP services to be running. In 
addition to DHCP services being enabled, the gateway IP 
address is also listed along with the domain name servers 
(dns). The DHCP server will then provide a client that requests 
an IP address within the valid range of the DHCP service. 

As shown in Fig. 6, after a single PC had received 
permission to request an address, that same PC was able to 
obtain an IP from a DHCP server. Therefore, it is evident that 
Automatic Assignment of an IP Address to a client has been 
completed correctly. 

Fig.7 shows how VLANs have been implemented; 
network devices can be divided into two logical groups 
(VLAN10 and VLAN20). The figure illustrates how data 
segregation may occur securely with two VLANs being 
placed on top of a common physical media. 

Fig. 8 provides visual proof of how packets move 
throughout VLANs demonstrating that no matter where they 
go they will always stay in their designated VLAN domain. 
The diagram clearly demonstrates how frames will be routed 
inside a given VLAN and how they can never leave their 
VLAN domain.  

Fig. 9 has examples of Cisco IOS CLI commands used to 
create VLANs, assign port numbers on switches and enable 
trunk/access connections. These commands represent what is 
needed to have VLAN functionality working properly. 

Fig. 10 displays both config commands and 
error/monitoring output from the terminal. These are useful 
for verifying connectivity and troubleshooting issues within 
your networks. 

Fig. 11 illustrates how you can use multi-layered switches 
for faster data transfer (routing) and also for routing 
communications between multiple VLANs. This allows for 
inter-VLAN communication at layer 3. 

Fig. 12 depicts how the OSI layers are displayed when 
viewing PDU information at the switch. This illustrates how 
the packets are encapsulated and processed once transmitted. 

Fig. 13 depicts the formatted version of outgoing PDUs 
which include Ethernet and Spanning Tree Protocol fields 
prior to exiting the switch. This illustrated how the switch 
formats data for transmission. 

Fig. 14 is a representation of the incoming PDU to the 
switch as it receives this information prior to further 
processing. This figure displays the header information for the 
PDU and STP (Spanning Tree Protocol) fields along with how 
the switch internally handles packets.  

Fig. 15 demonstrates a successful ping from the LAN2 
Server to the LAN1 PC. It has confirmed there is bi-directional 
connectivity within the network and verifies that packets are 
able to be routed properly throughout the network.  

Fig. 16 illustrates how ICMP packets move through the 
network on their way to their destination, demonstrating each 
step of packet flow through the switches during 
communications.  

Fig. 17 provides an illustration of ACK 
(acknowledgement) packets being returned back into the 
network during ICMP communications. The illustration 
provided confirms that there is a full bidirectional data 
exchange occurring in the VLAN network without errors. 

This work introduces an integrated approach to 
understanding the real time behavior of VLAN segregation, 
and the switching operation in combination with the 
redundancy management function of a Three-Switch Ring 
architecture. The study is focused on the simultaneous effects 
of VLANs, Spanning Tree (STP) operations, and 
failure/recovery events in a fully dynamic environment where 
packets are being transmitted; addresses are allocated through 
DHCP; links fail; and recoveries occur. Utilizing Packet 
Tracer for simulation and enabling the observer to examine 
PDU level details and observe the MAC learning process 
provides insight into the behavior of networks at levels which 
may be difficult to achieve using other methods. In addition, 
it will show how VLAN and STP can coexist effectively in a 
simple but realistic representation of a ring topology as an 
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processing. This figure displays the header information for the 
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the switch internally handles packets.  
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Server to the LAN1 PC. It has confirmed there is bi-directional 
connectivity within the network and verifies that packets are 
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Fig. 16 illustrates how ICMP packets move through the 
network on their way to their destination, demonstrating each 
step of packet flow through the switches during 
communications.  

Fig. 17 provides an illustration of ACK 
(acknowledgement) packets being returned back into the 
network during ICMP communications. The illustration 
provided confirms that there is a full bidirectional data 
exchange occurring in the VLAN network without errors. 

This work introduces an integrated approach to 
understanding the real time behavior of VLAN segregation, 
and the switching operation in combination with the 
redundancy management function of a Three-Switch Ring 
architecture. The study is focused on the simultaneous effects 
of VLANs, Spanning Tree (STP) operations, and 
failure/recovery events in a fully dynamic environment where 
packets are being transmitted; addresses are allocated through 
DHCP; links fail; and recoveries occur. Utilizing Packet 
Tracer for simulation and enabling the observer to examine 
PDU level details and observe the MAC learning process 
provides insight into the behavior of networks at levels which 
may be difficult to achieve using other methods. In addition, 
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excellent medium for both educational experimentation, and 
the study of network behaviors. 

The most important contribution to this work was the 
development and implementation of a realistic Layer-2 
networking model, which demonstrates the benefits of using 
VLANs to segment traffic, ensure fast fault recovery with a 
redundant configuration, and maintain stable switching 
behavior. This study presents a structured approach to 
designing and implementing VLAN configurations, trunk link 
topologies, DHCP server configurations, MAC table 
implementations (i.e., "MAC learning"), and Rapid Spanning 
Tree Protocol (RSTP) implementations as part of an integrated 
framework. Additionally, it empirically demonstrated that 
using VLANs will contain broadcasts to specific VLANs 
while RSTP will prevent loops from forming and allow for 
quick reconvergence of all devices when there are failures. 
Finally, by analyzing the results of simulation studies at the 
packet level, this study provides insight into the internal 
operation of switches and how they make forwarding 
decisions; these insights can help both researchers and 
students gain a deeper understanding of how Layer-2 
networks operate. 

TABLE I.  COMPARATIVE ANALYSIS 

Parameter Existing Works Proposed Work 
Research Focus VLAN optimization, 

congestion control, 
security enhancement, and 

STP mechanisms studied 
independently [1]–[5] 

Integrates VLAN 
isolation, DHCP, 
MAC learning, 
switching behavior, 
and RSTP in a unified 
framework 

Network 
Topology 

Enterprise LANs and 
generalized redundant 

networks [1], [3] 

Controlled three-
switch ring topology 

VLAN 
Analysis 

Focus on logical 
segmentation and 

broadcast reduction [1] 

Packet-level VLAN 
isolation and traffic 
behavior analysis 

Loop 
Prevention 

STP/RSTP and loop 
suppression techniques [5] 

Real-time interaction 
between VLAN and 
RSTP 

MAC Learning Mainly conceptual 
discussion 

Practical MAC table 
learning observation 

Failure 
Recovery 

Large-scale redundancy 
mechanisms [4], [5] 

Link-failure and 
reconvergence testing 

Traffic 
Monitoring 

Limited packet movement 
analysis [2] 

ICMP and PDU-level 
packet tracing 

Implementation Analytical/protocol-based 
approaches [1]–[4] 

Complete Cisco 
Packet Tracer 
implementation 

Educational 
Value 

Deployment-focused 
studies 

Simulation-driven 
practical learning 
model 

V.CONCLUSION AND FUTURE SCOPE 
The research related to VLAN isolation as well as the 
switching operation in a three switch ring network 
demonstrated that VLANs can be an extremely powerful 
method of creating separate paths for data flows which 
enhance network security and improve overall network 
throughput regardless of whether or not there is a loop in the 
network. Research has confirmed that IEEE 802.1Q Tagging 
will create a strictly segregated logical path so that all 
broadcasts are blocked from being transmitted out of their 
respective VLANs and communications are limited to only 
those devices/ports contained within the specified VLAN. All 
of the switches were capable of correct MAC Address 
Learning, routing of frames was performed efficiently, and 
trunking links were properly used to prevent VLAN 

segregation. In addition, the RSTP (Rapid Spanning Tree 
Protocol) provided a key function in eliminating network 
loops and allowing rapid reconvergence, thus providing a 
stable and available network[5][6]. The study demonstrated 
that the combination of VLAN technology and STP is a 
reliable and highly effective method to develop as well as 
manage multi-switch infrastructure networks. 

 The potential for further development is limitless in 
looking at the future; additional advanced switching 
capabilities could be integrated including MSTP, VTP and 
SDN to enhance VLAN automation and increase network 
versatility[7],[16],[18]. Increasing the size of the current 
network from three switches will allow you to see how 
scalable the system is when subjected to heavy loads. 
Additional areas of study that have the possibility to enhance 
your overall knowledge include QoS, the operation of L3 
switches for routing between VLANs and the implementation 
of Network Security features[9] such as ACL's and Port based 
Authentication. The addition of these new capabilities would 
assist in understanding how VLAN based Networks can 
function with today’s large scale high demand environments. 
Dynamic routing protocols will provide greater flexibility and 
better network adaptability in enterprise networks [18], 
[19].Topology analysis for large scale networks can help in 
evaluating methods to optimize scalability and future 
performance [20] 
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excellent medium for both educational experimentation, and 
the study of network behaviors. 

The most important contribution to this work was the 
development and implementation of a realistic Layer-2 
networking model, which demonstrates the benefits of using 
VLANs to segment traffic, ensure fast fault recovery with a 
redundant configuration, and maintain stable switching 
behavior. This study presents a structured approach to 
designing and implementing VLAN configurations, trunk link 
topologies, DHCP server configurations, MAC table 
implementations (i.e., "MAC learning"), and Rapid Spanning 
Tree Protocol (RSTP) implementations as part of an integrated 
framework. Additionally, it empirically demonstrated that 
using VLANs will contain broadcasts to specific VLANs 
while RSTP will prevent loops from forming and allow for 
quick reconvergence of all devices when there are failures. 
Finally, by analyzing the results of simulation studies at the 
packet level, this study provides insight into the internal 
operation of switches and how they make forwarding 
decisions; these insights can help both researchers and 
students gain a deeper understanding of how Layer-2 
networks operate. 

TABLE I.  COMPARATIVE ANALYSIS 

Parameter Existing Works Proposed Work 
Research Focus VLAN optimization, 

congestion control, 
security enhancement, and 

STP mechanisms studied 
independently [1]–[5] 

Integrates VLAN 
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and RSTP in a unified 
framework 

Network 
Topology 
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Controlled three-
switch ring topology 

VLAN 
Analysis 

Focus on logical 
segmentation and 
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Packet-level VLAN 
isolation and traffic 
behavior analysis 

Loop 
Prevention 
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MAC Learning Mainly conceptual 
discussion 

Practical MAC table 
learning observation 

Failure 
Recovery 

Large-scale redundancy 
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Link-failure and 
reconvergence testing 

Traffic 
Monitoring 

Limited packet movement 
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ICMP and PDU-level 
packet tracing 

Implementation Analytical/protocol-based 
approaches [1]–[4] 

Complete Cisco 
Packet Tracer 
implementation 

Educational 
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Deployment-focused 
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Simulation-driven 
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V.CONCLUSION AND FUTURE SCOPE 
The research related to VLAN isolation as well as the 
switching operation in a three switch ring network 
demonstrated that VLANs can be an extremely powerful 
method of creating separate paths for data flows which 
enhance network security and improve overall network 
throughput regardless of whether or not there is a loop in the 
network. Research has confirmed that IEEE 802.1Q Tagging 
will create a strictly segregated logical path so that all 
broadcasts are blocked from being transmitted out of their 
respective VLANs and communications are limited to only 
those devices/ports contained within the specified VLAN. All 
of the switches were capable of correct MAC Address 
Learning, routing of frames was performed efficiently, and 
trunking links were properly used to prevent VLAN 

segregation. In addition, the RSTP (Rapid Spanning Tree 
Protocol) provided a key function in eliminating network 
loops and allowing rapid reconvergence, thus providing a 
stable and available network[5][6]. The study demonstrated 
that the combination of VLAN technology and STP is a 
reliable and highly effective method to develop as well as 
manage multi-switch infrastructure networks. 

 The potential for further development is limitless in 
looking at the future; additional advanced switching 
capabilities could be integrated including MSTP, VTP and 
SDN to enhance VLAN automation and increase network 
versatility[7],[16],[18]. Increasing the size of the current 
network from three switches will allow you to see how 
scalable the system is when subjected to heavy loads. 
Additional areas of study that have the possibility to enhance 
your overall knowledge include QoS, the operation of L3 
switches for routing between VLANs and the implementation 
of Network Security features[9] such as ACL's and Port based 
Authentication. The addition of these new capabilities would 
assist in understanding how VLAN based Networks can 
function with today’s large scale high demand environments. 
Dynamic routing protocols will provide greater flexibility and 
better network adaptability in enterprise networks [18], 
[19].Topology analysis for large scale networks can help in 
evaluating methods to optimize scalability and future 
performance [20] 
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